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ABSTRACT

High-Performance computing (HPC) systems are a high-value target
for cyber-attacks. However, detecting security breaches before attackers
can do catastrophic damage remains a largely unsolved issue. In this
thesis, we propose a Security Information and Event Management (SIEM)
capable of identifying malicious user behaviour as it occurs. This
SIEM uses unsupervised machine learning to process log data and
alerts administrators when indicators for malicious behaviour are
discovered. We perform an experimental evaluation of parts of the
system in which we select the most suitable algorithms for anomaly
detection and report the performance in terms of accuracy, recall
and Fi1-score. Our results suggest that different sources of log data
available in HPC systems can successfully be combined to detect
malicious behaviour. Identifying anomalous logins and anomalous job
submissions can be performed with high reliability (reaching an F1-
score of 0.944 and 0.800 respectively). Because of a lack in real-world
test data, the viability of detecting anomalous behaviour through
programme execution paths cannot be determined in a meaningful
way. We further explore the possibility of detecting anomalous user
movement inside HPC clusters conceptually and leave experimental
evaluation thereof for future work.
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INTRODUCTION

1.1 MOTIVATION

This thesis is motivated by a security incident lasting from December
2019 until May 2020. Unknown attackers gained access to numerous
high-performance computing (HPC) centres in Europe. The goal of
these attacks is still not clear, speculations include theft of research
results or crypto-currency mining. These attacks are interesting, be-
cause they went undetected for several months. It was only in May
2020 that the University of Edinburgh gained knowledge of the breach.
As a result, other HPC centres started investigating their systems for
similar attacks and indeed many were found. The affected clusters
were immediately taken offline for investigation of the security breach,
impeding academic research for weeks [8, 32].

This attack is not surprising, because HPC systems are high-value
targets for hackers. They are designed to offer tremendous computing
resources to researchers for performing computationally demanding
tasks such as weather forecasting, the search for a vaccine against
COVID-19 or climate research. Their power makes them a valuable
tool for the scientific community but also for cybercriminals, who
might want to use their computational capabilities to mine crypto-
currencies, steal research results or even weaponise the HPC system
itself to perform large-scale denial of service attacks. Because such
abusive behaviour hinders research by wasting CPU-cycles, HPC
system operators try to take measures to prevent or detect attacks
early on.

Preventing attacks turns out to be quite difficult, because security
has to be weighted against other objectives of HPC operations [8].
HPC systems are expensive, both in acquisition and in operation. A
high degree of utilisation is required to make the system worth its
costs. In order to achieve high utilisation, the system must be available
to eligible researchers, which in turn often means exposing it to the
internet and potentially malicious actors. Furthermore, HPC clusters
typically do not receive security updates immediately. Each update
bears the risk of introducing incompatibilities between different soft-
ware modules into the system. Patches need to be tested and verified
to interact flawlessly with existing software before they can be applied.
In order to perform software upgrades, it is often necessary to cease
normal HPC operations. In order to keep downtime time low, patches
are often delayed such that multiple updates can be bundled and
performed together. The attack-surface of HPC systems is thus far



from zero. Combined with the amount of criminal energy focused on
gaining access to such systems, it is only a matter of time until the
next attack on a HPC centre is successful.

As perfect security cannot be guaranteed in HPC system:s, it is desir-
able to at least detect attacks early on or even in real-time. If operators
gain knowledge of a breach, they can initiate countermeasures and
stop possible misuse of the system, minimising the attack’s impact on
research.

1.2 AIM OF THIS WORK & RESEARCH QUESTIONS

In this work, we investigate the feasibility of analysing system logs for
detecting malicious behaviour in HPC systems. Logs are commonly
used for debugging purposes, therefore many systems already collect
and store logs during operation. As we describe in Section 2.1, certain
kinds of system misuse produce anomalies in logs. Thus, anomalies
found in log files can be an indicator of ongoing attacks on the system.
Traditionally, operators of large-scale computer systems have resorted
to manual inspection of log files in order to detect anomalous system
behaviour. This approach is often performed by searching for certain
keywords (e.g. ERROR or WARNING) or regular expressions, or by
using domain-specific knowledge to implement rule-based anomaly
detection. However, as the size of computer systems grows, the amount
of logs reaches levels that cannot be dealt with manually. Further, user
behaviour can change over time. The introduction of new programmes
to computing infrastructure can introduce previously unseen log mes-
sages, requiring constant maintenance of regular expressions and rules
used for anomaly detection. This places a considerable load on system
operators [26].

In order to reduce manual labour, it is desirable to have logs of a
running system inspected automatically by a computer programme,
alerting the human operators when anomalies are detected. This
thesis” aim is to develop a concept for such a Security and Information
Management (SIEM) system. We formulate the following requirements
that we aim to meet with the SIEM we propose:

The system should be able to combine different sources of logs
in order to detect malicious behaviour.

The system should work in a streaming manner, i.e. consume
logs as they are produced.

The system should be efficient enough to cope with the large
amounts of logs produced by modern HPC systems. It should be
able to classify events as either normal or anomalous in a timely
manner, ideally in real-time.



1.3 THESIS STRUCTURE \

o The system should be able to adapt to changing user behaviour,
i.e. operators should be able to tag false positives as such, the sys-
tem should consequently no longer classify similar behaviours
as malicious.

We implement parts of this system and evaluate its effectiveness on
the JUSTUS2 HPC cluster located at Ulm University.
The thesis poses the following research questions:

o Can we reliably classify user behaviour as (non-)malicious?
e What algorithms are suitable for this classification?
e What are the computational requirements for classification?

¢ What information is required to improve classification reliability?

1.3 THESIS STRUCTURE

In this Section, we outline the structure of this thesis. Chapter 2
provides information about cyberattacks on HPC infrastructure and
the sources of log data available in a typical HPC system. In Chapter 3,
we discuss existing work related to log-based anomaly detection. We
propose a concept for a SIEM suited for HPC systems in Chapter 4.
For that, we first introduce the general architecture in Section 4.1.
Afterwards, we discuss the individual elements of this architecture.
The rather technical steps of preprocessing and session grouping are
discussed in Section 4.2 and Section 4.3. We propose four different
methods to detect anomalous behaviour in Section 4.4 and a method
to combine the results of these methods in Section 4.5. Section 4.6
proposes a mechanism for the system to adapt to changing user
behaviour.

Chapter 5 describes our methodology for evaluating the perfor-
mance of various elements of the SIEM we propose. In Chapter 6, we
give details on our implementation of the proposed concept. Chap-
ter 7 contains results of our experiments. We discuss these results in
Chapter 8 and conclude the thesis in Chapter 9.

3






2 FUNDAMENTALS

In this Section, we cover fundamental knowledge easing the under-
standing of this thesis.

2.1 CYBERATTACKS ON HPC INFRASTRUCTURE

In order to gain an understanding of typical attacks on HPC infrastruc-
ture, we had conversations with operators of HPC systems affected
by the security incident described in Section 1.1. The information
acquired through these conversations combined with descriptions of
security incidents in literature helps us identify a typical sequence of
events that is observed during attacks on HPC systems [8].

An attack on a HPC system can typically be separated into four
phases:

1. Establishing a foothold: In this phase, attackers gain access to
the targeted HPC system. This is often achieved through stolen
user credentials, which allow the attackers to login on the HPC
system as a valid user without special permissions.

2. Lateral movement: A HPC system typically consists of many
interconnected nodes. During the lateral movement phase, at-
tackers try to move around between these nodes, exploring the
structure of the system and looking for valuable information
(credentials, research results) or vulnerable software that can be
used for gaining privileged access to the system.

3. Privilege escalation: Depending on their goals, attackers may
attempt to gain privileged access to the system. If credentials
of privileged users were found during Phase 2, attackers can
use them to gain elevated permissions. If available, attackers can
exploit flaws in installed software to gain additional privileges.

4. Achieving the objective: When the attackers have acquired suf-
ficient privileges, they are free to achieve their end goal, e.g.
misusing the HPC system’s capacity to mine crypto-currency,
steal research results, steal user credentials for subsequent at-
tacks or install ransomware.

Note that, depending on the attackers’ background and goal, some
phases may be skipped. For example, a legitimate researcher on a
HPC system attempting to misuse the system’s computing power to
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mine crypto-currency can skip Phase 1, Phase 2 and Phase 3 because
as an insider, they already possess the privileges required to submit
computing jobs.

All of the phases of an attack leave traces in log files. Login attempts
(Phase 1) and movement inside the cluster (Phase 2) are logged to
/var/log/secure. Attempts to exploit vulnerable software (Phase 3)
often leave anomalous log messages in /var/log/messages. Compute
jobs submitted to misuse the cluster’s capacity (Phase 4) are logged in
the system’s workload manager (WM). In this work, we leverage the
traces left by attackers in order to detect anomalous behaviour as it is
happening. The sources of log data available for achieving this goal
are described in further detail in Section 2.2.

2.2 LOG DATA

In this Section, we describe the sources of log data we use to detect ma-
licious behaviour in HPC systems. This includes the system’s WM (Sec-
tion 2.2.1) and the two files /var/log/messages and /var/log/secure
(Section 2.2.2).

2.2.1  Workload Manager

HPC facilities typically feature a WM, which is used for submitting
compute jobs. This WM stores diverse information about submitted
jobs, e.g. the resources requested by the user, the resources actually
used by the job, the exit code of the job etc. The exact information
stored depends on the WM used. Popular choices include Slurm?,
Grid Engine* and HTCondor3.

2.2.2 [var/log/messages and /var/log/secure

Many HPC systems use syslog* for aggregating system log messages.
These system logs are stored in two locations: /var/log/messages
contains all log messages except the ones related to user authentication,
which are instead saved to /var/log/secure.

System log messages are comprised of several fields. Consider the
log message below, which is taken from /var/1log/messages on a HPC
system running a Linux-based operating system:

5aR1123533187 no111 slurmd [ 2847 ] :

Thttps://slurm.schedmd.com/overview.html
2https://www.altair.com/grid-engine/
3https://htcondor.org/
4https://datatracker.ietf.org/wg/syslog/documents/


https://slurm.schedmd.com/overview.html
https://www.altair.com/grid-engine/
https://htcondor.org/
https://datatracker.ietf.org/wg/syslog/documents/

2.2 LOG DATA |

This log message includes the fields [fifliéstanip, machine, process name,
process id and [faw iessage content. The first four fields contain meta-
data about the log message and are in a fixed format. Raw message
content on the other hand contains free text emitted by running pro-
grammes, providing rich information about their internal state. The
challenge of parsing these free text messages is tackled in Section 3.1.1.

/var/log/secure follows the same format as /var/log/messages.
It contains log messages related to authentication, i.e. successful and
unsuccessful authentication attempts, the opening and closing of user
sessions and the creation of new users or groups.

7






3 RELATED WORK

In Chapter 4, we propose an architecture for a SIEM aimed at detecting
malicious behaviour in HPC systems. This architecture integrates
algorithms developed in previous works, which we introduce in this
Chapter. Section 3.1 gives an overview over existing approaches for
detecting anomalous behaviour through the analysis of system logs.
A prerequisite for such an analysis is log parsing, which is covered
in Section 3.1.1. Four techniques for performing anomaly detection
though system logs are laid out in Section 3.1.2.

The SIEM we propose makes heavy use of algorithms for novelty
detection. In Section 3.2, we introduce four such algorithms, namely
Isolation Forest, One-class Support Vector Machine, One-class Support
Vector Machine with Stochastic Gradient Descent, and Local Outlier
Factor.

3.1 ANOMALY DETECTION USING SYSTEM LOGS

Anomaly detection in HPC systems using system logs is a well-studied
field [1, 3-5, 9, 11, 14, 15, 26, 35, 37, 39, 49, 44, 59, 69, 73]. However,
many works that investigate anomaly detection through system logs
do not focus on the discovery of security incidents, but rather on the
detection of anomalous system behaviour in general (e.g. hardware
faults or software crashes). Nevertheless, some of these approaches can
also be used to detect anomalies related to security incidents and are,
among others, discussed in this Section. Going forward, we use the
term anomalous behaviour in the sense of behaviour potentially indicating
malicious intent.

Usually, approaches for anomaly detection in HPC systems using
system logs consist of four steps: log collection, log parsing, feature
extraction and anomaly detection [9, 26, 39]. This pipeline is visualised
in Figure 3.1.

Log = Log Feature Anomaly
Collection Parsing Extraction Detection
Figure 3.1: Anomaly detection in HPC systems is usually done by perform-

ing four steps: log collection, log parsing, feature extraction and
anomaly detection.
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Log collection is a prerequisite for log analysis. Systems can perform
logging at different levels, e.g. hardware, kernel or application level.
The exact amount of logging performed in a HPC system must be
carefully balanced by the system’s operators. More logging means
more potentially helpful information for anomaly detection or system
debugging, but also increases runtime overhead and storage require-
ments. We consider the problem of log collection to be out of scope for
this work. The SIEM we propose only requires logs from three sources
(/var/log/secure, /var/log/messages and the workload manager),
which are available on most HPC systems by default.

Log parsing describes the process of transforming unstructured
system logs into a structured format. Many attempts have been made
to automate this transformation. We review some of these attempts
in Section 3.1.1. This step is only necessary if the log data at hand are
in an unstructured format. If it is structured (as in the case of logs
from a HPC workload manager), it can be skipped.

The steps of feature extraction and anomaly detection are often per-
formed together. We review approaches for these steps in Section 3.1.2.

3.1.1  Log Parsing

A log is a sequence of log messages. A log message is a line of text emit-
ted by a system during run-time that describes the system’s internal
state at a given point in time. We describe the structure of system log
messages at our disposal in Section 2.2.2. These log messages are only
partially structured, because their field raw message content contains
unstructured data and all other fields contain structured data. The
text found in raw message content is produced by logging statements
(e.g. printf(-), logger.debug(-)) inside running programmes. Appli-
cation developers face no restrictions writing these logging statements;
any valid string is also a valid log message and can appear in logs.
This flexibility means that we often find rich information regarding the
internal state of running programmes in this field. On the other hand,
it means that raw message content’s format can differ widely across
applications or even different parts of the same application. Because
most automated approaches for detecting anomalies from logs require
structured input, it is necessary to transform these unstructured logs
into a sequence of structured events [24].

The raw message content field of a log message can usually be split
into two parts: a constant part and a variable part. The constant part
remains constant across different calls to a logging statement, while
the variable part can vary, as it is created dynamically. Parsing a raw
message content means separating the constant part from the variable
part. The exemplary raw message content given in Section 2.2.2 has
a constant part of Launching batch job * for UID * and a variable
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part of 4656494, 939381. We call the constant part a log event or log key
and the variable parts the parameters of this log event.

The traditional approach for parsing log messages is using regular
expressions. However, this is rather cumbersome, because it requires
writing one regular expression for each possible log event. Since new
log events can be introduced by software updates or users running
previously unseen programmes, it also requires constant maintenance
as well as deep domain knowledge. For large multi-user systems, a
manual approach is clearly not feasible [14, 24, 26].

Lots of efforts have been made to automate log parsing. A recent
study by Zhu et al. [76] compares 13 methods for automatic log pars-
ing in terms of efficiency, mode (online vs. offline), and accuracy
on 16 different datasets. These methods are SLCT [66], AEL [29, 30],
IPLoM [42, 43], LKE [17], LEA [49], LogSig [64], SHISO [47], LogClus-
ter [67], LenMa [60], LogMine [21], Spell [13], Drain [25] and MoLFI [45].
Additionally, the authors provide logparser®, which is a software bundle
containing open-source implementations of the evaluated algorithms,
the datasets used for evaluation and a framework for benchmarking
automatic log parsers. We perform an evaluation of the parsers studied
by Zhu et al. in Section 7.1.

3.1.2 Anomaly Detection

In this section, we review methods for anomaly detection in system
logs. We only consider unsupervised detection methods because la-
belled log data are hard to acquire.

The first method we review is DeepLog by Du et al. [14], an approach
for detecting anomalous system logs using neural networks.

We also review LogCluster, Principal Component Analysis (PCA)
and Invariants Mining, which are three approaches for anomaly detec-
tion in system logs using classical machine learning algorithms.

3.1.2.1  Deeplog

DeepLog [14] is a deep neural network architecture. It operates on
logs and is designed to detect anomalous behaviour. It attempts to
learn the normal behaviour of the system under observation during
its training phase. In the detection phase, the system is monitored for
deviations from the patterns that constitute normal behaviour.
DeepLog enjoys three properties that make it very attractive to us:

e It supports online training: if session is flagged as anomalous
but manually marked as normal afterwards, the model can be
adjusted on-the-fly.

o Computational cost in the detection phase is low.

Thttps://github.com/logpai/logparser

1"
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It can operate in a streaming manner.

DeepLog detects anomalous system states in two different ways.
Execution path anomaly detection purely focuses on the log keys encoun-
tered in the log file, discarding the corresponding parameters. The
idea is to build a language model that, given a sequence of h log keys,
predicts the most probable subsequent log keys. More formally, the
model calculates P(m; = k;|(m;_p, m;_p41,...,mi_1)), i.e. the proba-
bility that log key k; follows a sequence (m;_j, m;_j41,...,Mi—1) of
log keys. If the observed next log key m; is not one of the ¢ most
probable next log keys, it is considered anomalous. Du et al. use a
neural network architecture called long short-term memory (LSTM, [27])
for this task.

Parameter value and performance anomaly detection on the other hand
disregards the sequence of log keys and focuses on detecting unusual
parameters of log events or suspicious performance degradations. A
log message’s parameter values can be represented as a vector. The
parameter value vectors for a given log key form a parameter value
vector sequence. Combined with the parameter value vectors” times-
tamps, the vector sequence forms a multivariate time-series. DeepLog
uses a LSTM network to predict the next value vector in this time-
series. If the observed next parameter value vector differs from the
predicted one by more than a specified threshold, the corresponding
user session is marked as anomalous.

DeepLog can be tuned by adjusting four main hyper-parameters. h
is the window size to be used for execution path anomaly detection.
Given a log sequence of size h, the model makes a prediction on the g
most likely subsequent log keys. If the observed log key is not one of
the predicted keys, the model considers it anomalous. The layout of
the LSTM networks to be used is dictated by the number of hidden
layers L and the number of memory units per layer «.

DeepLog supports online updates of its anomaly detection models.
If the system marks a normal sample as anomalous, users can flag this
sample as a false positive. DeepLog is then able to adjust the weights
in its LSTM networks. This adjustment can be performed on-the-fly
without retraining the system, allowing DeepLog to adapt to changing
operating conditions during runtime.

Du et al. [14] report DeepLog’s performance using the metrics of
precision, recall and F1-score. For evaluation, they use two datasets:
one dataset consisting of Hadoop Distributed File System (HDFS) logs
and one containing OpenStack logs. These datasets are labelled by
domain experts and contain 28 (HDFS) and 40 (OpenStack) different
log keys. On the HDFS dataset, DeepLog achieves a precision of 0.95,
a recall of 0.96 and an F1-score of 0.96. The results on the OpenStack
dataset are similarly promising: precision is 0.96, recall is 1.00 and
F1-score is 0.98.
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3.1.2.2 LogCluster

LogCluster (Lin et al., [35]) performs anomaly detection by clustering.
Logs are assigned into log sequences, which contain all logs produced
in one session. Logs sequences are vectorised and the resulting vectors
are clustered using Agglomerative Hierarchical Clustering [19] under
the constraint that the maximum cosine distance within a cluster
is at most 0. The authors propose to determine a good value for 6
empirically depending on the specific use case.

In order to minimise the memory footprint, the algorithm does not
store the vectorised logs after clustering has taken place. Instead, each
cluster is represented by its centroid.

New log sequences are classified as normal or anomalous by com-
puting the minimum cosine distance of the vectorised sequence to
the cluster centroids. If it is larger than a threshold J, the sequence is
classified as anomalous.

He et al. [26] evaluate the method’s performance using a HDFS logs
and system logs from BlueGene/L (BGL), which is a type of supercom-
puter. On HDFS logs, LogCluster achieves (Precision/Recall/F1-score)
of (0.87/0.74/0.80), whereas it achieves (0.42/0.87/0.57) on BGL logs.

3.1.2.3 PCA

Xu et al. [73] propose to construct an event count vector of dimension
n, summarising each log sequence. PCA is then used to compute
a normal space S, (using the first k principal components) and an
anomalous space S, (using the remaining n — k principal components).
Sequences are classified by projecting their event count vector to
S, and measuring its length. If the length exceeds a threshold, the
sequence is considered anomalous. This threshold can be calculated
automatically such that predictions are made with a confidence level
of (1 —p) [26].

He et al. [26] report the systems performance (Precision/Recall /F1-
score) as (0.98/0.67/0.79) on HDFS log data and as (0.50/0.61/0.55)
on BGL log data.

3.1.2.4 Invariants Mining

Invariants are linear relationships that always hold during normal op-
erations in a system. For example, one invariant in computer systems
is that a session which has opened a file should always close this file
at some point, i.e. the number of logged open file x events should equal
the number of close file x events. If this invariant is violated, i.e. the
number of open and close events differs, a session can be considered
anomalous.

Lou et al. [37] propose a method to extract such relationships au-
tomatically from log files. Essentially, they use a brute-force search
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to uncover these invariants. New log sequences are then checked on
whether or not they violate one of these invariants. If they do, they are
tagged as anomalous. The algorithm by Lou et al. [37] can be tuned
with two parameters. The support ratio s describes how many log
sequences must adhere to an invariant for the it to be considered valid.
The parameter € is a threshold which describes the degree to which a
log sequence can violate an invariant and still be considered to adhere
to it.

He et al. [26] report the method’s (Precision/Recall /F1-score) met-
rics as (0.88/0.95/0.91) on a HDFS dataset and as (0.83/0.99/0.91) on
a BGL dataset.

3.2 NOVELTY DETECTION

Novelty Detection is the process of identifying data points that differ
from a given dataset in some way. It requires the availability of a
dataset containing many normal data points and few abnormal data
points. This training dataset is used to build a model, which can then
be used to classify test data as normal or abnormal [53].

In the scope of this thesis, we deal with data collected during day-
to-day operations of HPC systems. We previously defined anomalous
behaviour as malicious acts, e.g. use by unauthorised users or attempts
to misuse computing resources. As such attacks on HPC systems
are relatively rare, the vast majority of these data describe normal
operating conditions. This leaves us with a dataset with many normal
examples, but few anomalous ones. Further, some anomalous modes
of operation are so rare that they might not be present in the available
dataset. Therefore, we cannot assume that all types of anomaly follow
a known pattern. That requires us to perform anomaly detection in
a way that leaves room for recognising previously unseen anomalies.
For this reason, we make heavy use of methods for novelty detection
in this work. Each utilised method is summarised below.

3.2.1 Isolation Forest

Isolation Forests [36] are a method for novelty detection that is based
on measuring the number of steps necessary to isolate a data point
from all other data points [74].

An Isolation Forest is a set of t Isolation Trees. An Isolation Tree is
basically a decision tree. Its inner nodes contain a test, comparing one
attribute of a data point to a threshold.

An Isolation Tree is constructed by recursively splitting an input
dataset X. If the tree has reached a height limit, | X| = 1 or all elements
in X are equal, the recursion is ended and a leaf node is constructed.
Otherwise, a test node is constructed by choosing at random an at-



tribute g and a threshold p. Elements of X where attribute g is less than
p are assigned to the left child node, whereas all others are assigned
to the right one. An Isolation Tree assesses the anomaly of a given
data point x by measuring the depth of the leaf node corresponding
to x. Accordingly, an Isolation Forest measures the anomaly of a given
data point by averaging over the anomaly scores given by its Isolation
Trees.

3.2.2 One-Class Support Vector Machine

Support Vector Machines (SVMs) [2, 16, 56] are a machine learn-
ing technique. They estimate a hyperplane which separates different
classes of data points. In order to deal with data that are not lin-
early separable, they use a kernel function to map their input into a
higher-dimensional space, in which the individual classes are linearly
separable. Common types of functions used as kernels are polynomial,
radial-basis and sigmoid functions. One-class SVMs (OCSVMs) [16] are
a version of SVM that can be used for novelty detection. OCSVMs find
a hyperplane that separates regions of high density from regions of
low density in the training dataset. New data points are then classified
as normal or anomalous by calculating their signed distance to the
separating hyperplane. If the signed distance is positive, the new data
point is in a region of high density and thus considered normal. If it
is negative, it is considered anomalous. Additionally, the distance of a
data point to the separating hyperplane can be interpreted as level of
confidence that the classification is correct [55].

Using kernel functions is time- and memory intensive. Calculat-
ing a kernel matrix is at least quadratic in terms of computational
complexity. One method for speeding up OCSVMs is the usage of
linear OCSVMs (which do not use a kernel for mapping its input into
a higher-dimensional space) combined with a kernel approximation
technique. A popular kernel approximation technique is called the
Nystrom method [12, 71, 75]. The method replaces the kernel matrix
by a different matrix of lower rank, approximating the kernel matrix.
This approach reduces computational overhead at the cost of accuracy.
Because this combination of a linear OCSVM and the Nystrém method
uses stochastic gradient descent (SGD) for optimising, we refer to it as
OCSVM-5GD.

OCSVM and OCSVM-SGD can be tuned via three hyper-parameters.
The first parameter that can be varied is the kernel function to be
used or approximated. Hyper-parameter 7 is a scaling factor for
the distances OCSVM and OCSVM-SGD calculate between vectors.
Intuitively, increasing the value of y means fitting the hyperplane
more tightly around the regions of normal points. Too low values of
7 lead to underfitting, too large values lead to overfitting. The hyper-
parameter v controls the maximum permitted training error, i.e. the
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maximum share of training data that we accept to be misclassified. In
the case of v, low values can lead to overfitting and large values can
lead to underfitting.

3.2.3 Local Outlier Factor

Breuning et al. introduce a Local Outlier Factor (LOF) [7]. This factor
is calculated for each point in a dataset and describes the degree to
which a data point can be considered an outlier. The authors use LOF
for outlier detection, i.e. splitting a given dataset into normal and
abnormal data points. However, our use case is to perform novelty
detection, i.e. classifying new data points as normal/anomalous with
respect to an existing training dataset that is assumed to contain
normal points only. As we show below, is is possible to use LOF for
novelty detection. Prior to that, we give a brief explanation of LOF
to provide the reader with an intuition of its meaning. We refer to
Breunig et al. [7] for a detailed explanation of the calculation of LOE.

LOF is a density-based metric. Given a dataset X and a data point
x € X, we calculate LOF(x) through the following steps. First, we
assign each point p € X a local reachability density, which is influenced
by the distance to the point’s closest neighbours. LOF(x) is then
calculated by comparing x’s local reachability density to that of its
neighbours. The LOF of points inside or at the edge of a cluster is close
to 1, because their local reachability density is approximately the same
as their nearest neighbours’. In contrast to that, outliers have a smaller
density than their nearest neighbours and thus a LOF significantly
greater than 1. Thus, all data points with a LOF greater than some
threshold can be considered abnormal.

When using this method for novelty detection, we are given a
training dataset Xining and a point x which may or may not be in
Xiraining- In order to calculate LOF(x), we perform the steps above
with X = Xtraining U {x}.

Notably, Breunig et al. do not specify a distance metric to be used for
the calculation of distances between data points. The optimal distance
metric to be used depends on the task at hand and can be determined
empirically.



4 APPROACH

4.1 GENERAL ARCHITECTURE

We propose a system for detecting security-related anomalies in HPC
systems. The architecture of this system is shown in Figure 4.1, with
the parts we implemented and evaluated experimentally being filled
with colour. Elements of this architecture can be grouped into different
categories. The available sources of log data are displayed in yellow
(/var/log/secure, /var/log/messages and the workload manager)
and described in detail in Section 2.2.1 and Section 2.2.2. Data from
these sources go through a preprocessing step. In this step, they are
converted into a format suitable for performing anomaly detection.
This means that the unstructured log data are transformed into struc-
tured data: login events are extracted, the beginning and end of user
sessions are reconstructed, and system log events are assigned to the
user sessions in which they occurred. The preprocessing steps are
displayed in green and described further in Section 4.2.

The structured data are then grouped by user session (purple, see
Section 4.3). A user session is defined as a time-span during which a
user is logged in on at least one node in the HPC system.

The most interesting elements of the architecture are the anomaly
detectors (shown in blue, see Section 4.4). Anomaly detectors look for
specific types of anomaly that could indicate malicious behaviour in-
side the HPC system. For each session s, they calculate an anomaly score
(p1(s) — pa(s)), which indicates the degree of certainty that an anomaly
has been found. Anomaly scores fulfil the following properties:

o VsVie {1...4} :pi(s) € [0,1]

o Larger anomaly scores indicate a higher certainty that an anomaly
has been found.

Despite representing certainties, p1(s) — pa(s) cannot be interpreted as
probabilities (i.e. an anomaly score of 0.5 does not necessarily mean
that an anomaly has been found with 50% probability). They are only
useful for comparing the degree to which sessions are anomalous.
The anomaly scores are then combined through a thresholding
scheme (red, see Section 4.5). The result is a binary value (yes/no) that
classifies the session in question as either normal or anomalous. If a
session is classified as anomalous, a system operator is alerted. They
are shown the logs produced during the session in question as well as
the anomaly scores p1(s) — pa(s), which they can use to investigate the

17



18

| APPROACH
/var/log/secure /var/log/messages WM
Extract Extract Parse System
Logins Movement Logs

Group by Session

[ Anomalous } { Anomalous J [ Anomalous } [ Anomalous }

Logins Movement Log Messages Jobs
P1 p2 p3 P4
Thresholding Scheme

|

Anomaly yes/no

Figure 4.1: Architecture of a framework for anomaly detection in HPC envi-
ronments.

suspected anomaly. If the suspected anomaly turns out to be normal
behaviour (false positive), the operator can feed this information back
into the system. The system then readjusts the anomaly detectors,
which consequently no longer classify this behaviour as abnormal,
lowering their false positive rate.

In the following Sections we describe the individual components
of our architecture in detail. Section 4.2 focuses on the preprocess-
ing steps necessary to transform the data into a suitable format. In
Section 4.3, we explain the idea of grouping data into user sessions.
Section 4.4 explains each anomaly detector as well as the algorithms
used to implement them. We elaborate on the thresholding scheme
used to combine the individual detectors’” anomaly scores in Sec-
tion 4.5. An explanation of the aforementioned inclusion of operator
feedback is given in Section 4.6.



4.2 PREPROCESSING

4.2.1  Extracting Logins

/var/log/secure contains logs related to authentication. We are pri-
marily interested in successful Login events. A login event can be
described by the attributes user, source ip, authentication method, node
and time. We extract login events from /var/log/secure by filtering
it for logs in which the log message starts with the word Accepted.
These lines correspond to a successful authentication and contain all
information needed to describe the login process. We provide an ex-
ample of such a log line in Listing 4.1. Further, we enrich the extracted
events with one additional field in order to ease analysis. This field
(which we name location) contains the name of the location to which
the source IP address of the respective login event corresponds.

4.2.2 Extracting Movement

Movement of users inside the cluster can be traced via /var/log/sec-
ure. Opening and closing a session for a user via ssh, sudo, su or similar
programmes leaves log entries in this file.

As we did not implement the extraction of movement and the
anomalous movement detector, we cannot comment on convenient
representations of movement data. One possibility is to represent the
sequence of visited nodes as an univariate time series. We do not
store the exact names of nodes visited; instead, we only save the types
of node visited. We do this because nodes of one type are usually
identical, their individual identity does not matter us.

For example, the movement of a user starting a session on node
loginl23 at time #;, jumping to node compute456 at ¢, and lastly
logging into node visualise789 at t3 can be represented through the
list

((Login, t1), (compute, t;), (visualise, t3))

4.2.3 Parsing System Logs

Log parsing, i.e. bringing the unstructured log messages into a struc-
tured format, can be achieved using an algorithm for automated log

Listing 4.1: A log line from /var/log/secure showing a successful login
event. The line shows all relevant information (time of login,
node, authentication method, user and source IP.)

Mar 11 14:22:38 1login03 sshd[357112]: Accepted publickey for xyzw
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parsing. We evaluate numerous such algorithms in Section 7.1 and de-
termine that Drain is suited best for usage in the proposed architecture,
because it is very efficient and reasonably accurate.

4.3 SESSION GROUPING

4.3.1  Method

We define a user session as a time-span during which a user is logged
in on at least one node in the HPC system. Each session has a numeric
identifier (Session ID), a start time and an end time. We group the
collected data by session, i.e. each date is enriched with the ID of the
session it belongs to.

4.3.1.1  Logins & Movement

Assigning logins and user movement to user sessions is straight-
forward, because /var/log/secure contains records of login and lo-
gout events. If a login for a user is registered in /var/log/secure, we
check whether this user is already logged into the system (i.e. if there
exist more login than logout events for this user). If they are not, the
new login is assigned to a new user session, using the login’s times-
tamp as its start time. If they are, the login is assigned to the running
user session. If a logout event is encountered, we check whether this
logout terminates the current user session (i.e. whether the number of
logins registered for this user equals the number of logouts for this
user). In this case, the logout’s timestamp is used as the session’s end
time. By keeping track of the nodes that a user logs into during a
session, movement in the cluster can be assigned to sessions as well.

4.3.1.2 Job Information

Job information acquired from the workload manager typically con-
tains a timestamp indicating the submission time. We assign each job
to the user session active during its submission. As user sessions are
non-overlapping, this assignment is always unambiguous.

4-3.1.3 System Logs

Assigning log messages from /var/log/messages to user sessions is
more complicated. These entries do not carry information directly
linking them to the user who triggered them. Instead, we use knowl-
edge about the time-spans during which specific users are logged into
specific nodes to infer the user responsible for log entries. In other
words: if a node is used by one user exclusively, all log entries are as-
signed to this user. For this reason we make the following assumption:



during the time-span in which a job submitted by user u is running on
a node, no user except u is permitted to login onto this node. Indeed,
this assumption holds for many WMs in productive use (e.g. Slurm).
For this reason, we can use the job information from the WM (i.e. start
and end times of all jobs as well as the names of allocated nodes) to
determine which user ran jobs on which nodes at what times. All logs
produced on a node during the execution time of a job from user u are
therefore assigned to u, or more precisely to the user session during
which u submitted the job in question.

4.3.2 Limitations

Unfortunately it is not possible to assign all available data to user
sessions. The method for assigning system log entries to user sessions
is only possible on nodes executing compute jobs, i.e. compute nodes.
Further, system logs produced during idle time (while no job is ex-
ecuted) cannot be traced back to a particular user or session. Login
nodes do not run compute jobs, therefore system logs produced on
login nodes can not be assigned to specific user sessions. Theoretically,
it is possible to detect time-spans in which only one user is logged
into a login node and to assign logs produced during this time-span
to this user session. However, we doubt that this procedure would
succeed in assigning a large number of log entries to user sessions
and do not consider it further.

4.4 ANOMALY DETECTORS

4.4.1  Anomalous Logins

Prior to performing any kind of action on a HPC system, users have to
login onto the system. According to operators of existing HPC systems,
these logins exhibit some regularity. For example, users usually log in
from one or two locations exclusively. This makes sense, since most
users of HPC systems are either researchers or professionals, who
use the provided services either from their workplace or from their
home. Further, many users only log in at specific times of the day or
using one fixed authentication method. We suspect that deviations
from these patterns could indicate an attack.

For detecting anomalous logins, we use authentication logs found
in /var/log/secure. Logins can be classified as either normal or ab-
normal. Finding a classification function

FiAS {01}, x— 0 x is not anomalous

1 xis anomalous
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Figure 4.2: Data flow necessary for the process detecting anomalous logins.

with A denoting the set of possible logins is not trivial, because is
not clear what exactly constitutes an abnormal login. It is hard for a
domain expert to come up with general rules for classifying an login
as either normal or abnormal. Because of that, we utilise methods for
novelty detection in order to detect anomalous logins automatically.
The methods we use are described in Section 3.2.

We work under the assumption that users have a login behaviour
that is specific to them and may differ from the login behaviour of
other users. Therefore, we analyse the logins of each user separately.

The flow of data for detecting anomalous logins is given in Fig-
ure 4.2. We describe the structure of the authentication logs in Sec-
tion 2.2.2 and the login extraction/preprocessing of these data in Sec-
tion 4.2.1. After preprocessing, we select appropriate features, which
are then encoded into a format suitable for input into novelty detection
models (see Section 4.4.1.1). The encoded features are fed into a model
for novelty detection. We test four different models for novelty detec-
tion, namely Isolation Forest, OCSVM, OCSVM-SGD and LOF. The
evaluation process and its results are described in detail in Section 7.2.

4.4.1.1  Feature Selection and Encoding

After preprocessing, a login has several features, namely user, source
ip, authentication method, node, time and location. We decide to only
consider the fields authentication method, time and location. The field
user is not necessary, because we perform the analysis on a per-user
basis anyways and including the field would result in it having the
same value across all data points. The field node is not considered,
because users generally do not control which node they log in to.
Success is not considered because we only consider successful logins.

We need to encode the selected features in a way that is suitable
as input for a novelty detection model. Authentication method and
location are categorical data, and therefore encoded as one-hot vectors.
In order to perform one-hot encoding, it is necessary to know all
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possible values for the fields beforehand. For authentication method, this
is clearly the case, as systems usually only support a limited number
of authentication methods (e.g. via a public key, via a password etc.)
For location, we assume that login is permitted only from a small
number of locations (as is the case in our test system).

Time is more complicated to encode. We assume that patterns in
login behaviour are periodical. For example, a pattern might be that
a user typically logs into their account between 9:00 and 11:00 on
weekdays. In order to recognise such a pattern, the only relevant
information encoded in time is the time of day and the day of the week.
Therefore, we transform the field time so that we are left with two
new fields, time-of-day and day-of-week. As day-of-week is a categorical
value, we transform it into a one-hot encoded vector. Time-of-day is
not to be viewed as a categorical value. We argue that some time-of-
days are closer to each other than others. This is a property that we
would like to preserve in the encoding of this feature, as it might help
recognising usage patterns or anomalous usage. In particular, we want
to make the correct difference of time-of-days obvious in our model
for novelty detection. Suppose we chose an encoding which encodes
each time-of-day as its hour-of-day (i.e. 0:00 is encoded to 0, 1:00 is
encoded to 1 etc.) In this encoding, it would seem like the difference
between 23:00 and 1:00 was larger than the difference between 23:00
and 2:00 (because |1 — 23| > |2 —23|).

To avoid this, we transform time-of-day into a Grey encoded bit
vector. Grey codes were introduced in 1953 by Grey [20]. A n-bit Grey
code can encode 2" distinct values, each of which is encoded as a n-bit
codeword. An example of a 3-bit Grey code is given in Table 4.1. Grey
codes have the property that successive values differ by exactly one
bit. This adjacency property holds even in the case of an overflow, i.e.
the largest and the smallest representable values in a n-bit Grey code
differ by exactly one bit [18, pp. 100-101].

INTEGER BINARY GREY ENCODING
0 000 000
1 001 001
2 010 011
3 011 010
4 100 110
5 101 111
6 110 101
7 111 100

Table 4.1: Comparison of the first 8 integers’ binary notations and 3-bit Grey
encodings.
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In order to profit from the adjacency property, we must make use of
all possible codewords in a given n-bit Grey encoding. If we truncated
a given time-of-day to its hour-of-day before encoding, we would
have 24 distinct values to encode. Hence, we would need to set n > 3
in order to have 2" > 24 available codewords. Because 24 is not a
power of 2, we cannot find an 7 such that the 2" available codewords
are all used. In order to achieve full utilisation, we transform the
time-of-day before encoding it by using Equation 4.1, where t is the
time-of-day in seconds and / is the total number of seconds in a day,
ie. £ =24-60-60 = 86400.

t-2"
tirans = \‘KJ (4'1)

Conceptually, this divides the day into 2" parts of equal length. Each
time-of-day is then mapped to the part which it falls into. Because
tirans € {0...2" =1} and [{0...2" —1}| = 2", we utilise all possible
codewords of an n-bit Grey code.

Through this approach, the selected features (authentication method,
location, day-of-week and time-of-day) are encoded as bit-vectors. Authen-
tication method, location and day-of-week are one-hot encoded, whereas
time-of-day is transformed as described above and Grey encoded. The
input into the employed novelty detection model (of which we test
several ones), is thus a rather large bit-vector. In order to calculate
the size of this input vector, we add up the sizes of its components.
Let Fiocation €qual the set of possible locations from where a login can
be performed, F,;tnmetnods the set of possible authentication methods
and F;,, the set of days of the week. Using an n-bit Grey code to
encode day-of-week, the length of the input vector £}y, is thus given
as Elogin = |Plocation| + |Puuthmeth0ds| + |Fd0w| +n.

4.4.1.2 Novelty Detection Model

The input vectors are fed into a novelty detection model. Such a model
can be in one of two modes: training mode and prediction mode. In
training mode, the model is fed with training data, which the model
learns to recognise as normal behaviour. In prediction mode, the
model is fed with data points for which it is unknown whether they
are normal or not. The model makes an estimation on the normality
of each of these points. This estimation can be binary (yes/no) or
continuous. If it is continuous, it indicates how anomalous the data
point in question is.

In Section 7.2, we test four different novelty detection methods
Isolation Forest, OCSVM, OCSVM-SGD and LOF. LOF is tested with
several commonly used distance metrics. We find that OCSVM-SGD
without online adjustments performs best in terms of both precision
and recall. Going forward, we therefore use OCSVM-SGD to determine
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Figure 4.3: Plot of p1(d(s)) = m

the abnormality of logins. Let d(s) be the signed distance of a session s
to the separating hyperplane as calculated by the OCSVM-5GD model.
If d(s) > 0, s is considered normal and if d(s) < 0, it is considered
anomalous. We calculate the anomaly score p; by projecting d(s) into
the interval [0,1]. For this, we use the sigmoid function f : R —
[0,1], sig(x) = 1= [58, p. 148]. We define the anomaly score p1(s) =
Hiid(s), i.e. the sigmoid function applied to the negative signed distance,
which is shown in Figure 4.3. As we see, p1(s) grows towards 1 as d(s)
approaches —co and goes towards 0 as d(s) approaches co. Anomalous
logins are thus assigned an anomaly score > 0.5, whereas the anomaly
score of normal logins is < 0.5.

The relationship between d(s) and pi(s) is illustrated on various

normal and anomalous logins in Appendix B.

4.4.2 Anomalous Movement

A HPC system usually consists of many nodes. These nodes typically
belong to different classes, i.e. login nodes, compute nodes, visuali-
sation nodes, administrative nodes or IO nodes. A session typically
starts with the user logging into a login node. From this login node,
the user can move inside the cluster, depending on the goal they want
to accomplish.

In conversations with domain experts we discovered that compro-
mised user accounts misused for an attack tend to show conspicuous
movement behaviour. For example, it has been observed that during
an attack, malicious actors often try to move to administration nodes.
This of course is denied as they lack the permissions to do so. In one
instance, attackers exploited a kernel vulnerability on one node in
order to gain root privileges. This lead to a situation in which root
was present on a node, producing log entries, without ever logging
into this node.

Even less obvious instances of anomalous movement behaviour can
be an indication for malicious user behaviour. For example, a user
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randomly jumping from one node to another could be an attacker
mapping out the system topology.

We believe that movement information can be a valuable source of
information for detecting malicious user behaviour. Because we did not
implement a detector capable of this, we reflect on how the challenge
of detecting anomalous movement can be solved in Section 4.4.2.1.

4-4.2.1  Possible Approaches

In order to detect anomalies in movement data as laid out in Sec-
tion 4.2.2, we need to perform anomaly detection on a univariate time
series of categorical values.

Taha and Hadi [63] suggest two approaches for detecting anomalies
in categorical data, which they call signature-based and anomaly-based.
A signature-based anomaly detector compares the time series at hand
to signatures of known anomalous behaviour. If a signature is matches,
the time series is flagged as anomalous. On the other hand, anomaly-
based methods usually build a model of normal time series and flag
deviating data as anomalous.

Signature-based anomaly detectors require a database of signatures
describing anomalous behaviour. They can only detect anomalies for
which signatures are present. In order to detect novel anomalies, an
update of the database is required; signature-based anomaly detec-
tors therefore need constant maintenance. However, in the context
of detecting anomalous movement between nodes in a HPC cluster
as part of our proposed SIEM, a signature-based approach might be
sufficient. The number of suspicious movement behaviour possible
might be limited. If this is the case, the effort to compile a database of
anomalous signatures might be worthwhile.

Anomaly-based anomaly detection does not require constant mainte-
nance. However, to our knowledge, anomaly-based anomaly detection
on categorical time series has not been widely studied [63]. A recent
work by Horak, Chandrasekaran, and Tobar [28] achieves promising
results on multivariate time series of categorical data, but it is not clear
whether this performance can be matched on univariate time series.

We believe that the execution path anomaly detection in DeepLog
by Du et al. [14] (see Section 3.1.2.1) might be well-suited for the
task of detecting anomalous movement. It was originally designed
to detect anomalous log messages and achieves this task by treating
log sequences of univariate categorical data. For the performance of
the model, it should make no difference if the categorical data fed
into it represents log keys or movement across a HPC cluster. We thus
suspect that DeepLog might solve the task of detecting anomalous
movement.

Unfortunately, because of time constraints, we cannot evaluate
DeepLog’s performance as a detector for anomalous movement. This
is left for future work.
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4.4.3 Anomalous System Logs

As discussed in Section 2.2.2, system logs (/var/log/messages) record rich
information about the system’s state over time. Malicious behaviour in
a computer may be reflected by anomalies in system logs, e.g. through
unusual log key patterns, unusual log parameters or novel log keys.

HPC systems are usually dedicated to a narrow scientific field.
Access is often limited to a small group of researchers who run a small
number of known programmes [8, 65]. We suspect that HPC system
logs reflect this regular computing behaviour and that anomalies in
these logs are indeed an indicator of malicious behaviour. This makes
the analysis of system logs an interesting tool to us.

As discussed in Section 3.1, this process consists of three steps: log
collection, log parsing, feature extraction and anomaly detection. For
this work, log collection is out of scope and log parsing is covered
in Section 4.2.3. We propose to realise the remaining steps of feature
extraction and anomaly detection using existing solutions, i.e. one of
the anomaly detection methods reviewed in Section 3.1.2.

4.4.3.1 Feature extraction

The traditional and neural network based machine learning approaches
we consider differ in the way they extract features from the input log
sequences. DeepLog (as a neural network based machine learning
approach) consumes the log event sequences themselves, leaving the
recognition and extraction of important features to the neural network
architecture. The traditional machine learning approaches we review
(LogCluster, Invariants Mining and PCA) on the other hand transform
their input to an event count matrix before processing. In order to con-
struct an event count matrix, each input log sequence is transformed
into an event count vector. An event count vector describes how often
each event occurred in the log sequence at hand. For example, the
event count vector (4,0,2,3,0,0) would indicate that event 1 occurred
four times, event 3 occurred two times, event 4 occurred three times
and events 2, 5 and 6 did not occur at all. The event count vectors
of the input log sequences form an event count matrix. LogCluster,
Invariants Mining and PCA take this event count matrix as input, both
for training and for prediction [9, 26].

4-4.3.2 Anomaly Detection

The methods for anomaly detection introduced in Section 3.1.2 (Deep-
Log, PCA, LogCluster and Invariants Mining) have some similarities:
Each of them consists of an unsupervised training phase and a pre-
diction phase. In the training phase, a model describing normal log
sequences is learned. During prediction phase, new log sequences are
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classified as normal or anomalous by checking whether or not they fit
into this model.

The prediction phase of DeepLog differs from the prediction phases
of the other methods: While the other methods work on a per log
sequence basis, DeepLog operates on a per log key basis. In other words,
DeepLog works in a streaming manner: it continually consumes log
keys of a sequence as they are produced, judging the normality of each
log key separately. This means that it is able to process sequences in
real-time: anomalous log keys can be detected immediately after they
are produced, even if the responsible user session is not finished yet.
In contrast, the methods operating on a per log sequence basis cannot
predict the normality of an incomplete sequence; prediction is only
possible after the corresponding user session has finished. Using an
anomaly detector that is not able to work in a streaming manner may
reduce the effectiveness of the overall SIEM, because it prevents the
system from detecting anomalous log messages as they are produced.
For example, a long-running malicious user session could emit anoma-
lous log messages for hours or days without triggering an alert. It is
only after the session finished that the operators are alerted, but at
this point significant damage may already have been done.

In Section 7.3 we perform experiments in order to find the most
suitable method for anomaly detection and the best-performing hyper-
parameters for this method. We find that LogCluster performs best,
both in terms of precision and in terms of recall (and thus also in
F1-score). Its efficiency is sufficient to enable rapid classification of
log sequences and frequent model retraining. The only candidate
working in a streaming manner, DeepLog, cannot provide satisfactory
performance. Despite the disadvantages of anomaly detectors working
on a per log sequence basis, we decide to use LogCluster for detecting
anomalous log sequences, i.e. calculating the anomaly score p3. Thus,
p3 is a binary value: 0 for logs that LogCluster classifies as normal and
1 for logs classified as anomalous. In principle, it would be possible
to have LogCluster output a continuous value describing the degree
to which a log sequence is anomalous: the minimum cosine distance
of the vectorised log sequence to the cluster centroids. Because the
implementation of LogCluster that we use does not support this, we
do not investigate the impact of this idea on the overall performance
of the SIEM further, but leave it for future work.

4-4.4 Anomalous Jobs

HPC systems typically make use of workload managers (WMs). In or-
der to submit a compute job, users have to interact with the WM. This
includes specifying the required computing resources, the commands
to be run or dependencies between submitted jobs. The WM usually
keep a record of jobs submitted by users, including rich information
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Figure 4.4: The computing behaviours of different research groups (which
are expressed in terms of the submitted jobs’ average virtual
memory size and average CPU time across all tasks of a job).

about the requested resources, the resources actually used as well as
other metadata. We use this record to find anomalous job submissions
that could indicate malicious behaviour in the HPC system.

Users on HPC systems are typically assigned to research groups.
These groups represent teams of researchers whose members work
on solving a particular problem or answering one specific question.
We assume that these groups have individual usage patterns: they
differ in the types of jobs they submit. Some groups might use meth-
ods requiring short but memory-intensive jobs, while other groups
might submit long-running, CPU-heavy workloads running on a large
number of nodes. A user suddenly submitting jobs that differ signifi-
cantly from their group’s usual behaviour can be an indicator that the
user’s account has been compromised and is now being used for illicit
purposes, e.g. crypto-currency mining.

Figure 4.4 demonstrates that groups indeed have observable typical
behaviour. It shows jobs submitted by three research groups on a real-
world system (JUSTUS2, see Section 5.1). The x- and y-axis represent
the CPU time and memory that nodes executing the jobs consumed
on average. We immediately see that the three research groups exhibit
different computing behaviour. Group 1’s jobs almost never consume
more than 10! B (= 100 GB) of memory, but have a high spread in
terms of consumed CPU time. The jobs form two horizontal lines in
the plot, suggesting that Group 1 uses two programmes with different
resource requirements for their research. Group 2’s usage pattern is
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Figure 4.5: Data flow during the process of detecting anomalous jobs.

different: the average CPU time does typically not exceed 10°s (= 11
days). However, memory requirements of Group 2’s jobs are very
heterogeneous. Lastly, Group 3’s jobs require much less memory and
CPU time than the other groups’.

Evidently, the jobs of a given research group form clusters. Normal
jobs lie inside one of these clusters, while anomalous jobs do not.
Deciding whether a jobs is anomalous or not is therefore equivalent to
deciding whether or not it lies inside the clusters of normal behaviour.

We approach the problem of calculating whether or not jobs lie
inside a cluster using a similar approach as in Section 4.4.1, i.e. utilising
methods for novelty detection. This approach consists of two phases:
a training phase and a prediction phase. During the training phase,
we use job data collected during normal HPC operations to build a
model of normal behaviour. We build one model per research group,
which then captures characteristics of typical compute jobs submitted
by it. During the prediction phase, newly submitted compute jobs are
classified as either normal or anomalous.

In order to build a model of normal behaviour, we first have to
perform feature selection and feature encoding. Afterwards, we can
utilise methods for novelty detection in order to detect anomalous
jobs. This process is shown in Figure 4.5.

4-4.4.1  Feature Selection and Encoding

WDMs provide rich information about the jobs submitted by users.
Slurm, which is a popular WM, provides 108 data fields for each
job. Many of these features are not useful for anomaly detection, e.g.
non-numeric fields such as JobName or fields over which the user
has no control such as DBIndex, which is used internally by Slurm.
Some fields (such as the Reg* family of fields, used for denoting the
resources requested by users for a job) are left blank by Slurm for
reasons unbeknownst to us. We consequently do not consider these
fields further.
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After excluding non-useful fields, we are left with 22 features
for detecting anomalous jobs: AveCPU, AveCPUFreq, AveDiskRead,
AveDiskWrite, AvePages, AveRSS, AveVMSize, ConsumedEnergyRaw, CPU-
TimeRAW, ElapsedRaw, MaxDiskRead, MaxDiskWrite, MaxPages, MaxRSS,
MaxVMSize, MinCPU, NCPUS, NNodes, NTasks, TimelimitRaw, GPUs,
Interactive.

Ave-/MinCPU, AveCPUFreq, Ave-/MaxDiskRead, Ave-/MaxDiskWrite,
Ave-/MaxPages, Ave-/MaxRSS and Ave-/MaxVMSize denote the aver-
age/maximum/minimum CPU time, CPU frequency, number of bytes
read and written, number of page faults, resident set size and vir-
tual memory size of all tasks of a job. ConsumedEnergyRaw denotes
the total energy consumed by the job. ElapsedRaw indicates the job’s
elapsed wall-time, CPUTimeRAW indicates the CPU time used by the
job, i.e. ElapsedRaw - NCPUS. NCPUS and NNodes are the number of
CPUs/Nodes allocated to the job, NTASKS is the number of tasks a job
consists of. TimelimitRaw is the maximum time-span a job is allowed
to run. GPUs and Interactive are not directly included in the output
of Slurm, but can be deduced by combining information from the
fields AllocTRES (Allocated Trackable Resources) and JobID. GPUs is
the number of GPUs allocated for a given job; Interactive describes the
mode of the job and is equal to 1 for interactive jobs and 0 for batch
jobs.

Other WMs than Slurm may report information about jobs in a
different format. If this is the case, our approach is only suited if fields
equivalent to the ones we selected above are available. Detection of
anomalous jobs may perform significantly worse than reported in
Section 7.4 when using a WM providing less information about jobs
than Slurm.

At this point, input vectors are 22-dimensional. Generally speaking,
high-dimensional data exhibit undesired properties such as the curse
of dimensionality. The more dimensions, the harder it becomes to build
accurate models of the data using machine-learning techniques [31].
We try to mitigate this issue by performing dimensionality reduction.
Dimensionality reduction aims to reduce the number of dimensions
in the data at hand without losing substantial information [41]. We
use PCA for this task. In order to select the number of components to
keep we use MLE, a technique for automatic dimensionality selection
introduced by Minka [46].

After performing dimensionality reduction, each of the fields we
selected is converted to a floating point value and normalised. In order
to normalise a field, we remove its mean and scale it to a variance of 1.

4-4.4.2 Anomaly Detection Model

We use methods for novelty detection for classifying jobs as normal
or anomalous. We test the performance of the four algorithms for
novelty detection outlined in Section 3.2: Isolation Forest, OCSVM,
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OCSVM-SGD and LOF. From our tests (see Section 7.4) we conclude
that LOF using the Bray-Curtis dissimilarity as a distance metric is
suited best for the detection of anomalous jobs, because it achieves a
high recall while keeping precision at an acceptable level.

As a user session s can contain multiple jobs, we only use the most
anomalous job submitted during a session, i.e. the job having the
largest LOF, to calculate p4(s). Further, for reasons of comparability,
pa must lay in the interval [0, 1]. In a similar approach as described
in Section 4.4.1.2, we use a sigmoid function to project the maxi-
mum calculated LOF into this interval. Let j;,i € {1...m} be the
jobs submitted during a user session s of a user belonging to research
group g. We define py(s) = sig(max { LOFg(j;)|i € {1...m}}), where
sig(x) = o= [58, p- 148].

4.5, THRESHOLDING SCHEME

In order to classify a user session s as normal or anomalous, it is
fed into each anomaly detector. This results in four anomaly scores,
p1(s), p2(s), p3(s), pa(s). Generally, the greater p;(s), the higher the
certainty that an anomaly has been found. The thresholding scheme
element of our SIEM uses these four values to decide whether or not
the user session in question is anomalous.

In conversations with operators of HPC systems we discovered that
real-world anomalous user sessions typically exhibit multiple types
of anomalous behaviour. We leverage this fact in order to keep the
number of false positives low and thus reduce load on HPC staff by
alerting operators only if a certain number of anomaly detectors report
anomalous behaviour.

Per user session s, our SIEM produces four anomaly scores p;(s),
i€ {1...4}. Analertis triggered if the weighted sum of these anomaly
scores meets a set threshold, i.e. if Equation 4.2 holds.

4 .
Z pi(s) S w (4-2)

The values i determine the weighting of the individual anomaly
scores. ; can be interpreted as a threshold: if p;(s) > ;, then p;(s)
indicates an anomaly. We use this interpretation to select values for ;.
As discussed in Section 4.4.1.2, p1(s) > 0.5 for anomalous logins and
p1(s) < 0.5 for normal logins. We thus set ¢; = 0.5.

We conjecture that DeepLog [14] is well-suited for calculating p(s).
DeepLog returns a boolean value (0 or 1); we set i, = 1 — € (with
€ being an arbitrarily small positive value less than 0.5). The reason
for introducing € is that we would like to achieve the property that
0<yp <1



Through our experiments we discovered that the algorithm suited
best for calculating p3(s) is LogCluster. It too returns a binary value.
We thus set 3 = 1 — €.

pa(s) is produced by the detector for anomalous jobs, which uses
LOF as its detection algorithm. We follow Pedregosa et al. [52] in
selecting the threshold above which LOFs are considered anomalous
as 1.5. We thus set 4 = sig(1.5) ~ 0.818.

If the weighted sum of the anomaly score exceeds w, the session in
question is considered anomalous and an alert is triggered. A good
value for this parameter can most likely only be determined empiri-
cally; we propose to use w = 4 as a start and adjust as necessary. With
w = 4, no single anomaly detector can trigger an alert, reducing the
number of false positives. In order to classify a session as anomalous,
more than one anomaly detector must return an anomaly score that
is considered too large to be normal. Real-life anomalies caused by
malicious actors typically exhibit more than one type of anomaly,
resulting in them being detected by our SIEM.

46 OPERATOR FEEDBACK

Upon investigating sessions categorised as anomalous by our SIEM,
system operators may encounter false positives. This can be due to
the fact that the anomaly detectors in use only use a small percent-
age of the available log data as training data. The training data may
not reflect every possible normal behaviour, and previously unseen
behaviour is likely to be classified as anomalous. Using a larger per-
centage of the available data for training is not a good mitigation
strategy, because it substantially increases training- and prediction
time. Further, user behaviour might change over time. For example,
a new researcher joining a research group might change the group’s
computing behaviour substantially. Instead, we update the models for
anomaly detection if false positives are noticed.

DeepLog, which we use for detecting anomalous movement, sup-
ports online updates. Log sequences falsely classified as anomalous
can be used to adjust the model in such a way that it no longer
recognises this behaviour as anomalous. This adjustment is performed
without retraining the model from scratch, taking only marginally
longer than a normal prediction. If a false positive is found, we simply
adjust the model using the procedure outlined by Du et al. [14].

OCSVM-SGD, LogCluster and LOF, which we use for detecting
anomalous system log messages and anomalous jobs, do not support
online updates of their models. Fortunately, these algorithms have very
little training overhead, which makes frequent retraining of the models
a viable alternative. If a false positive is produced, we simply train the
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model from scratch with the wrongly classified session included in
the training dataset.

For all models, we recommend to prune old data points (older than
~ 3 months) from the training datasets and retrain the models from
scratch. This prevents old behaviour patterns, which are no longer
exhibited by users, from being considered normal if they appear again.



5 METHODOLOGY

In this Chapter, we describe the methodology of our experiments.
We conduct the experiments using logs collected on the HPC cluster
JUSTUS2, which is described in Section 5.1. In Section 5.2, we introduce
the metrics utilised to quantify the performance of methods for log
parsing and anomaly detection. In Section 5.3, we describe the datasets
we use for conducting the experiments. The procedure for performing
the experiments is given in Section 5.4.

5.1 TEST SYSTEM

JUSTUS2" is a HPC cluster located at Ulm University. It is dedicated
to computational chemistry and quantum sciences and commenced
operations on 6 March 2020 with a total of 702 nodes. JUSTUS2 runs
Rocky Linux* in version 8 as its operating system. SLURM3 is used as
the system’s workload manager. The nodes in JUSTUSz2 serve different
purposes (see Figure 5.1). There are 692 compute nodes, which are
subdivided into standard nodes, fast I/O nodes, large fast I/O nodes and
special nodes. Additionally, four nodes serve as login nodes, four nodes
are service nodes and two nodes are visualisation nodes. The login
and visualisation nodes are connected to the internet via BelWue*
(AS553), which is the data network for universities in the state of
Baden-Wiirttemberg, Germany. The system is protected by geofencing:
only clients from within BelWue are permitted to login. This restricts
the source location of logins to the 61 institutions participating in
BelWue, which are mainly universities or other research facilities.
Login is also permitted from within JUSTUSz2 or from selected research
institutions that are not participating in BelWue. Authentication can
be performed either via password or public key.

Further, we perform all necessary computations for anomaly detec-
tion on JUSTUS2.

Thttps://www.uni-ulm.de/einrichtungen/kiz/service-katalog/
high-performance- computing/justus2/

2https://rockylinux.org/

3https://slurm.schedmd.com/overview.html

4https://www.belwue.de/
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Standard Nodes Fast /0 Nodes Large fast /O Nodes Special Nodes
- 500 nodes - 168 nodes - 8 nodes - 16 nodes
- 192 GB RAM (456 nodes) - 384 GB RAM (148 nodes) -1.5TB RAM -192 GB RAM
- 384 GB RAM (44 nodes) - 768 GB RAM (20 nodes) - 8 TB NVMe SSD local scratch - 2 x Nvidia GPGPU (14 nodes)
- 3.2 TB NVMe SSD local scratch -2 x FPGA (2 nodes)
- diskless

- diskless

OmniPath 100 Gb/s - Blocking 40:8

Login- and Service Nodes Remote Visualisation

- 8 nodes -2 nodes

- Login nodes (4 nodes) -192 GB RAM Home Global Work
- Service nodes (4 nodes) - 4 TB NVMe SSD local scratch NEC LxFS-Z Lustre NEC LxFS-Z Lustre
-192 GB RAM - Nvidia Quadro P4000 250TB 1.2PB

- 4 TB NVMe SSD local scratch

Processor Architecture (all nodes)
- 2 x Intel Xeon 6252 Gold
-2 x 24 cores per node
Belwue - 2.1 GHz Base Frequency
40/100 GE - 3.7 GHz Max. Turbo Frequency
-35.75 MB Cache
-6 Memory Channels
- Instruction Set Extensions: SSE4.2, AVX, AVX2, AVX-512

Figure 5.1: Architecture of JUSTUSz2 [22]

5.2 EVALUATION METRICS

In this Section, we introduce the metrics we use for evaluating the
individual parts of our proposed architecture. In Section 5.2.1, we
define metrics used for evaluating log parsers; in Section 5.2.2 we
introduce the metrics we use for evaluating anomaly detectors.

5.2.1 Log Parsers

For evaluating the performance of log parsers, we use the metrics of
accuracy and efficiency [76]. The efficiency of log parsers is determined
by measuring the time taken to parse the test dataset and dividing
it by the number of log lines parsed. This gives us the average time
taken to parse one log line.

Accuracy is defined as the ratio of correctly parsed log messages to
the total number of log messages. During parsing, each log message’s
log key is extracted. For calculating the accuracy, the messages with
sharing the same log key are then grouped together. If such a group
contains the same log messages as in the ground truth, all of its
members are considered to be parsed correctly. Otherwise, none are.

5.2.2 Anomaly Detectors

In order to evaluate methods for detecting anomalous logins, jobs and
system logs, we provide numerous metrics that reveal each method’s
performance. We call normal logins that are predicted to be normal
true negatives (TN) and the ones that are predicted to be abnormal
false positives (FP). Similarly, abnormal logins that are predicted to
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be abnormal are true positives (TP), whereas the ones predicted to be
normal are false negatives (FN).

In addition we calculate the derived metrics of precision, recall and
F1-score [14]. These are defined as

Precision = L
~ TP +FP

TP
Recall = ————
AT TP N

Precision - Recall

F1- =2.
f-score Precision + Recall

Intuitively, the precision measures how many of the samples classi-
fied as positives are true positives. Recall describes how many of the
positive samples are detected as such.

5.3 DATA

The operators of JUSTUS2 provided the authors of this work with
real-world log data, which was collected over a period of 81 days. We
use these data for the evaluation of the proposed concept for detecting
malicious anomalies. An overview of the volume of data available to
us is given in Table 5.1.

NAME SIZE (GZIPPED) SIZE (RAW) F#LINES

WM (Slurm) 880.0 MB 9.9GB 8,863,641
/var/log/messages 29GB 37.0GB 289,053,199
/var/log/secure 173.0MB 3.0GB 28,690,929

Table 5.1: Volume of operational records of a real-world HPC system we use
in evaluating the proposed SIEM.

5.3.1 Log Parsers

For evaluating the time-efficiency of various methods for log parsing,
we use the first 100, 000 lines found in /var/log/messages.

5.3.2 Anomaly Detectors

We conduct experiments to determine the performance and efficiency
of the anomaly detectors introduced in Section 4.4. For that, we use
the combined data from all three data sources described in Section 5.3.
The following Sections outline preprocessing steps we performed in
order to make the data suitable as input for the algorithms under test.
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5.3.2.1  Anomalous Logins

During preprocessing, each login date is enriched with its source
location. For IP-addresses belonging to an institution participating
in AS553, the field location is set to the name of this institution (e.g.
Universitaet Ulm, Universitaet Stuttgart etc.). Source IP-addresses in
IP-block 10.0.0.0/8 indicate a login from within JUSTUS2, which we
mark with source location Internal. Other source IP-addresses belong
to institutions which are not part of AS553, but permitted login access
to JUSTUS2 nevertheless. As these institutions and their respective
IP-blocks are not public; we mark logins from such IPs with source
location Other. This gives us a total of 63 possible values for location.

We encode the preprocessed data as described in Section 4.4.1.1. For
encoding time-of-day, we chose a 5-bit Grey code. Time-of-day thus has
32 possible values. Authentication method has a total of three possible
values: keyboard-interactive/pam, publickey and hostbased. The encoded
input vector has dimension

glogin = |Flocati0n| + ‘Fuuthmethods| + |Fd0w| +n
=63+34+7+5
=78

We find that the recorded contents of /var/log/secure contain
26,739 instances of successful logins from a total of 344 users. The
number of logins per user ranges from 1 to 2,756. In our analysis
we only consider users having more than 100 registered logins in the
recorded time period. This is true for 76 users.

The available data are unlabelled, i.e. the logins are not known to
be either normal or anomalous. Because, to our knowledge, JUSTUS2
suffered no security incident during the time of data collection, we
assume the available data to represent normal behaviour. In order
to test the detectors’ capabilities in terms of detecting anomalous
behaviour, we synthesise a number of irregular logins. Irregular logins
differ from all recorded logins in every feature.

5.3.3 Anomalous Log Messages

For detecting anomalous Linux system logs, we use logs from the
standard Linux log file /var/log/messages. These logs are grouped
by user session as described in Section 4.3. Due to the limitations
outlined in Section 4.3.2, this is not possible for all log lines: from
the total of 289,053,199 lines collected in /var/log/messages, only
43,937,809 (15.206%) can be assigned to user sessions. The other log
lines are discarded. In the following, we refer to all log messages
assigned to the same user session as a log sequence.



The collected logs include a large amount of routine log messages.
These are messages from periodic maintenance jobs, produced by
monitoring tools, the workload manager, stress-test tools etc. As these
messages appear regardless of user behaviour on the system, we
consider them to be noise and discard them. After discarding routine
log messages, we are left with a total of 9,026,210 important lines,
which belong to 138,714 different log sequences.

Given that these data was collected over a time-span of 81 days, we
observe that JUSTUS2 produces 1,332 log sequences per day, which is
about one log sequence per minute. In order to cope with this volume
of logs, an anomaly detector must be able to classify a log sequence in
less than approximately one minute.

We assume the available log data to contain only normal behaviour
with the same reasoning as in Section 5.3.2.1. In order to conduct a
performance evaluation we generate anomalous log sequences ran-
domly. The anomaly detection methods under test consider log keys
only, disregarding the log parameters. Therefore, we only generate
sequences of log keys.

We generate an anomalous sequence by choosing a random integer
r. r is uniformly distributed between r,;, and #y,x, where r,,;,, and
Ymax are the minimum/maximum observed sequence lengths in the
collected log data. The r log keys in the generated sequence are chosen
uniformly from the log keys observed in the collected log data.

We are aware that conducting our experiments using randomly
generated log sequences as anomalous data may yield results that
do not reflect real-world performance of the detectors under test.
Anomalous log sequences occurring in a productive system as a result
of malicious behaviour are not completely random. It is almost certain
that methods for anomaly detection perform worse in differentiating
them from normal log sequences as they do when differentiating
random from normal log sequences. However, as we do not have
access to anomalous log sequences observed in a real-world setting,
using randomly generated data as anomalous data is the only way
for us to compare the different anomaly detectors” performances. This
approach is not unheard of in the field of machine learning (e.g. see
Liang, Li, and Srikant [34]).

5.3.3.1  Anomalous Jobs

In HPC systems, data about submitted jobs are provided by the WM.
In the case of our test system, JUSTUS2, the WM is Slurm. Through
the operators of JUSTUS2, we acquired Slurm log files containing
information about a large number of jobs that have been submitted
over a time period of 81 days. The files have a total of 8,863, 641 lines
which hold the details of 7,832,175 jobs.

Because memory constraints prevent us from loading all data into
memory at once, we decide to perform our experiments on a subset of
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the log files, i.e. a period of 18 days during which 871,877 jobs were
submitted. Within this period, 58 different research groups were active
on the cluster, each of which submitted between 3 and 534, 945 jobs.

We perform the preprocessing and feature selection steps discussed
in Section 4.4.4.1. Performing PCA with automatic dimensionality
selection reduces the number of features from 22 to 21. In order to
have at least five examples per dimension for training the machine
learning models, we decide to only consider research groups having
submitted a sufficient number of jobs for the training set to be larger
than 21 -5 = 105. This amounts to 14 groups.

For the evaluation of models detecting anomalous logins and logs
in Section 7.2 and Section 7.3, we faced the problem that data repre-
senting normal behaviour were abundantly available, but data repre-
senting anomalous behaviour were not. Because of that, we resorted
to generating anomalous data points randomly. This, however, means
that the model performances we measures might not be transferable
into real-world settings, because real anomalous data might look sig-
nificantly different from randomly generated data. Using random
data is therefore a last-resort that we use to be able to compare the
models under test, but not to make any predictions on the real-world
performance of these models. In the case of detecting anomalous jobs
however, we do not need to generate anomalous data randomly. In-
stead, we test the performance of the models by defining one group’s
jobs as normal and the jobs of all other groups as anomalous.

5.4 PROCEDURE

5.4.1 Log Parsers

We compare several methods for log parsing. In order to be a candidate
for usage in the SIEM we propose, a parser must meet the following
criteria:

o It must be able to operate in online mode, i.e. process incoming
log messages immediately without the need to await further
input. It must be able to operate on an (potentially infinite)
stream of log lines.

o It must achieve a high accuracy while parsing Linux system logs.

o It must be efficient enough to cope with the amount of logs
produced during operation of a typical HPC system.

From our test data (see Section 5.1) we calculate that JUSTUS2
produces 41.303 log messages per second on average. In order to be
able to keep up with this stream of logs, a log parser must process
logs in less than 24.211 ms per line.
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We compare the following methods for automatic log parsing:
SLCT [66], AEL [29, 30], IPLoM [42, 43], LKE [17], LFA [49], LogSig [64],
SHISO [47], LogCluster [67], LenMa [60], Spell [13], Drain [25], Log-
Mine [21] and MoLFI [45]. Zhu et al. [76] compare these log parsers
in terms of efficiency, mode and accuracy. We rely on their results for
comparing log parsers in terms of mode and accuracy. The reason for
this is that in order to calculate a parser’s accuracy on a particular
dataset, one needs to possess a ground truth, i.e. a structured version
of the dataset. Unfortunately, we do not possess a structured version
of Linux logs from our test system and lack the resources to produce
a structured version of a log file of sufficient size by hand.

For determining the efficiency of the parsers, we perform our own
measurements.

Zhu et al. [76] report that most of the parsers work in offline mode.
Only SHISO, LenMa, Spell and Drain are online parsers and therefore
suitable for the scope of this thesis. In order to select a suitable parser
for parsing large amounts of Linux log files, we compare the four
online parsers by accuracy and efficiency. For the accuracy, we rely
on the results of Zhu et al. [76]. For the efficiency, we perform our
own measurements. Zhu et al. determine the accuracy of each parser
by running it on 16 different log datasets. These log datasets stem
from a wide range of applications, e.g. distributed systems, mobile
systems, operating systems and supercomputers. Fortunately, a dataset
consisting of Linux log files is included. As these are the only type
of log we are interested in parsing, we only consider the accuracy
achieved when parsing Linux logs.

In order to determine the efficiency of the parsers under test, we
parse a 100, 000 line excerpt of /var/log/messages from our test sys-
tem and measure the time taken.

5.4.2 Anomaly Detectors

In this Section, we lay out the general procedure for evaluating

anomaly detectors. The anomaly detectors proposed in Section 4.4 can

make use of different algorithms internally. The goal of this evaluation

is to find out which algorithms are suited best for each detector.
Each evaluation consists of the following steps:

1. Define three datasets Xy gining, Xtest and Xoatidation-

2. Define a hyper-parameter search space for each algorithm under
test.

3. Perform hyper-parameter optimisation for each algorithm under
test using Xy gining, Xtest and the search space from the previous
step.
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4. Perform a performance evaluation for each algorithm under test
using Xiining, Xoalidation and the hyper-parameters found to be
optimal in the previous step.

The hyper-parameter optimisation for a particular algorithm is
always done in a similar way: perform an exhaustive search over
the entire search space. We train the algorithm with every possible
combination of hyper-parameters in the search space using Xiining
and calculate the respective F1i-scores using Xj.s+. The combination of
hyper-parameters yielding the highest F1-score is called optimal and
selected for the performance evaluation.

The performance evaluation for a particular algorithm consists of
training the algorithm with Xjuing and calculating the aforemen-
tioned performance metrics using Xyasidation-

In the following Sections, we explain the process of defining X;;4ining,
Xiest and Xygridation and calculating the performance metrics for the
evaluation of each anomaly detector. Further, we name the algorithms
under test.

5.4.2.1  Anomalous Logins

We define the training, test and validation datasets as follows: Let
Xregquiar De the set of collected logins. We generate X requ1ar, @ set of
irregular login data, such that | X equiar| = 0.25-0.15 - | Xyeguiar-

Xiraining is build by randomly selecting | X;eguiar| - 0.75 samples from
Xregutar- Xtest and Xoatidation are then generated by randomly splitting
(Xregutar \ Xitraining) U Xirrequiar into equally-sized parts.

We work under the assumption that each user has a stable login
behaviour. However, the login behaviour of different users may differ
significantly, and so does the notion of an anomalous login. For this
reason, we perform the following steps separately for all users. We
collect the respective number of true/false positives/negatives for
each novelty detection method m on the collected logins of user u:
(TPy,u, FPyy, TNy u, FNy ). For evaluation, we calculate the number
of true/false positives/negatives per novelty detection method m:

TPy =Y TPyu
u

FPy, =Y FPyu
u

TNy =Y_ TNy,
u

FNy =) FNuu
u

Using (TP, FPy, TNy, ENy,) we calculate the precision, recall and
F1-score of each novelty detection method m.

We evaluate the viability of four different novelty detection methods
for detecting anomalous logins. The methods under test are Isola-
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tion Forest, OCSVM, OCSVM-SGD and LOF. LOF is tested with six
commonly used distance metrics, namely

1. Bray-Curtis dissimilarity [6]

2. Chebyshev distance [48]

3. Correlation [51]

4. Cosine distance [62]

5. Hamming distance [68, p. 206]

6. Minkowski distance [33]

OCSVM-SGD supports online updates of its underlying model. If
normal data points are mistakenly classified as anomalous, the model
can be adapted on-the-fly, such that these points are recognised as
normal afterwards. Crucially, this adaptation does not require retrain-
ing the model from scratch and is therefore relatively fast. We include
a version performing this adaptation under the name OCSVM-SGD-
adapt in our experiments. False positives produced by this algorithm
are still counted as such in our evaluation. However, after misclas-
sifying a login as anomalous, the model is adjusted as to include
this point into its model of normal behaviour. After this adjustment,
similar logins are no longer classified as anomalous, leading to fewer
false positives overall.

We perform hyper-parameter optimisation using the following can-
didate values:

e Isolation Forest: t: {10, 20, 30, 50,100,200, 500, 1000}
e OCSVM / OCSVM-SGD / OCSVM-SGD-adapt:

- Kernel function: {linear, polynomial, radial basis, sigmoid }
- 7: {scale, auto,0.1,0.2,0.3,0.4,0.6,0.8}
- v:{0.1,0.2,0.3,0.4,0.5,0.6,0.7,0.8,0.9}

The options auto and scale for hyper-parameter oy mean that y’s value

is dependent on the training data. When using auto, v = le- = X
“login

; _ 1
When uSlng SCﬂle, ,}/ o glngin'var(xtmining) )

5.4.2.2 Anomalous Log Messages

During our experiments we noticed that the anomaly detection models
under test require a larger number of training samples than the novelty
detection methods investigated in Section 7.2. Therefore, we use a
larger proportion of the collected data for training.
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The set X,,ormq contains 138,714 log sequences, X omalous CONSists
of 10,000 randomly generated log sequences. 20% of X,,o;;a are ran-
dOle aSSigned to Xtmining- (Xnormul \ Xtmining) U Xunomalous is then
randomly split into Xiest and Xogridation, such that | Xiest| = | Xoatidation|-

The algorithms under test are DeepLog, LogCluster, PCA and Invari-
ants Mining, which we introduce in Section 3.1.2. We train DeepLog
for 300 epochs. This value is adopted from [72]. For hyper-parameter
optimisation we consider the following candidate values:

e DeepLog:
- h: {3...12}
- ¢:{3...39}
- L:{1...5}

— a: {32,64,128,256}

e LogCluster:
- 6:{0.1,0.2,0.3,0.4}
-0:{0.1,0.2,0.3,0.4}

o PCA:
- k:{1...18}
- pB: {0.00001,0.0001,0.0005, 0.001, 0.003, 0.005, 0.01, 0.05, 0.08 }

¢ Invariants Mining:
- 5:{0.96,0.96,0.97,0.98,0.99,0.995,0.999, 1.0}
- €{0.1,0.2,0.3,0.4,0.5,0.6,0.7,0.8,0.9}

5.4.2.3 Anomalous Jobs

In order to evaluate the methods for novelty detection for the task at
hand, we perform the following steps for each research group: We
define X,,o;mq1 as the jobs observed for this group and X,,omai0us as the
jobs observed for all other groups. We select at random 0.1 - | X041
data points from X;;y;, and define the set of these points as X aining-
We further select at random 0.15 - | Xyomar \ Xeraining| from Xapomatous
and define the set of these points as X;m omalous- ¥When then define X
and Xyaridation as a random split of X;nomalous U (Xnormar \ Xtruining) such
that 2 - |Xtest| = ‘Xvalidation|-

Both for hyper-parameter search and for the computation of the
performance, we gather the respective number of true/false posi-
tives /negatives for each novelty detection method m on the collected
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jobs of research group g: (TPu,g, FPu,g, TNu,g, FNy ¢ ). Then, we calcu-
late the number of true/false positives/negatives for every m:

TPy =) TPug
8

FPy =Y FPu,
g

TNy =) TNy
8

FNy =) FNug
g

Using (TP, FPy, TNy, FNy,) we calculate the precision, recall and
F1-score of each novelty detection method m.

The novelty detection methods under test are Isolation Forest,
OCSVM, OCSVM-SGD and LOF. LOF is tested with five different
distance metrics, which are commonly used in novelty detection:

1. Bray-Curtis dissimilarity [6]
2. Chebyshev [48]

3. Correlation [51]

4. Cosine [62]

5. Minkowski [33]

We perform hyper-parameter optimisation using the following can-
didate values:

e Isolation Forest: t: {10, 20, 30, 50,100,200, 500, 1000}

e OCSVM / OCSVM-SGD:
- Kernel function: {linear, polynomial, radial basis, sigmoid }
- 7: {scale, auto,0.1,0.2,0.3,0.4,0.6,0.8}
- v:{0.1,0.2,0.3,0.4,0.5,0.6,0.7,0.8,0.9}

We perform two experiments, which differ in the data used for train-
ing the models for novelty detection: In the first experiment, we train
using the entirety of Xj4ining. In the second experiment, we randomly
select a maximum of x = 1,000 data points from Xj4jning, which we
use to train the model. This is done to explore the relationship between
the size of the training dataset and the performance and efficiency of
the resulting models.






6 IMPLEMENTATION

In this Section, we describe the technologies used for implementing
the individual elements of the proposed SIEM. All code is available
on GitHub'?

6.1 PREPROCESSING & SESSION GROUPING

6.1.1  Extracting Logins

In order to extract logins from /var/log/secure, we developed a
programme in the programming language Go3. Apart from parsing
/var/log/secure, it also determines the source location of each login.
As we perform our experiments on the JUSTUS2 cluster which is only
accessible from within BelWue, we use the (publicly available) list of
BelWue’s IP-Blocks* to find out the location of a given source IP. This
does not reduce the applicability of our approach to other clusters,
because determining the source location of a login can be achieved
using any method for geolocation.

6.1.2 Parsing System Logs

As discussed in Section 8.1.1, we chose Drain for the task of parsing
Linux log files. This decision is partly based on the evaluation of auto-
matic log parsers of Zhu et al. [76], and partly on our own performance
measurements of these parsers. We perform these measurements using
the logparser toolkit provided by Zhu et al. [76].

For further research, we recommend IBM’s implementation of Drain,
which is called Drain3 5. This implementation provides many useful
features, e.g. a comfortable installation process, persistence and overall
user friendliness.

6.1.3 Session Grouping

We implemented an algorithm for assigning log messages to user
sessions (see Section 4.3.1.1) in the programming language Go.

Thttps://github.com/gutjuri/anomaly-detection/tree/v1.0.1
2https://doi.org/10.5281/zenodo.6845610

3https://go.dev/

4https://ipinfo.i0/AS553

5https://github.com/IBM/Drain3
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6.2 ANOMALY DETECTORS

In this Section, we provide information on the implementation of the
anomaly detectors. The detectors for anomalous logins and anomalous
jobs are implemented as separate programmes, but using the same
technologies; we discuss those in Section 6.2.1. The implementation
of the anomalous log messages detector is described in Section 6.2.1.
Because of time constraints, we were not able to implement the anoma-
lous movement detector.

6.2.1  Anomalous Logins & Anomalous Jobs

The anomalous logins- and the anomalous jobs detector are imple-
mented using the Python® programming language. The algorithms
for feature encoding, novelty detection and the implementation of
performance metrics are provided by the library scikit-learn” [52].

6.2.2 Anomalous Log Messages

We use existing implementations of the algorithms for anomaly detec-
tion from system logs described in Section 3.1.2. He et al. [26] provide
loglizerg, a toolkit that implements various anomaly detection algo-
rithms and is intended for use in research. Among others, it contains
implementations of LogCluster, PCA and InvariantsMiner, which we
use for our experiments. Unfortunately, it does not (yet) implement
DeepLog. Indeed, no freely accessible, complete implementation of
DeepLog is, to our knowledge, currently available for research. There-
fore, we resort to the implementation of Wu [72], which only realises
execution path anomaly detection. Parameter value and performance
anomaly detection as well as online updating of models is not sup-
ported. Despite that, this implementation’s performance is on par with
the performance stated by Du et al. [14].

6https://www.python.org/
7https://scikit-learn.org/
8https://github.com/logpai/loglizer
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7 RESULTS

In this Chapter, we present the results of our experiments. A discussion
of these results can be found in Chapter 8.

71 LOG PARSING

In this Section, we present the results of evaluating various methods for
automatic log parsing in terms of time-efficiency, mode and accuracy.

The evaluation of mode and accuracy was performed by Zhu et
al. [76]. They determine that only SHISO [47], LenMa [60], Drain [25]
and Spell [13] support online parsing; we thus omit the remaining
parsers from further evaluation. The results in terms of accuracy and
efficiency are given in Table 7.1.

Spell has the lowest accuracy of all online parsers, while SHISO,
LenMa and Drain achieve a roughly similar one.

7-2 DETECT ANOMALOUS LOGINS

In this Section, we present the results of evaluating numerous novelty
detection algorithms for detecting anomalous logins. Section 7.2.1
covers the results of the hyper-parameter search, Section 7.2.2 covers
performance and efficiency.

7.2.1  Hyper-Parameter Search

We perform the search for optimal hyper-parameters as laid out in
Section 5.4.2.
The best-performing hyper-parameters are:

PARSER ACCURACY [76] MS/LINE
SHISO 0.701 5.13
LenMa 0.701 6.52
Spell 0.605 0.21
Drain 0.690 0.22

Table 7.1: Accuracy and efficiency achieved by online parsers while parsing
Linux logs.
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METHOD TP FP N FN

LOF-chebyshev 79 190 2093 347
iForest 412 1468 815 14
OCSVM-SGD-adapt 167 36 2247 259
LOF-minkowski 230 57 2226 196
OCSVM 426 381 1902 0
LOF-braycurtis 393 93 2190 33
LOEF-cosine 391 86 2197 35
LOF-correlation 391 86 2197 35
LOF-hamming 381 65 2218 45
OCSVM-SGD 425 49 2234 1

Table 7.2: Number of true/false positive/negative predictions of various
novelty detection methods when detecting anomalous logins. The
dataset used for this evaluation contains 426 positive and 2822
negative examples.

Isolation Forest: t = 50

OCSVM: sigmoid kernel function, v = 0.4, v = 0.1

OCSVM-SGD: radial-basis kernel function, v = 0.1, v = 0.1

OCSVM-SGD-adapt: radial-basis kernel function, v = 0.2, v =
0.2

Tables containing the results of all combinations of hyper-parameters
tested can be found in Section A.1.

7.2.2 Performance & Efficiency

The performance and efficiency of the different novelty detection
methods under test can be found in Table 7.2 and Table 7.3. Table 7.2
shows the absolute numbers of true/false positives/negatives for each
detection method. Table 7.3 shows the precision, recall and F1-score
achieved by each detection method as well as their runtimes. The
runtimes are given per data point.

Figure 7.1 shows confusion matrices for the novelty detection meth-
ods of Isolation Forest, LOF (with the Hamming distance as the dis-
tance metric), OCSVM and OCSVM-5GD, which have been normalised
over the predicted values.

The results presented in this Section are further discussed in Sec-
tion 8.1.2.1.
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METHOD PREC. RECALL F1 train Epredict
LOF-chebyshev 0.294 0.185 0.227 0.039ms 0.024ms
iForest 0.219 0967 0.357 0.256ms 0.187 ms
OCSVM-SGD- 0.823 0.392 0.531 0.040ms 0.663ms
adapt

LOF-minkowski 0.801 0.540 0.645 0.006ms 0.008 ms
OCsVM 0.528 1.000 0.691 0.005ms 0.002ms
LOF-braycurtis 0.809 0923 0.862 0.049ms 0.028ms
LOEF-cosine 0.820 0918 0.866 0.011ms 0.012ms
LOEF-correlation 0.820 0918 0.866 0.017ms 0.018ms
LOF-hamming 0.854 0.894 0.874 0.019ms 0.019ms
OCSVM-5GD 0.897 0998 0944 0.014ms 0.006 ms

Table 7.3: Performance of different novelty detection methods for detecting
anomalous logins. tyiy and i are per data point.

iForest LOF-hamming

> 1 0.9831 = 0.7809 0.9801 RELY,

True label
True label

0.0169 = 0.2191 0.0199 pNORBYE]

Normal Abnormal Normal Abnormal
Predicted label Predicted label
OCSVM OCSVM-SGD

1.0000 puORZyPAN 0.9996 pNONKEY:

True label
True label

(ON[o[ozal 0.8966

Normal Abnormal Normal Abnormal
Predicted label Predicted label

Figure 7.1: Confusion matrices comparing different novelty detection meth-
ods when distinguishing normal and abnormal logins.
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7-3 DETECT ANOMALOUS SYSTEM LOGS

In this Section, we present the results of our experiments comparing
various methods for detecting anomalous Linux system log sequences.
In Section 7.3.1, we present the results of the hyper-parameter search.
Section 7.3.2 gives the performances and efficiencies of the tested
algorithms.

7.3-1  Hyper-Parameter Search

We determine that the hyper-parameters leading to be highest F1-
scores are:

e Deeplog:h=7,g=39,L=1a =64

e LogCluster: 0 = 0.1, = 0.4

e PCA: k=3, p=0.0001

¢ Invariants Mining: s = 1.0, € has no impact.

We note that the choice of hyper-parameters for DeepLog is not only
influenced by the performance of the resulting model, but also by
resource constraints. The memory requirements for the training phase
are immense and increase with L and «. We thus cannot train models
with L -« 2 300, as this would require more memory than is available
in our test system.

The performance of all tested hyper-parameter combinations can be
found in Section A.2.

7.3.2 Performance & Efficiency

In this Section, we present the performances of DeepLog, LogClus-
ter, PCA and Invariants Mining using the best-performing hyper-
parameters on the dataset described in Section 5.3.3. The absolute
number of true/false positives/negatives can be found in Table 7.4;
Table 7.5 shows precision, recall, F1-score and runtimes per data point
of the individual detection methods. Figure 7.2 shows confusion ma-
trices of the four models under test. The results are further discussed
in Section 8.1.2.2.

7.4 DETECT ANOMALOUS JOBS

In this Section, we present the results of testing several algorithms for
detecting anomalous jobs. In Section 7.4.1 we present the most suitable
hyper-parameters, which we determined empirically. In Section 7.4.2,
we present the performance and efficiency of the algorithms under
test.
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METHOD TP FP TN FN
DeepLog 5,024 23,125 18,857 0
PCA 4,976 110 55,352 48
Invariants Mining 5,024 61 55,401
LogCluster 5,024 52 55,410

Table 7.4: Number of true/false positive/negative predictions of various
methods for detecting anomalous log sequences. The dataset used
for this evaluation contains 5,024 positive and 55,462 negative

examples.
METHOD PREC. REC. F1 tirain tpredict
DeepLog 0.178 1.000 0.303 122.940ms 4.657ms
PCA 0.978 0.990 0.984 0.006 ms 0.050ms
Invariants Mining 0.988 1.000 0994 14.477ms 0.001 ms
LogCluster 0.990 1.000 0.995 2.569ms 3.380ms

Table 7.5: Performance of different anomaly detection methods for detecting
anomalous log sequences. ty.,;; and t,.4;c+ are per log sequence.

DeeplLog 7 Invariants Mining

1.0

> 1 1.0000  0.8215 1.0000 |[oNoxPA0)

True label
True label

0.0000 = 0.1785 (ONo[oJoJoll 0.9880

Normal Abnormal Normal Abnormal

True label

Figure 7.2: Confusion matrices comparing different anomaly detection meth-

Predicted label
PCA

0.9991 pNONPARS

0.0009 |ORFAT:
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True label

Predicted label
LogCluster

1.0000 NP

(ONo[oJoJoll 0.9898

Normal Abnormal

Predicted label

ods when distinguishing normal and abnormal log sequences.
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METHOD TP FP N FN

LOF-cosine 76,595 68,412 454,805 2,076
LOF-correlation 76,603 68,073 455,144 2,068
iForest 74,969 64,091 459,126 3,702
OCSVM 77,751 54,761 468,456 9,20
LOF-minkowski 70,910 20,818 502,399 7,761
LOF-chebyshev 71,260 20,274 502,943 7,411
LOEF-braycurtis 76,457 19,958 503,259 2,214
OCSVM-SGD 75,239 17,115 506,102 3,432

Table 7.6: Number of true/false positive/negative predictions of various
methods for novelty detection under the task of detecting anoma-
lous jobs. The dataset used for this evaluation contains 86,500
positive and 575, 537 negative examples.

7.4.1  Hyper-Parameter Search

The following hyper-parameters lead to the highest F1-scores:
e Isolation Forest: t = 30
e OCSVM: radial basis kernel function, v = 0.2, v = 0.1
o OCSVM-SGD: radial basis kernel function, v = 0.2, v = 0.1

We give the performances of all tested hyper-parameter combina-
tions in Section A.3.

7.4.2 Performance & Efficiency

For evaluating algorithms for detecting anomalous jobs, we perform
two experiments comparing Isolation Forest, OCSVM, OCSVM-SGD
and LOF. In the first experiment, we train the models for anomaly
detection using the entirety of X sining. The results of this experiment
can be found in Table 7.6, Table 7.7 and Figure 7.3.

In the second experiment, we train the models for anomaly detecting
with at maximum x = 1,000 examples. The results of this experimental
run can be found in Table 7.8, Table 7.9 and Figure 7.4.
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METHOD PREC. REC. F1 tirain Epredict

LOF-cosine 0.528 0974 0.685 0.819ms 0.548ms
LOEF-correlation 0.529 0974 0.686 0.975ms 0.652ms
iForest 0539 0953 0.689 0.007ms 0.005ms
OC5VM 0587 0988 0.736 0.306ms 0.111ms
LOF-minkowski 0.773 0901 0.832 0.122ms 0.081ms
LOF-chebyshev 0.779 0906 0.837 0.733ms 0.488ms
LOF-braycurtis 0.793 0972 0.873 0.999ms 0.665ms
OCSVM-5GD 0.815 0956 0.880 0.002ms 0.001ms

Table 7.7: Performance of different novelty detection methods for detecting
anomalous jobs with. t,4i, and tpgics are per job.

iForest LOF-braycurtis Lo

0.9920 pEORZIGI0)e) 0.9956 |OwAAC

True label
True label

0.0044 VK[

0.6
Normal Abnormal Normal Abnormal
Predicted label Predicted label
OCSVM OCSVM-SGD

0.9980 pERZNCE] 0.9933 INKEE]

True label
True label

U0yl 0.8147

0.0

Normal Abnormal Normal Abnormal

Predicted label Predicted label

Figure 7.3: Confusion matrices comparing different novelty detection meth-
ods for detecting anomalous jobs.
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METHOD TP FP N FN
LOF-cosine 85,916 105,926 469,611 584
LOF-correlation 85,926 105,729 469,808 574
OC5VM 85,559 62,888 512,649 941
iForest 82,757 57,616 517,921 3,743
LOF-minkowski 83,842 42,996 532,541 2,658
LOF-chebyshev 84,825 43,044 532,493 1,675
LOF-braycurtis 85,766 42,123 533,414 734
OCSVM-SGD 82,983 13,668 561,869 3,517

Table 7.8: Number of true/false positive/negative predictions of various
novelty detection methods at the task of detecting anomalous
jobs. For this experiment, the size of X;,4ining has been capped to
x = 1,000. The dataset used for this evaluation contains 86,500
positive and 575, 537 negative examples.

METHOD PREC. REC. F1 tirain tpredict

LOF-cosine 0.448 0993 0.617 0.029ms 0.017ms
LOF-correlation 0.448 0993 0.618 0.021ms 0.019ms
OCSVM 0.576 0989 0.728 0.008ms 0.003 ms
iForest 0.590 0.957 0.730 0.047ms 0.005ms
LOF-minkowski 0.661 0969 0.786 0.008ms 0.004 ms
LOF-chebyshev 0.663 0.981 0.791 0.022ms 0.015ms
LOF-braycurtis 0.671 0.992 0.800 0.032ms 0.020ms
OCSVM-SGD 0.859 0959 0.906 0.041ms 0.001 ms

Table 7.9: Performance of different novelty detection methods for detecting
anomalous jobs with k¥ = 1,000. ¢4, and tp,egc are per job.
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8 DISCUSSION

In this Section, we discuss the results and limitations of our work.
Section 8.1 contains discussion of the results we acquired, Section 8.2
points out limitations of the approach as well as threats to the valid-
ity of our results. Section 8.3 discusses possible directions of future
research.

8.1 FINDINGS

In this Section, we discuss the results of the experiments conducted
for this work. Section 8.1.1 — Section 8.1.2 deals with the results of
the experimental evaluation of the elements of the proposed SIEM. In
Section 8.1.3 we provide answers to the research questions posed in
Section 1.2.

8.1.1 Log Parsers

In this Section, we discuss the results of experimenting with numerous
methods for automatic log parsing in terms of mode, time-efficiency
and accuracy. The results are given in Section 7.1.

The only parsers supporting online parsing are SHISO [47], Len-
Ma [60], Drain [25] and Spell [13], which are thus the only candidates
suited for usage in the SIEM we propose.

The performances of these parsers are given in Table 7.1. In terms of
accuracy, automatic parsers generally perform relatively moderate on
Linux logs: the highest accuracy reported is 0.701, which is achieved
by both SHISO and LenMa. This is the highest value among online
and offline parsers, meaning that we cannot expect accuracy gains by
dropping the requirement for a parser to operate in an online manner.
An explanation for the low performance is that Linux logs contain log
entries from a diverse set of programmes, leading to a large number
of possible log events. A large, diverse set of possible log message
templates, some of which might be very similar to each other, makes
it hard for parsers to assign a log message correctly to its template.
While this fact reduces the accuracy of automatic log parsers, it also
makes their usage more attractive, because the alternative (writing a
parser by hand and maintaining it) becomes infeasible as the number
of possible log events grows large.
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In terms of efficiency, all tested online parsers are able to parse log
lines in under 24.211 ms on average. However, we still observe a gap
in efficiency between Spell and Drain, and SHISO and LenMa. SHISO
and LenMa are parsing log lines more than one order of magnitude
slower than Spell and Drain.

All in all, we believe that Drain is the most suitable choice for
parsing Linux logs. Its accuracy is lower than SHISO’s and LenMa’s,
but only to a negligible extend. It is, however, significantly more
efficient than its more accurate counterparts and can thus be deployed
in systems that produce up to two orders of magnitude more logs
than our test system.

8.1.2 Anomaly Detectors

In this Section, we discuss the results of evaluating algorithms for
usage in the anomaly detectors we propose in Section 4.4. We find the
following algorithms to be suited best:

¢ Anomalous Logins Detector: OCSVM-5GD
e Anomalous Log Messages Detector: LogCluster

¢ Anomalous Jobs Detector: LOF using Bray-Curtis dissimilarity
as a distance metric

8.1.2.1  Anomalous Logins

In our experiments, we determined the precision, recall, F1-score and
time-efficiency of several algorithms for novelty detection in the task
of detecting anomalous logins. The raw results are given in Table 7.2
and Table 7.3.

We observe that OCSVM-SGD has the highest precision, recall and
F1-score while keeping processing time acceptably low. Thus, we
declare OCSVM-SGD using the hyper-parameters given above the
most appropriate novelty detection method for detecting anomalous
logins.

Isolation Forest has the lowest F1-score. This is potentially due to the
high dimension of the input vector. It also requires the most time for
training and prediction. This is surprising, as the number of trees in
the Isolation Forest we use is rather low (t = 50). However, increasing
t does not improve the precision or recall.

The performance of LOF depends heavily on the distance metric
used. As we are operating on binary vectors, Chebychev distance
performs worst. Using the Hamming distance between two vectors as
a distance metric gives the best results.

OCSVM performs worse in terms of Fi-score and better in terms
of computational requirements than OCSVM-SGD, even though the
latter is an approximation of the former. This is due to the fact that
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the tested instances of OCSVM and OCSVM-SGD do not use the
same parameter y or even the same type of kernel function. Still, the
best version of OCSVM has a lower Fi-score than the best version of
OCSVM-SGD.

All methods under test have a high true negative and a low false
negative rate, backing up the assumption that each user’s login be-
haviour is relatively homogenous. We observe that both Isolation
Forest and OCSVM achieve low precision, i.e. classify a large num-
ber of negative examples as positives. In a real-world setting, this is
undesirable, since each sample predicted to be positive can lead to
a request for manual action of an operator. A large number of false
positives can lead to alert fatigue, which describes a condition in which
true positives can no longer be dealt with effectively because they
get lost in noise [23]. OCSVM-SGD performs well. It achieves a near
perfect true negative rate and an acceptable true positive rate. Its false
negative rate is near zero. This is important, because false negatives
could result in undetected anomalous logins, potentially leading to
an attack remaining unnoticed. Interestingly, the adaptive version
of OCSVM-SGD performs significantly worse than the non-adaptive
version. It unexpectedly does not have superior precision. Further, its
recall is significantly lower than that of the non-adaptive version.

All in all, we are satisfied with the performance of OCSVM-SGD
and choose it for detecting anomalous logins.

8.1.2.2 Anomalous Log Messages

We observe that all methods except DeepLog [14] (LogCluster [35],
Invariants Mining [37] and PCA [73]) achieve very high Fi-scores
(see Table 7.4 and Table 7.5). They show almost perfect precision
and recall. LogCluster and Invariants Mining have no false negatives,
i.e. all anomalous log sequences are reported as such. This is very
desirable, because every missed anomaly could result in an attack that
is not noticed by HPC operators. Further, LogCluster and Invariants
Mining have a low number of false positives. Though not as critical
as a low number of false negatives, a low number of false positives is
desirable as well. Each log sequence predicted to be positive should be
investigated by HPC staff. False positives thus produce an unnecessary
workload for HPC operators and can lead to alert fatigue.

DeepLog however does not perform as good. On the one hand,
all anomalous log sequences are classified as such, leading to a high
recall score. Precision, on the other hand, is very low, because most
normal log sequences are classified as anomalous as well. As seen in
Figure 7.2, only 17.85% of the log sequences predicted as anomalous
are actually anomalous. In productive use, such a high number of false
positives would lead to a tremendous workload placed on operators.
This low precision is unexpected, as Du et al. [14] report a very
promising performance. We explain this discrepancy between the
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performance we observe and the performance reported by Du et al.
with the different datasets used in the evaluation. Du et al. perform
experiments using HDFS and OpenStack logs, which contain 28 and
40 distinct log keys respectively. We, however, use a dataset consisting
of Linux logs, which contains 415 distinct log keys. This large number
of log keys makes it difficult for DeepLog’s neural network to learn
complex relationships between observed log sequences and the most
likely subsequent log keys. It might be possible to increase DeepLog’s
performance by selecting large values L and «, but this increases
memory requirements to a point where training the model becomes
impossible on current hardware. As Du et al. [14] use a much smaller
dataset for training than us, yet achieve better results, we doubt that
using a larger fraction of our collected logs as training data would
increase performance.

All methods for anomaly detection under test are able to classify
log entries very efficiently. As discussed in Section 5.3.3, an anomaly
detector can only keep up with the logs produced on JUSTUS2 if
classification of a log sequence takes less than one minute. We observe
that all methods for anomaly detection are well below this threshold.

Training the models requires significantly more time than prediction.
We train the anomaly detection models under test with Xj,iying (recall
that |Xirining] = 27,742). DeepLog finishes training after 3.410s or
approximately 57 minutes, which is quite moderate. In principle, this
efficiency allows frequent retraining in order to fit the anomaly detec-
tion model to changing user behaviour. However, this is not necessary,
because DeepLog models support online updates, meaning that the
computationally expensive training phase needs to be performed only
once. If operators notice changing user behaviour, i.e. previously un-
seen log sequences that are erroneously classified as anomalies, the
model can be adapted on-the-fly with minimal performance penal-
ties. This means that an even an initial training phase longer that
the one observed would be acceptable. The detection performance
of DeepLog using the set of hyper-parameters discussed above is
not satisfying. Additionally, the durations of DeepLog’s training and
prediction phases scale with the number of layers L and the number
of memory units per layer . A model with larger values for L and «
might therefore provide better detection performance, but it is unclear
whether it would be able to do so in an acceptable time-frame.

LogCluster and Invariants Mining are very efficient: training the
anomaly detection models took 71.27 s and 401.63 s respectively. These
models do not support online updates. In order to keep up with
changing user behaviour, they instead need to be retrained period-
ically using recent system logs. Given that training LogCluster and
Invariants Mining takes a few minutes at most, we conclude that this
poses no problem and that these two anomaly detection methods are
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well-suited for the task of detecting anomalous system logs in HPC
systems.

PCA is the most efficient method and completes its training phase
in 0.158s. This makes retraining very cheap. Unlike LogCluster, In-
variants Mining and DeepLog, it does not achieve perfect recall.

We conclude that LogCluster is the best-performing method for
detecting anomalous log sequences in Linux system logs. It achieves
a higher Fi-score than all other tested methods and is sufficiently
efficient to cope with high volumes of logs. Further, the training phase
of LogCluster only takes a few minutes, allowing retraining when
user behaviour changes. We thus use LogCluster for classifying logs
as normal or anomalous.

8.1.2.3 Anomalous Jobs

We first discuss the results achieved without a limit on the train-
ing dataset’s size. Afterwards, we discuss the results achieved with
x = 1,000. We finally compare the two approaches and conclude
that anomaly detectors using a limited set of training data do not
necessarily perform worse than detectors train on large datasets.

UNLIMITED TRAINING SET S1ZE  As shown in Table 7.6 and Table 7.7,
any of the candidates perform well; the highest performance in terms
of F1-score is achieved by OCSVM-SGD. LOF using the Bray-Curtis
dissimilarity as a distance metric achieves a lower Fi-score and preci-
sion but a higher recall. As we value recall over precision, we conclude
that LOF with Bray-Curtis dissimilarity is suited best for the task of
detecting anomalous jobs.

We observe that every algorithm under test achieves a much higher
recall than precision, i.e. significantly more jobs are erroneously
flagged as anomalous than normal. This is probably due to our dataset:
for each research group, we define this group’s jobs as normal and
every other group’s jobs as anomalous. However, in a real-life setting,
groups occasionally show similar computing behaviour. Even though
we count jobs of such groups as anomalous, novelty detection models
(correctly) classify them as normal. We therefore assume that once de-
ployed, detectors for anomalous jobs achieve a much higher precision
than reflected by our experiments.

OCSVM-SGD achieves the highest Fi-score. The highest recall is
achieved by LOF using either correlation or cosine distance, however,
this is at the cost of significantly lower precision.

Figure 7.3 shows confusion matrices for Isolation Forest, OCSVM,
OCSVM-SGD and LOF using the Bray-Curtis dissimilarity measure
as a distance function. For each of them we observe, that a sample
predicted to be normal is indeed normal with a very high probability.
However, samples classified as anomalous are often normal as well.
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Figure 8.1: Various novelty detection models that have been trained on
jobs submitted by different research groups plotted in terms
of training set size and achieved F1-score.

All models are reasonably efficient, we observe that LOF models
(except the one using Minkowski distance) take the largest amount of
time to train and predict. The time to train models with |Xgining| <
5,000 is acceptably low, usually not taking longer than about one
minute. However, some research groups submit a large amount of jobs,
sometimes up to 25,000 jobs per day. After a few days of collecting
data, training a novelty detection model on this amount of jobs will
no longer be feasible.

LIMITING THE TRAINING SET SI1ZE In order to circumvent this issue,
we limit the size of the dataset used to train the models. Over the
course of our experiments we discovered that the accuracy of models
is not strongly correlated with the size of the training set. In Figure 8.1
we plot the achieved Fi-score over the number of training samples.
We immediately see that a larger training set does not imply a higher
model performance. Indeed, the correlation between the Fi-score
achieved and the number of training samples used can be calculated
as 0.362, implying a rather weak correlation.

We use this fact to improve the models” runtimes while retaining
good performance. For this, we limit the size of the training datasets
to k. If the Xy 4ining as defined in Section 5.3.3.1 has a size greater than
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k, we perform training with x randomly drawn elements from Xi4jping-
We use the hyper-parameters found in Section 7.4.1.

We empirically determine that x = 1,000 performs well. The per-
formances of the algorithms under these conditions are shown in
Table 7.8 and Table 7.9. All models (except OCSVM-SGD) now re-
quire significantly less time to train. Prediction on the LOF models
experiences a significant speed-up.

LOF using cosine distance or correlation as its distance metric
achieves the highest recall, but very poor precision. If the Bray-Curtis
dissimilarity is used as a distance metric, the recall is negligibly lower,
but precision is improved considerably. OCSVM-SGD achieves the
highest Fi-score, but lower recall than LOF. As we value recall over
precision and F1-score, we consider LOF using the Bray-Curtis dissimi-
larity the best-suited novelty detection model for detecting anomalous
jobs.

coMPARISON  The performance of most algorithms does not suffer
from limiting the size of the training dataset. LOF generally achieves
a higher recall when x = 1,000 but a lower precision, leading to an
overall lower Fi-score. However, we value recall over precision and
regard this as a performance improvement. We thus propose to use
LOF using the Bray-Curtis dissimilarity as a distance metric and to
cap the size of training sets at x = 1,000. This setup achieves excellent
time-efficiency and good performance.

8.1.3 Answers to Research Questions

In this Section, we strive to answer the research questions posed in
Section 1.2.

CAN WE RELIABLY CLASSIFY USER BEHAVIOUR AS (NON-)MALICIOUS?
This research question must be addressed on two levels. On the one
hand, we are concerned with the performance the SIEM we propose.
On the other hand, we are interested in the question whether or not
classification of user behaviour into the categories of malicious and
benign is even possible based on the log data we have at hand. If the
SIEM we propose performed well, this would obviously be the case.

We first discuss the performance of our proposed SIEM. We propose
four anomaly detectors (see Section 4.4) that aim to detect four differ-
ent types of anomaly found in HPC logs: anomalous logins, anomalous
movement, anomalous log messages and anomalous job submissions.
We implement three of these detectors; because of time constraints we
omit implementation of the anomalous movement detector, which we
thus can not evaluate.

In absence of real-world anomalous system logs, we evaluate the
detectors for anomalous logins and log messages with randomly
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generated anomalously-looking data. OCSVM-SGD and LogCluster
perform exceptionally good on this data, but we are aware that this
does not necessarily imply good performance detecting real-world
anomalies.

The detector for anomalous job submissions uses LOF, an algorithm
for novelty detection. Using this algorithm, it is able to learn job
submission behaviour for individual research groups. Afterwards,
it can tell apart jobs submitted by this group from jobs submitted
by other groups, achieving high precision and recall. Because this
evaluation was conducted solely on real-world data, we are confident
that the detector’s performance in a live system would yield satisfying
results.

Based on the promising results of the anomaly detectors we believe
that detecting malicious behaviour using log files is possible to a
satisfying extend. Because of time constraints, we could not conduct
experiments evaluating the end-to-end performance of the proposed
SIEM. Further research attempting such experiments must focus on
a) collection or synthesis of realistic malicious sessions b) the impact
of the thresholding scheme’s parameters ¢;,i € 1...4 and w on the
overall performance of the system.

WHAT ALGORITHMS ARE SUITABLE FOR THIS CLASSIFICATION?  The
algorithm best employed in each individual anomaly detector depends
on the nature of anomalies to be detected. We determined experimen-
tally, that:

OCSVM-SGD is suited best for detecting anomalous logins.

LogCluster is suited best for detecting anomalous system log
messages.

LOF using the Bray-Curtis dissimilarity as a distance metric is
suited best for detecting anomalous jobs.

We did not determine the best-suited algorithm for detecting anoma-
lous movement experimentally, but suspect that DeepLog could fill
this gap with satisfying performance.

We could not evaluate the suitability of the proposed algorithm
for use in the thresholding scheme. Further work must focus on this
issue and, if the proposed algorithm is found to be a bad fit, explore
alternatives.

The algorithms for preprocessing log data are, with the exception
of log parsing, straight-forward to formulate and implement. Further,
they are sufficiently efficient to cope with the volumes of data to
be processed. The issue of log parsing is not yet fully addressed.
Drain seems to be the best algorithm currently available for automatic
parsing of Linux logs, but still only achieves an accuracy of 0.690 [76].
As the field or automatic log parsing evolves, better algorithms for
this task may be found.



WHAT ARE THE COMPUTATIONAL REQUIREMENTS FOR CLASSIFICA-
TIoN? The computational requirements of the selected algorithms
are not particularly high. The steps for preprocessing (extracting lo-
gins, extracting movement and parsing system logs) can operate in a
streaming manner and run in parallel. Preprocessing and grouping
the test dataset (which was collected over a time-span of 81 days) can
be performed in under one hour.

The algorithms for anomaly detection we deem well-suited for us-
age in the proposed SIEM have very moderate resource requirements,
which a HPC cluster can easily meet. DeepLog is an exception to this:
we were not able to train models with certain hyper-parameter com-
binations because they required too much memory. However, these
experiments investigated the suitability of DeepLog for detecting
anomalous Linux system logs. Further experimentation must deter-
mine whether or not DeepLog’s resource requirements are acceptably
low when detecting anomalous movement.

WHAT INFORMATION IS REQUIRED TO IMPROVE CLASSIFICATION RE-
LIABILITY?  As noted in Section 5.3.3, only 15.206% of log messages
found in /var/log/messages can be assigned to user sessions. We
assign messages to user sessions by correlating the messages’ times-
tamps with entries in the WM’s logs. This approach has the limitation
that log messages produced on non-compute nodes or on compute
nodes running no job cannot be assigned to sessions.

In order to detect anomalous log messages more reliably, a larger
share of /var/log/messages must be assigned to user sessions. It is
currently not clear how this can be accomplished.

8.2 LIMITATIONS

We are aware of several limitations of both the SIEM we propose and
the methodology we use to evaluate it. In this Section, we discuss
these limitations.

In Section 4.1, we propose an architecture for a SIEM that detects
anomalies in log files indicating malicious behaviour. This SIEM can
only function reliably if log collection, which we do not cover in this
work, functions reliably. If an attacker can manipulate log files as to
erase evidence for malicious behaviour, the SIEM becomes ineffective.
Therefore, it is imperative to create a computing environment capable
of reliable logging (e.g. by having all nodes in the cluster log to
a remote append-only database) before deploying the system we
propose.

Another limitation of the proposed SIEM is the lack of explainability.
Given a user session s, its output is a binary value (normal/anomalous)
and the four anomaly scores p1(s) - pa(s). System operators investi-
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gating a session flagged as anomalous receive no information what
exactly lead to this classification, which forces them to perform the
action we aimed to avoid with this work: manual search for anomalies
in logs. Utilising explainable machine-learning models or making the
models we employ explainable [38] might reduce this manual effort
further, which in turn might increase acceptance of the SIEM among
system operators.

The experiments we conducted show that all anomaly detectors un-
der test achieve high F1-scores. However, in the case of the anomalous
login detector and the anomalous log messages detector it is not clear
whether this is due to the fitness of the employed classifier or limita-
tions of our methodology. We evaluated these two detectors by having
them distinguish normal log data collected on our test system from
randomly generated log data. However, it is not clear that randomly
generated log data exhibits the same characteristics as anomalous log
data occurring in a real-world setting.

For anomalous logins, this problem is not as severe as for randomly
generated system log sequences. All logins in the space of possible lo-
gins A x T x L (A denoting the set of possible authentication methods,
T being the set of timestamps of the form (day-of-week, time-of-day) and
L being the set of possible login locations) are plausible and can, in
principle, appear during operation of the system. Therefore, we think
that our results regarding the detection of anomalous logins indeed
reflect real-world performance.

Randomly generated system log sequences however have the poten-
tial to be completely absurd. Recall that a sequence of log system log
messages reflects the execution path of one or more concurrently run-
ning processes. Randomly generated sequences tend to describe execu-
tion paths that are logically impossible and thus obviously anomalous.
Consider the programme shown in Figure 8.2, which can produce four
different log keys: Start, Processing, Ok and Error. However, only
two distinct log sequences can arise from executing the programme.
These log sequences are shown in Figure 8.3. However, by generating
log sequences randomly using the log keys of the programme is is pos-
sible to arrive at sequences that cannot emerge from its execution (see
Figure 8.4 for examples). We call such sequences impossible sequences.

We suspect that a large part of randomly generated log sequences
are impossible. Let K = {kj...k,} be the set of log keys that can
arise during execution of a given programme. Let K; = {x € K :
x can appear after k;} be the set of log keys that can appear after key
k; during execution of the programme. It is easy to understand that
typically, |K;| < n. The mean of |K;|,i € {1...n}, which we denote
with ¢, is thus also typically less than n. Generating a random log
sequence of length g means choosing q log keys at random. Each of
these keys (except the first one) has a chance of (on average) % to be
compatible with the key before it. In total, each generated log sequence
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print("Start");

l

print("Processing");

l

rand() < 0.17?

»

print("0k"); print("Error");

Figure 8.2: An example programme emitting log messages.

Start Start
Processing Processing
0k Error

Figure 8.3: All log sequences that can possibly be emitted by the programme
in Figure 8.2.

of length g thus has a chance of (%)q not to be an impossible
sequence.

In the case of our test system, n = 415 and the average log se-
quence length is ~ 102. Suppose that { = 400 (in reality, this value
is likely much smaller). Under these conditions, a randomly gener-
ated sequence of g = 102 log keys has a chance of 0.023 to be not
impossible.

This leads us to believe that the vast majority of generates sequence
are impossible sequences. A consequence of this is that our exper-
iments do not measure the detectors” performances at the task of
telling apart normal from anomalous log sequences, but at the task of
distinguishing impossible from not impossible log messages. Hence,
we cannot make claims about the performance of the anomalous log
messages detector on the task it was designed for.

In order to enable an evaluation yielding valid results, it is necessary
to either a) acquire a large corpus of real-world anomalous system log
data, or b) develop a method for synthesis of anomalously-looking
system log sequences. For this work, Option a is impossible as no
such data of our test system exists and Option b is out of scope
as developing such a method would likely take months or years of
dedicated research.
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Start Error
Error Processing
0k

Figure 8.4: Log sequences which use the log keys emitted by the programme
in Figure 8.2 but cannot arise from executing it.

8.3 FUTURE WORK

In this Section, we discuss potential directions for future work. Sec-
tion 8.3.1 outlines the need for realistic anomalous log data, which
can be used for evaluating the anomalous log messages detector’s
performance in a meaningful way. Section 8.3.2 discusses the need
for explainable machine learning models in the SIEM, which could
improve the usability and acceptance of the system. In Section 8.3.3,
we argue that research improving the state-of-the-art in automatic
log parsing could improve the performance of the SIEM we propose.
Section 8.3.4 discusses the potential performance impact of different
groupings of job data, which future research must investigate exper-
imentally. Finally, we discuss the importance of implementing the
remaining elements of the proposed architecture and an evaluation of
the end-to-end performance of the SIEM in Section 8.3.5.

8.3.1 Acquisition of Anomalous System Logs

Future work must focus on overcoming the limitations of the method-
ology of this work. Currently, the most pressing issue is the need for
realistic anomalous log sequences. In this work, we use randomly
generated log sequences as positive examples for evaluating the per-
formance of the anomalous log messages detector. However, as we
discuss in Section 8.2, randomly generated log sequences are not well-
suited for this task. The results of our experiments would be more
meaningful if realistic anomalous log sequences, i.e. log sequences that
are not impossible, were available. To solve this issue, we currently see
two possibilities. On the one hand, the log messages produced during
real-world attacks on HPC infrastructure could be collected and made
available for research. However, it is unclear whether this approach
could deliver sufficient amounts of anomalous log data, because un-
successful attacks are often not recognised as such and successful
attack often have the effect that relevant log data are destroyed by the
attacker. On the other hand it might be possible to synthesise realistic
anomalous system log sequences. We are not aware of any research in
this direction.

If realistic anomalous system log sequences were available, an eval-
uation of the anomalous log sequences detector would produce much
more meaningful results. Additionally, the availability of realistic ex-



amples of anomalies would enable us to use supervised machine
learning algorithms for anomaly detection. Supervised methods gener-
ally achieve better performance in the task of anomalous log sequence
detection than unsupervised methods He et al. [26]. The SIEM we
propose could thus profit from such methods.

8.3.2 Explainable Models

If a user session s get classified as anomalous, our SIEM presents
the system operators with the following information: a note that a
session has been classified as anomalous, the values p1(s) — pa(s) and
the session s itself (including logins, movement, system log messages
and submitted jobs). This information can be used by operators to
confirm the abnormality of the session in question. If it is a false
positive, operators can provide feedback to the SIEM, improving its
accuracy. If it is indeed anomalous, the operators must investigate s
to determine the cause and the severity of the anomaly. The values
p1(s) — pa(s) may point investigators into the right direction, but apart
from that, this process is completely manual. Manual investigation
of logs must be kept to a minimum, because it is a repetitive and
time-consuming task. Frequent false positives and a time-consuming
investigation process may lead to alert fatigue [23].

In order to aid operators investigating alerts produced by the SIEM
we propose, future work may investigate the applicability of explain-
able machine-learning algorithms for usage in the anomaly detectors.

In our detectors, we deploy one neural network-based and three
classical machine learning models. For the classical machine learning
models, one could investigate the suitability of approaches like Shap
(Lundberg and Lee [38]) or LIME (Ribeiro, Singh, and Guestrin [54]).
These methods can be utilised on any classifier and calculate the
importances of the different features of the input data.

DeepLog is a neural network architecture based on LSTMs, for
which specialised approaches for explainable models exist [50, 61, 70].
Future work is needed for determining whether these methods are fit
for making DeepLog explainable.

8.3.3 Automatic Log Parsing

Log parsing is a prerequisite for detecting anomalous system log
sequences. To our knowledge, Drain [25] is the log parser achieving
state-of-the-art performance in parsing Linux system logs. It provides
very good time-efficiency and an accuracy of 0.690 [76]. We believe that
a log parser able to parse Linux logs more accurately could improve
downstream performance of the anomalous log messages detector.
Recent research has delivered novel algorithms for automated log
parsing. Logram (Dai et al. [10]) and Unified Log Parsing tool (ULP, Sedki
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et al. [57]) have been published during the writing of this work and
show promising results. Logram is a very time-efficient algorithm
capable of working in an online manner. Its authors report that it
can parse Linux logs with a higher accuracy than Drain, Spell and
LenMa, however, the authors” use a different definition of accuracy
than we and Zhu et al. [76]. ULP’s authors claim high accuracy and
time-efficiency. However, the an evaluation of the algorithm on Linux
logs as well as an online parsing mode are (currently) lacking. A
further investigation of the suitability of these novel algorithms for
online parsing of Linux logs is needed, including a comparison of
performance to established log parsers using a standardised accuracy
measure.

8.3.4 Impact of Job Grouping

We currently aim to detect anomalous jobs on a per-research-group basis
(see Section 4.4.4). This relies on the assumption that each research
group works with a distinct set of tools appropriate for the group’s
research focus. We have shown that good anomaly detection perfor-
mance can be achieved by defining jobs deviating from the groups’
typical computing behaviour as anomalous. However, it might be
possible that even better performance can be achieved by doing per-
user anomaly detection. Assuming that each user (as opposed to each
research group) has distinct computing behaviour could provide us
with a more fine-grained view on the system, which could result in
higher recall values (but, as we suspect, also in lower precision values).
Future work must determine which grouping (or which combination
thereof) is suited best for anomaly detection and yields the highest
performance.

8.3.5 Experimental Evaluation of the Remaining Architecture El-
ements

Because of time constraints, we were not able to implement and
evaluate the performance of all elements of the architecture proposed
in Section 4.1. In Figure 4.1 shows the architectural elements that
have not yet been implemented filled in with white. We leave the
experimental evaluation of these elements for future work.

In this Section, we describe how future work could implement
or improve element of the proposed SIEM. Section 8.3.5.1 concerns
the anomalous movement detector and the necessary preprocessing
step. In Section 8.3.5.2, we describe an algorithm to find a suitable
parameter w for the thresholding scheme and to evaluate the overall
performance of the SIEM. Section 8.3.5.3 discusses the possibility
of improving the anomalous log sequences detector by exploiting a
feature of LogCluster.
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8.3.5.1 Extracting Movement & Anomalous Movement Detector

In order to evaluate the viability of detecting anomalous user be-
haviour through movement in the cluster, future work must implement
two elements of our architecture: the preprocessing step of extract-
ing movement from /var/log/secure and the anomaly detector for
anomalous movement, for which we suggest DeepLog [14]. Evaluating
the performance of the detector will likely face the problem that none
or very few examples of anomalous behaviour are available. In order
to obtain meaningful evaluation results, we suggest tackling the issue
of acquiring anomalous system logs (see Section 8.3.1) first.

8.3.5.2 Thresholding Scheme

Evaluating the end-to-end performance of the SIEM, i.e. performance
the SIEM achieves when classifying user sessions, requires an imple-
mentation of the thresholding scheme we propose. This thresholding
scheme has a parameter w. If the weighted sum of the anomaly scores
exceeds w for a given user session, this session is considered anoma-
lous. In Section 4.5, we propose to use w = 4, because this ensures that
no single anomaly detector can have the effect of marking a session
anomalous, which reduces the number of false positives. However,
in order to yield the best performance possible, future work must
conduct experiments that determine a better value for w. In order to
perform these experiments, the following conditions have to be met:

o Implementations for all elements of the architecture proposed in
Section 4.1 must be available.

o A set of labelled session data has to be available. These data
can either be generated or collected during HPC operations
and should include examples of both normal and anomalous
behaviour.

The process of finding a good value for w and determining the
SIEM'’s performance is described below:

e Split the labelled session data into three sets: X ining, Xtest and
Xvalidatiow

e Select a number of candidate values for w. We refer to the set of
these candidate values as Q).

e Train the anomaly detectors of the SIEM using X, gining-

o Let the SIEM predict the labels of the user sessions in Xist,
calculating the SIEM’s F1-score. Do this using each candidate
value in Q) for w once.
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o Select wyes; as the candidate value in () that achieved the highest
F1-score in the previous step.

o Determine the SIEM’s performance in terms of precision, recall
and F1-score using w := wy,st by predicting the labels of the user
sessions in Xyjidation-

The implementation of this process is left for future work.

8.3.5.3 Exploring Continuous Return Values for LogCluster

As discussed in Section 8.1.2.2, we propose to use LogCluster [35] for
detecting anomalous log sequences. For conducting our experiments,
we use an implementation of LogCluster provided by He et al. [26].
This implementation classifies log sequences as either anomalous
or normal. There is no notion of some log sequences being more
anomalous than others — the decision is binary. However, having a
continuous value as output (like the detectors for anomalous logins
and anomalous jobs) might increase the overall performance of the
SIEM we propose, as this would allow for more fine-grained decision
making. Future work may be performed to investigate this possibility.

Making LogCluster’s output continuous is straight-forward: Log-
Cluster classifies a given log sequence by measuring the vectorised
sequence’s minimum cosine distance to the clusters representing nor-
mal log sequences. We can use this minimum distance as an indicator
for abnormality: The larger it is, the higher the certainty that the log
sequence in question is indeed anomalous. In order to make the min-
imum distance suitable as an anomaly score (which must lie in the
range [0, 1]), we can apply it to a sigmoid function.

The anomaly score ps(s) of a user session s can then be calculated
as follows: Let b; ... b, denote the log sequences contained in s. Let
dist(b;) denote the cosine distance of log sequence by to the nearest
cluster of normal behaviour as calculated by LogCluster. We define
p3(s) = sig(max {dist(bx)|k € {1...n}}), where sig(x) = H% [58,
p- 148].

The parameter 13 in the thresholding scheme combining the anomaly
scores must be selected as 3 = sig(d) with § being the hyper-
parameter LogCluster uses as a threshold for distinguishing normal
and anomalous log sequences.

Using this definition for the anomaly score, p3(s) becomes a con-
tinuous value. The question whether this definition improves the
performance of the SIEM we propose must be answered by future
work.



9 SUMMARY & CONCLUSION

9.1 SUMMARY

In this Section, we summarise the contents of this work. Chapter 1
motivates our research and explains its goals. Further, it poses re-
search questions which are investigated over the course of this thesis.
Chapter 2 provides background knowledge regarding attacks on HPC
systems and common log files in HPC environments. In Chapter 3, we
introduce related work. Section 3.1 deals with existing methods for
anomaly detection using log data and Section 3.2 introduces methods
for novelty detection. Chapter 4 contains the main contribution of
this thesis, which is an architecture for a SIEM suited for anomaly
detection in HPC systems. A broad overview of this architecture is
provided in Section 4.1. Section 4.2 and Section 4.3 consider the issues
of preprocessing and grouping log data. Four different anomaly de-
tectors are proposed in Section 4.4. Each of these detectors is aimed
at discovering one distinct type of anomaly in log data: anomalous
logins, anomalous movement, anomalous system log messages and
anomalous jobs.

We perform experiments to determine the most suitable algorithm
for each of the proposed anomaly detectors (except the anomalous
movement detector, for which we limit ourselves to a conceptual anal-
ysis). In Chapter 5, we explain the methodology for these experiments,
Chapter 6 contains implementation details and Chapter 7 contains the
results. In Chapter 8, we discuss the results and the limitations of our
approach. We find that the algorithms OCSVM-SGD, LogCluster and
LOF with distance metric Bray-Curtis dissimilarity are suited best for
detecting anomalous logins, system log messages and jobs respectively
and perform very well in terms of the selected performance metrics.
We assume that the detectors for anomalous logins and anomalous
jobs perform well in a real-life setting. However, because of a lack of
real-world examples of anomalous log data, we cannot make claims
about the anomalous log messages detector’s performance in the field.
Additionally, we make suggestions for future work.

9.2 CONCLUSION

In this thesis, we propose an architecture for a SIEM to be deployed in
HPC environments. This SIEM is able to detect actions with malicious
intent though the analysis of log files that are typically available in
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HPC systems., Our experimental results suggest that the log files in
question provide sufficient information to perform such a detection,
however, the reliability of detection in a real-world setting is subject to
future work.
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A HYPER-PARAMETER SEARCH

This Section includes the results of every tested combination of hyper-
parameters during hyper-parameter optimisation.

A1 ANOMALOUS LOGIN DETECTOR

In this Section, we present the results we obtained during hyper-
parameter optimisation of the candidate models for the anomalous
login detector. The naming of the methods reflects the hyper-parameter
combination tested:

e IsolationForest-{t}

o LOF-{distance metric}

OCSVM-{kernel function}-{y}-{v}

OCSVM-SGD-{kernel function}-{y}-{v}

OCSVM-SGD-ad.{kernel function}-{y}-{v}

Table A.1 contains the number of true/false positives/negatives;
Table A.2 contains the derived metrics and efficiency.

METHOD TP FP FP TN

OCSVM-SGD-ad.-sigm.-0.8-0.1 19 1 2498 237
OCSVM-SGD-ad.-sigm.-0.6-0.1 20 0 2499 236
OCSVM-SGD-sigm.-0.8-0.9 235 2429 70 21
OCSVM-SGD-ad.-sigm.-0.8-0.8 245 2490 9 11
OCSVM-SGD-ad.-sigm.-0.8-0.9 246 2496 3 10
OCSVM-5GD-sigm.-0.8-0.8 234 2314 185 22
OCSVM-SGD-ad.-sigm.-0.6-0.8 252 2479 20 4
OCSVM-5GD-ad.-sigm.-0.6-0.9 255 2499 0

OCSVM-5GD-sigm.-0.6-0.9 246 2394 105 10
OCSVM-SGD-ad.-sigm.-0.4-0.9 256 2491 8
OCSVM-SGD-ad.-sigm.-0.3-0.9 256 2470 29
OCSVM-5GD-ad.-rbf-0.8-0.9 256 2458 41
OCSVM-5GD-ad.-rbf-0.6-0.9 256 2450 49
OCSVM-SGD-rbf-0.8-0.9 256 2443 56
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METHOD

TP

FP

TN

'|'|
z

OCSVM-SGD-ad.-rbf-0.4-0.9
OCSVM-5GD-ad.-sigm.-0.2-0.9
OCSVM-SGD-rbf-0.6-0.9
OCSVM-SGD-ad.-rbf-0.3-0.9
OCSVM-5GD-ad.-sigm.-0.1-0.9
OCSVM-SGD-rbf-0.4-0.9
OCSVM-SGD-ad.-rbf-0.2-0.9
OCSVM-SGD-rbf-0.3-0.9
OCSVM-SGD-sigm.-0.4-0.9
OCSVM-SGD-rbf-0.2-0.9
OCSVM-SGD-ad.-rbf-0.1-0.9
OCSVM-SGD-rbf-0.1-0.9
OCSVM-5GD-ad.-sigm.-0.4-0.8
OCSVM-SGD-ad.-rbf-0.8-0.8
OCSVM-SGD-sigm.-0.3-0.9
OCSVM-5GD-sigm.-0.1-0.9
OCSVM-SGD-sigm.-0.2-0.9
OCSVM-SGD-ad.-rbf-0.6-0.8
OCSVM-poly-0.8-0.9
OCSVM-sigm.-0.6-0.9
OCSVM-sigm.-0.8-0.9
OCSVM-SGD-ad.-rbf-0.4-0.8
OCSVM-sigm.-0.3-0.9
OCSVM-poly-0.4-0.9
OCSVM-sigm.-0.4-0.9
OCSVM-SGD-sigm.-0.6-0.8
OCSVM-sigm.-0.2-0.9
OCSVM-rbf-scale-0.9
OCSVM-rbf-0.4-0.9
OCSVM-sigm.-0.1-0.9
OCSVM-SGD-ad.-rbf-0.3-0.8
OCSVM-poly-0.2-0.9
OCSVM-rbf-0.3-0.9
OCSVM-sigm.-scale-0.9
OCSVM-poly-auto-0.9
OCSVM-SGD-rbf-0.8-0.8
OCSVM-SGD-rbf-0.4-0.8

256
256
256
256
256
256
256
256
255
256
256
256
253
256
256
256
256
256
256
256
256
256
256
256
256
245
256
256
256
256
256
256
256
256
256
256
256

2424
2424
2422
2416
2403
2386
2374
2371
2343
2352
2352
2338
2297
2327
2310
2294
2293
2287
2275
2274
2274
2250
2246
2245
2243
2133
2240
2235
2234
2218
2214
2207
2206
2203
2196
2190
2187

75

75

77

83

96
113
125
128
156
147
147
161
202
172
189
205
206
212
224
225
225
249
253
254
256
366
259
264
265
281
285
292
293
296
303
309
312
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OCSVM-SGD-rbf-0.6-0.8
OCSVM-sigm.-auto-0.9
OCSVM-poly-scale-0.9
OCSVM-SGD-rbf-0.3-0.8
OCSVM-SGD-rbf-0.2-0.8
OCSVM-SGD-ad.-sigm.-0.3-0.8
OCSVM-rbf-0.2-0.9
OCSVM-SGD-ad.-rbf-0.2-0.8
OCSVM-5GD-ad.-sigm.-0.1-0.8
OCSVM-lin.-scale-0.9
OCSVM-lin.-auto-0.9
OCSVM-lin.-0.1-0.9
OCSVM-lin.-0.2-0.9
OCSVM-lin.-0.3-0.9
OCSVM-lin.-0.4-0.9
OCSVM-lin.-0.6-0.9
OCSVM-lin.-0.8-0.9
OCSVM-rbf-auto-o0.9
OCSVM-poly-0.3-0.9
OCSVM-rbf-0.8-0.9
OCSVM-poly-0.1-0.9
OCSVM-rbf-0.6-0.9
OCSVM-rbf-0.1-0.9
OCSVM-SGD-rbf-0.1-0.8
OCSVM-SGD-ad.-rbf-0.8-0.7
OCSVM-poly-0.8-0.8
OCSVM-SGD-ad.-rbf-0.1-0.8
OCSVM-poly-0.2-0.8
OCSVM-poly-0.4-0.8
OCSVM-poly-0.6-0.9
OCSVM-poly-0.1-0.8
OCSVM-SGD-sigm.-0.8-0.7
OCSVM-rbf-0.4-0.8
OCSVM-SGD-ad.-rbf-0.6-0.7
OCSVM-rbf-0.3-0.8
OCSVM-sigm.-0.8-0.8
OCSVM-SGD-sigm.-0.2-0.8

256
256
256
256
256
254
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
228
256
256
256
255
255

2186
2176
2171
2164
2159
2137
2154
2154
2149
2143
2143
2143
2143
2143
2143
2143
2143
2139
2138
2132
2131
2128
2121
2101
2097
2087
2081
2072
2072
2068
2066
1798
2049
2046
2044
2033
2025

313
323
328
335
340
362
345
345
350
356
356
356
356
356
356
356
356
360
361
367
368
371
378
398
402
412
418
427
427
431
433
701
450
453
455
466
474

O O O O O O © O O O O © O O O O O O O O O o o oo o h o o o o o

N
(0¢}

_ = O O O

81



82

METHOD
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FN

OCSVM-5GD-sigm.-0.1-0.8
OCSVM-5GD-ad.-sigm.-0.2-0.8
OCSVM-SGD-sigm.-0.4-0.8
OCSVM-rbf-0.6-0.8
OCSVM-sigm.-0.6-0.8
OCSVM-SGD-ad.-sigm.-0.4-0.1
OCSVM-rbf-0.1-0.8
OCSVM-SGD-sigm.-0.3-0.8
OCSVM-sigm.-0.4-0.8
OCSVM-SGD-ad.-rbf-0.4-0.7
OCSVM-rbf-auto-0.8
OCSVM-rbf-0.8-0.8
OCSVM-sigm.-0.1-0.8
OCSVM-poly-auto-0.8
OCSVM-sigm.-0.2-0.8
OCSVM-SGD-rbf-0.8-0.7
OCSVM-rbf-0.2-0.8
OCSVM-sigm.-0.3-0.8
OCSVM-lin.-scale-0.8
OCSVM-lin.-auto-0.8
OCSVM-lin.-0.1-0.8
OCSVM-Ilin.-0.2-0.8
OCSVM-lin.-0.3-0.8
OCSVM-lin.-0.4-0.8
OCSVM-lin.-0.6-0.8
OCSVM-Iin.-0.8-0.8
OCSVM-SGD-rbf-0.6-0.7
OCSVM-5SGD-ad.-rbf-0.3-0.7
OCSVM-sigm.-scale-0.8
OCSVM-poly-scale-0.8
OCSVM-sigm.-auto-0.8
OCSVM-rbf-scale-0.8
OCSVM-rbf-0.8-0.7
OCSVM-poly-0.8-0.7
OCSVM-rbf-0.4-0.7
OCSVM-rbf-0.6-0.7
OCSVM-rbf-scale-o0.7

256
255
255
256
255

29
256
255
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256

2030
2018
2009
2014
1999

2003
1992
1995
1990
1986
1983
1981
1969
1966
1959
1952
1951
1949
1949
1949
1949
1949
1949
1949
1949
1946
1936
1927
1924
1924
1923
1907
1905
1896
1856
1846

469
481
490
485
500
2499
496
507
504
509
513
516
518
530
533
540
547
548
550
550
550
550
550
550
550
550
553
563
572
575
575
576
592
594
603
643
653
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OCSVM-poly-0.3-0.8
OCSVM-poly-0.6-0.8
OCSVM-SGD-ad.-rbf-0.2-0.7
OCSVM-SGD-rbf-0.3-0.7
OCSVM-SGD-ad.-rbf-0.8-0.6
OCSVM-sigm.-0.1-0.7
OCSVM-poly-0.2-0.7
OCSVM-rbf-0.2-0.7
OCSVM-SGD-rbf-0.4-0.7
OCSVM-SGD-rbf-0.2-0.7
OCSVM-poly-0.4-0.7
OCSVM-rbf-0.6-0.6
OCSVM-sigm.-0.8-0.7
OCSVM-sigm.-0.3-0.7
OCSVM-SGD-sigm.-0.6-0.7
OCSVM-SGD-poly-0.1-0.9
OCSVM-rbf-0.8-0.6
OCSVM-sigm.-auto-0.7
OCSVM-poly-o.1-0.7
OCSVM-sigm.-0.6-0.7
OCSVM-sigm.-0.4-0.7
OCSVM-SGD-ad.-rbf-0.6-0.6
OCSVM-rbf-0.4-0.6

OCSVM-5GD-ad.-poly-0.1-0.9

OCSVM-rbf-auto-0.7
OCSVM-SGD-rbf-o0.1-0.7
OCSVM-rbf-0.3-0.7
OCSVM-lin.-scale-0.7
OCSVM-lin.-auto-0.7
OCSVM-lin.-0.1-0.7
OCSVM-lin.-0.2-0.7
OCSVM-lin.-0.3-0.7
OCSVM-lin.-0.4-0.7
OCSVM-lin.-0.6-0.7
OCSVM-lin.-0.8-0.7
OCSVM-poly-0.8-0.6
OCSVM-sigm.-0.2-0.7

256
256
256
256
256
256
256
256
256
256
256
256
254
255
239
256
256
256
256
254
256
256
256
255
256
256
256
256
256
256
256
256
256
256
256
256
255

1845
1836
1831
1816
1809
1808
1806
1800
1797
1794
1793
1789
1767
1770
1640
1771
1762
1759
1752
1722
1734
1733
1728
1716
1718
1715
1711
1709
1709
1709
1709
1709
1709
1709
1709
1703
1695

654
663
668
683
690
691
693
699
702
705
706
710
732
729
859
728
737
740
747
777
765
766
771
783
781
784
788
790
790
790
790
790
790
790
790
796
804
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OCSVM-5GD-sigm.-0.2-0.7
OCSVM-SGD-sigm.-0.3-0.7
OCSVM-sigm.-scale-0.7
OCSVM-poly-scale-0.7
OCSVM-SGD-sigm.-0.4-0.7
OCSVM-rbf-o0.1-0.7
OCSVM-SGD-sigm.-0.1-0.7
OCSVM-poly-0.4-0.6
OCSVM-SGD-ad.-rbf-o0.1-0.7
OCSVM-poly-0.3-0.7
OCSVM-rbf-0.8-0.5
OCSVM-SGD-ad.-rbf-0.4-0.6
OCSVM-rbf-scale-0.6
OCSVM-poly-auto-o0.7
OCSVM-poly-0.6-0.7
OCSVM-rbf-0.3-0.6
OCSVM-rbf-0.6-0.4
OCSVM-rbf-0.2-0.6
OCSVM-poly-scale-0.6
OCSVM-SGD-lin.-0.1-0.9
OCSVM-SGD-lin.-0.2-0.9
OCSVM-SGD-lin.-0.3-0.9
OCSVM-SGD-lin.-0.4-0.9
OCSVM-SGD-lin.-0.6-0.9
OCSVM-5GD-lin.-0.8-0.9
OCSVM-5GD-poly-0.1-0.8
OCSVM-sigm.-0.8-0.6
OCSVM-SGD-rbf-0.6-0.6
OCSVM-rbf-0.1-0.6
OCSVM-lin.-scale-0.6
OCSVM-lin.-auto-0.6
OCSVM-lin.-0.1-0.6
OCSVM-lin.-0.2-0.6
OCSVM-lin.-0.3-0.6
OCSVM-lin.-0.4-0.6
OCSVM-lin.-0.6-0.6
OCSVM-lin.-0.8-0.6

255
254
255
256
253
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
256
253
256
256
255
255
255
255
255
255
255
255

1684
1676
1678
1684
1650
1664
1662
1651
1649
1644
1641
1641
1629
1626
1617
1606
1599
1592
1580
1571
1571
1571
1571
1571
1571
1563
1537
1548
1546
1537
1537
1537
1537
1537
1537
1537
1537

815
823
821
815
849
835
837
848
850
855
858
858
870
873
882
893
900
907
919
928
928
928
928
928
928
936
962
951
953
962
962
962
962
962
962
962
962
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OCSVM-SGD-rbf-0.8-0.6
OCSVM-rbf-auto-0.6
OCSVM-rbf-0.6-0.5
OCSVM-rbf-0.4-0.4
OCSVM-poly-0.1-0.6
OCSVM-poly-0.8-0.5
OCSVM-rbf-0.8-0.4
OCSVM-5GD-ad.-sigm.-0.1-0.1
OCSVM-poly-0.3-0.6
OCSVM-SGD-ad.-rbf-0.3-0.6
OCSVM-SGD-ad.-lin.-0.1-0.9
OCSVM-SGD-ad.-lin.-0.2-0.9
OCSVM-5GD-ad.-lin.-0.3-0.9
OCSVM-SGD-ad.-lin.-0.4-0.9
OCSVM-SGD-ad.-lin.-0.6-0.9
OCSVM-SGD-ad.-lin.-0.8-0.9
OCSVM-sigm.-0.1-0.6
OCSVM-rbf-0.4-0.5
iForest-1000-0.5
OCSVM-sigm.-auto-0.6
iForest-500-0.5
OCSVM-sigm.-0.4-0.6
iForest-200-0.5
OCSVM-5GD-ad.-poly-0.1-0.8
iForest-30-0.5
OCSVM-poly-auto-0.6
OCSVM-sigm.-0.2-0.6
OCSVM-rbf-scale-0.5
iForest-10-0.5
OCSVM-rbf-0.8-0.3
OCSVM-SGD-rbf-0.4-0.6
iForest-50-0.5
OCSVM-sigm.-0.3-0.6
iForest-100-0.5
OCSVM-sigm.-0.6-0.6
iForest-20-0.5
OCSVM-poly-0.2-0.6

256
256
256
256
256
255
256

37
256
256
255
255
255
255
255
255
255
256
248
255
247
254
247
254
245
254
256
256
245
256
256
248
254
248
254
245
256

1544
1543
1530
1529
1528
1519
1521

1515
1515
1507
1507
1507
1507
1507
1507
1504
1505
1449
1497
1442
1489
1439
1486
1421
1481
1493
1491
1411
1480
1479
1421
1461
1420
1460
1399
1472

955
956
969
970
971
980
978
2499
984
984
992
992
992
992
992
992
995
994
1050
1002
1057
1010
1060
1013
1078
1018
1006
1008
1088
1019
1020
1078
1038
1079
1039
1100
1027
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86

METHOD

TP

FP

TN

'|'|
z

OCSVM-sigm.-scale-0.6
OCSVM-poly-0.2-0.5
OCSVM-rbf-0.1-0.5
OCSVM-poly-0.4-0.5
OCSVM-SGD-rbf-0.3-0.6
OCSVM-SGD-ad.-rbf-0.2-0.6
OCSVM-poly-0.1-0.5
OCSVM-poly-0.6-0.6
OCSVM-rbf-0.6-0.3
OCSVM-poly-scale-0.5
OCSVM-SGD-rbf-0.2-0.6
OCSVM-rbf-0.2-0.5
OCSVM-rbf-0.8-0.2
OCSVM-rbf-0.3-0.5
OCSVM-rbf-0.8-0.1
OCSVM-poly-auto-o.5
OCSVM-SGD-sigm.-0.1-0.6
OCSVM-SGD-lin.-0.1-0.8
OCSVM-SGD-lin.-0.2-0.8
OCSVM-SGD-lin.-0.3-0.8
OCSVM-SGD-lin.-0.4-0.8
OCSVM-SGD-lin.-0.6-0.8
OCSVM-SGD-lin.-0.8-0.8
OCSVM-sigm.-auto-0.5
OCSVM-SGD-rbf-0.1-0.6
OCSVM-5GD-ad.-sigm.-0.8-0.2
OCSVM-5GD-sigm.-0.2-0.6
OCSVM-poly-0.3-0.5
OCSVM-sigm.-0.1-0.5
OCSVM-5GD-poly-o.1-0.7
OCSVM-rbf-auto-o0.5
OCSVM-5GD-ad.-lin.-0.1-0.8
OCSVM-SGD-ad.-lin.-0.2-0.8
OCSVM-SGD-ad.-lin.-0.3-0.8
OCSVM-SGD-ad.-lin.-0.4-0.8
OCSVM-5GD-ad.-lin.-0.6-0.8
OCSVM-SGD-ad.-lin.-0.8-0.8

256
255
256
255
256
256
255
256
256
255
256
256
256
256
256
254
253
255
255
255
255
255
255
253
256

41
253
255
253
254
256
252
252
252
252
252
252

1456
1448
1452
1443
1444
1439
1418
1422
1422
1414
1420
1411
1406
1405
1402
1385
1355
1364
1364
1364
1364
1364
1364
1349
1366

1342
1349
1333
1338
1342
1309
1309
1309
1309
1309
1309

1043
1051
1047
1056
1055
1060
1081
1077
1077
1085
1079
1088
1093
1094
1097
1114
1144
1135
1135
1135
1135
1135
1135
1150
1133
2496
1157
1150
1166
1161
1157
1190
1190
1190
1190
1190
1190
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A.1 ANOMALOUS LOGIN DETECTOR |

METHOD

TP

FP

TN

FN

OCSVM-sigm.-0.3-0.5
OCSVM-5GD-ad.-rbf-0.8-0.5
OCSVM-SGD-poly-0.2-0.9
iForest-100-0.4
OCSVM-sigm.-0.8-0.5
OCSVM-rbf-0.3-0.4
iForest-10-0.4
OCSVM-sigm.-0.2-0.5
OCSVM-sigm.-0.6-0.5
OCSVM-SGD-sigm.-0.3-0.6
OCSVM-SGD-ad.-rbf-0.6-0.5
OCSVM-sigm.-scale-0.5
OCSVM-sigm.-0.4-0.5
iForest-200-0.4
OCSVM-lin.-scale-0.5
OCSVM-lin.-auto-0.5
OCSVM-lin.-0.1-0.5
OCSVM-lin.-0.2-0.5
OCSVM-lin.-0.3-0.5
OCSVM-lin.-0.4-0.5
OCSVM-lin.-0.6-0.5
OCSVM-lin.-0.8-0.5
OCSVM-SGD-sigm.-0.6-0.6
iForest-50-0.4

iForest-500-0.4
OCSVM-rbf-0.4-0.3
OCSVM-SGD-ad.-sigm.-0.6-0.2
iForest-1000-0.4
OCSVM-rbf-0.6-0.2
OCSVM-5GD-ad.-sigm.-0.3-0.1
iForest-30-0.4
OCSVM-SGD-sigm.-0.4-0.6
OCSVM-SGD-ad.-sigm.-0.1-0.7
OCSVM-rbf-0.2-0.4
iForest-20-0.4
OCSVM-poly-0.8-0.4
OCSVM-5GD-ad.-poly-o0.1-0.7

251
256
256
243
253
256
237
252
252
252
256
253
252
243
253
253
253
253
253
253
253
253
238
240
244
256

43
244
256

43
240
252
250
256
241
255
252

1295
1323
1306
1219
1279
1297
1177
1265
1265
1265
1289
1270
1263
1207
1265
1265
1265
1265
1265
1265
1265
1265
1174
1186
1209
1280

1205
1275

1172
1243
1227
1255
1166
1238
1218

1204
1176
1193
1280
1220
1202
1322
1234
1234
1234
1210
1229
1236
1292
1234
1234
1234
1234
1234
1234
1234
1234
1325
1313
1290
1219
2497
1294
1224
2499
1327
1256
1272
1244
1333
1261
1281

13
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METHOD

TP

FP

TN

FN

OCSVM-poly-auto-o.4
OCSVM-poly-0.6-0.5
OCSVM-SGD-ad.-sigm.-0.8-0.7
OCSVM-5GD-ad.-poly-0.2-0.9
OCSVM-rbf-0.6-0.1
OCSVM-SGD-poly-0.2-0.8
OCSVM-rbf-0.3-0.3
OCSVM-SGD-rbf-0.8-0.5
OCSVM-poly-0.3-0.4
OCSVM-SGD-sigm.-0.8-0.6
OCSVM-SGD-lin.-0.1-0.7
OCSVM-SGD-lin.-0.2-0.7
OCSVM-SGD-lin.-0.3-0.7
OCSVM-SGD-lin.-0.4-0.7
OCSVM-SGD-lin.-0.6-0.7
OCSVM-5GD-lin.-0.8-0.7
OCSVM-rbf-0.1-0.4
OCSVM-rbf-0.4-0.2
OCSVM-SGD-rbf-0.6-0.5
OCSVM-5GD-ad.-sigm.-0.2-0.7
OCSVM-SGD-rbf-0.4-0.5
OCSVM-rbf-0.1-0.3
OCSVM-rbf-auto-0.4
OCSVM-SGD-poly-0.1-0.6
OCSVM-poly-0.2-0.4
OCSVM-SGD-ad.-rbf-0.1-0.6
OCSVM-5GD-ad.-sigm.-0.3-0.7
OCSVM-5GD-ad.-rbf-0.4-0.5
OCSVM-sigm.-scale-0.4
OCSVM-rbf-scale-0.4
OCSVM-SGD-rbf-0.3-0.5
OCSVM-rbf-scale-0.3
OCSVM-poly-scale-0.4
OCSVM-poly-0.1-0.4
OCSVM-rbf-0.2-0.3
OCSVM-rbf-auto-o0.3

iForest-200-0.3

253
255
216
252
256
253
256
256
255
227
253
253
253
253
253
253
256
256
256
252
256
256
256
253
255
256
250
256
251
256
256
256
255
255
256
256
232

1218
1226

999
1202
1222
1204
1221
1221
1208
1047
1194
1194
1194
1194
1194
1194
1208
1198
1194
1168
1178
1173
1172
1152
1163
1162
1125
1158
1130
1150
1150
1133
1110
1108
1112
1105

977

1281
1273
1500
1297
1277
1295
1278
1278
1291
1452
1305
1305
1305
1305
1305
1305
1291
1301
1305
1331
1321
1326
1327
1347
1336
1337
1374
1341
1369
1349
1349
1366
1389
1391
1387
1394
1522
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A1 ANOMALOUS LOGIN DETECTOR | 89

METHOD TP FP TN FN
OCSVM-SGD-rbf-0.2-0.5 256 1102 1397 0
OCSVM-lin.-scale-0.4 251 1074 1425 5
OCSVM-lin.-auto-0.4 251 1074 1425 5
OCSVM-lin.-0.1-0.4 251 1074 1425 5
OCSVM-lin.-0.2-0.4 251 1074 1425 5
OCSVM-lin.-0.3-0.4 251 1074 1425 5
OCSVM-lin.-0.4-0.4 251 1074 1425 5
OCSVM-lin.-0.6-0.4 251 1074 1425 5
OCSVM-lin.-0.8-0.4 251 1074 1425 5
OCSVM-poly-0.4-0.4 255 1093 1406 1
OCSVM-SGD-ad.-rbf-0.3-0.5 256 1097 1402 0
iForest-100-0.3 231 962 1537 25
iForest-10-0.3 229 948 1551 27
iForest-50-0.3 233 968 1531 23
OCSVM-5GD-ad.-sigm.-0.4-0.7 247 1041 1458 9
iForest-1000-0.3 235 975 1524 21
OCSVM-poly-auto-0.3 253 1069 1430 3
OCSVM-sigm.-0.2-0.4 251 1056 1443 5
iForest-500-0.3 235 972 1527 21
OCSVM-5GD-ad.-sigm.-0.2-0.1 49 0 2499 207
OCSVM-poly-0.8-0.3 254 1071 1428 2
OCSVM-SGD-poly-0.2-0.7 253 1065 1434 3
OCSVM-sigm.-auto-0.4 251 1054 1445 5
iForest-20-0.3 234 961 1538 22
OCSVM-sigm.-0.1-0.4 251 1049 1450 5
OCSVM-sigm.-0.8-0.4 251 1047 1452 5
OCSVM-SGD-lin.-0.1-0.6 251 1044 1455 5
OCSVM-SGD-lin.-0.2-0.6 251 1044 1455 5
OCSVM-SGD-lin.-0.3-0.6 251 1044 1455 5
OCSVM-SGD-lin.-0.4-0.6 251 1044 1455 5
OCSVM-SGD-lin.-0.6-0.6 251 1044 1455 5
OCSVM-SGD-lin.-0.8-0.6 251 1044 1455 5
OCSVM-SGD-ad.-sigm.-0.6-0.7 230 934 1565 26
iForest-30-0.3 232 941 1558 24
OCSVM-SGD-poly-0.3-0.9 253 1042 1457 3
OCSVM-sigm.-0.4-0.4 251 1025 1474 5

OCSVM-SGD-ad.-lin.-0.1-0.7 252 1030 1469



90

METHOD

TP

FP

TN

'|'|
z

OCSVM-SGD-ad.-lin.-0.2-0.7
OCSVM-5GD-ad.-lin.-0.3-0.7
OCSVM-SGD-ad.-lin.-0.4-0.7
OCSVM-SGD-ad.-lin.-0.6-0.7
OCSVM-5SGD-ad.-lin.-0.8-0.7
OCSVM-SGD-ad.-poly-0.2-0.8
OCSVM-sigm.-0.6-0.4
OCSVM-SGD-sigm.-0.1-0.5
OCSVM-sigm.-0.3-0.4
OCSVM-poly-0.6-0.4
OCSVM-SGD-sigm.-0.2-0.5
OCSVM-rbf-0.4-0.1
OCSVM-rbf-0.3-0.2
OCSVM-SGD-rbf-0.8-0.4
OCSVM-SGD-ad.-rbf-0.2-0.5
OCSVM-SGD-rbf-0.1-0.5
OCSVM-SGD-rbf-0.6-0.4
OCSVM-SGD-sigm.-0.3-0.5
OCSVM-rbf-0.2-0.2
OCSVM-5GD-ad.-poly-0.1-0.6
OCSVM-SGD-poly-0.1-0.5
OCSVM-poly-0.4-0.3
OCSVM-rbf-scale-o0.2
OCSVM-5GD-poly-0.3-0.8
OCSVM-rbf-0.3-0.1
OCSVM-lin.-scale-0.3
OCSVM-lin.-auto-0.3
OCSVM-lin.-0.1-0.3
OCSVM-lin.-0.2-0.3
OCSVM-lin.-0.3-0.3
OCSVM-lin.-0.4-0.3
OCSVM-lin.-0.6-0.3
OCSVM-lin.-0.8-0.3
OCSVM-poly-auto-o.1
OCSVM-poly-0.1-0.3
OCSVM-poly-0.2-0.3
OCSVM-SGD-rbf-0.4-0.4

252
252
252
252
252
252
251
251
251
255
253
256
256
256
256
256
256
251
256
251
251
254
256
252
256
252
252
252
252
252
252
252
252
252
254
254
256

1030
1030
1030
1030
1030
1029
1018
1013
1010
1028
1009
1021
1019
1016
987
986
982
949
966
933
927
939
943
903
921
900
900
900
900
900
900
900
900
899
905
901
910

1469
1469
1469
1469
1469
1470
1481
1486
1489
1471
1490
1478
1480
1483
1512
1513
1517
1550
1533
1566
1572
1560
1556
1596
1578
1599
1599
1599
1599
1599
1599
1599
1599
1600
1594
1598
1589
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A.1 ANOMALOUS LOGIN DETECTOR |

METHOD

TP

FP

TN

FN

OCSVM-SGD-sigm.-0.4-0.5
OCSVM-SGD-poly-0.2-0.6
OCSVM-poly-scale-0.3
OCSVM-5GD-ad.-sigm.-0.1-0.2
iForest-10-0.2
OCSVM-poly-0.3-0.3
iForest-20-0.2

iForest-500-0.2
iForest-1000-0.2
OCSVM-poly-0.6-0.3
OCSVM-SGD-lin.-0.1-0.5
OCSVM-SGD-lin.-0.2-0.5
OCSVM-5SGD-lin.-0.3-0.5
OCSVM-SGD-lin.-0.4-0.5
OCSVM-SGD-lin.-0.6-0.5
OCSVM-SGD-lin.-0.8-0.5
iForest-100-0.2

iForest-200-0.2
OCSVM-SGD-rbf-0.3-0.4
OCSVM-5GD-sigm.-0.6-0.5
iForest-50-0.2
OCSVM-5GD-ad.-sigm.-0.2-0.6
OCSVM-SGD-ad.-rbf-0.8-0.1
iForest-30-0.2
OCSVM-rbf-o0.1-0.2
OCSVM-SGD-ad.-lin.-0.1-0.6
OCSVM-SGD-ad.-lin.-0.2-0.6
OCSVM-5GD-ad.-lin.-0.3-0.6
OCSVM-SGD-ad.-lin.-0.4-0.6
OCSVM-SGD-ad.-lin.-0.6-0.6
OCSVM-5GD-ad.-lin.-0.8-0.6
OCSVM-SGD-ad.-poly-o0.2-0.7
OCSVM-SGD-ad.-poly-0.3-0.9
OCSVM-poly-auto-o0.2
OCSVM-SGD-ad.-rbf-0.6-0.1
OCSVM-sigm.-0.8-0.3
OCSVM-SGD-rbf-0.2-0.4

250
253
254

68
206
254
208
217
218
254
251
251
251
251
251
251
217
218
256
238
216
245

67
214
256
251
251
251
251
251
251
252
251
253

74
247
256

877
888
891

50
666
875
669
707
706
864
848
848
848
848
848
848
698
701
865
783
682
805

33
667
847
824
824
824
824
824
824
824
817
825

59
790
825

1622
1611
1608
2449
1833
1624
1830
1792
1793
1635
1651
1651
1651
1651
1651
1651
1801
1798
1634
1716
1817
1694
2466
1832
1652
1675
1675
1675
1675
1675
1675
1675
1682
1674
2440
1709
1674

188
50

48
39
38

g1 1 1 01 g a1 N

39
38

18
40
11
189

i
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92 | HYPER-PARAMETER SEARCH

METHOD TP FP N FN
OCSVM-SGD-poly-0.3-0.7 251 789 1710 5
OCSVM-sigm.-0.1-0.3 252 792 1707 4
OCSVM-sigm.-scale-0.3 251 785 1714 5
OCSVM-sigm.-0.2-0.3 251 780 1719 5
OCSVM-SGD-ad.-rbf-0.8-0.4 256 798 1701 0
OCSVM-sigm.-auto-0.3 252 774 1725 4
OCSVM-SGD-ad.-rbf-0.6-0.4 256 787 1712 0
OCSVM-SGD-poly-0.4-0.9 252 770 1729 4
OCSVM-sigm.-0.6-0.3 248 753 1746 8
OCSVM-SGD-ad.-sigm.-0.1-0.6 247 744 1755 9
OCSVM-5GD-rbf-0.8-0.3 256 765 1734 0
OCSVM-rbf-0.2-0.1 256 756 1743 0
OCSVM-sigm.-0.3-0.3 250 729 1770 6
OCSVM-SGD-poly-0.2-0.5 251 729 1770 5
OCSVM-rbf-scale-o0.1 256 746 1753 0
OCSVM-SGD-rbf-0.6-0.3 256 743 1756 0
OCSVM-sigm.-0.4-0.3 249 713 1786 7
OCSVM-SGD-ad.-poly-0.1-0.5 249 711 1788 7
OCSVM-rbf-auto-o.2 256 733 1766 0
OCSVM-5GD-poly-0.1-0.4 251 710 1789 5
OCSVM-SGD-sigm.-0.1-0.4 251 701 1798 5

OCSVM-SGD-ad.-sigm.-0.4-0.2 70 8 2491 186

OCSVM-SGD-ad.-poly-0.2-0.6 251 686 1813 5
OCSVM-SGD-sigm.-0.2-0.4 251 683 1816 5
OCSVM-SGD-ad.-poly-0.3-0.8 252 682 1817 4
OCSVM-SGD-rbf-0.1-0.4 256 695 1804 0
OCSVM-SGD-poly-0.4-0.8 251 665 1834 5
iForest-200-0.1 178 396 2103 78
iForest-10-0.1 167 352 2147 89
OCSVM-poly-0.8-0.2 253 663 1836

OCSVM-SGD-ad.-rbf-0.1-0.5 256 672 1827

OCSVM-poly-0.6-0.2 253 659 1840

OCSVM-SGD-poly-0.3-0.6 251 651 1848

iForest-500-0.1 180 394 2105 76
OCSVM-SGD-rbf-0.4-0.3 256 666 1833 0
iForest-100-0.1 179 387 2112 77

OCSVM-SGD-ad.-rbf-0.4-0.4 256 663 1836 0



A.1 ANOMALOUS LOGIN DETECTOR |

METHOD

TP

FP

TN

FN

OCSVM-SGD-sigm.-0.8-0.5
OCSVM-SGD-sigm.-0.3-0.4
OCSVM-SGD-ad.-sigm.-0.8-0.3
iForest-1000-0.1
OCSVM-SGD-lin.-0.1-0.4
OCSVM-5GD-lin.-0.2-0.4
OCSVM-SGD-lin.-0.3-0.4
OCSVM-SGD-lin.-0.4-0.4
OCSVM-5GD-lin.-0.6-0.4
OCSVM-SGD-lin.-0.8-0.4
OCSVM-rbf-auto-o.1
iForest-30-0.1

iForest-20-0.1
OCSVM-SGD-ad.-sigm.-0.2-0.2
OCSVM-SGD-ad.-lin.-0.1-0.5
OCSVM-SGD-ad.-lin.-0.2-0.5
OCSVM-5GD-ad.-lin.-0.3-0.5
OCSVM-SGD-ad.-lin.-0.4-0.5
OCSVM-SGD-ad.-lin.-0.6-0.5
OCSVM-5SGD-ad.-lin.-0.8-0.5
OCSVM-SGD-ad.-sigm.-0.3-0.6
OCSVM-poly-scale-0.2
OCSVM-poly-0.4-0.2
OCSVM-rbf-0.1-0.1
OCSVM-SGD-ad.-rbf-0.3-0.4
OCSVM-SGD-rbf-0.3-0.3
OCSVM-poly-0.3-0.2
iForest-50-0.1
OCSVM-poly-0.2-0.2
OCSVM-poly-o.1-0.2
OCSVM-5GD-ad.-sigm.-0.3-0.2
OCSVM-sigm.-scale-0.2
OCSVM-sigm.-auto-o0.2
OCSVM-5GD-poly-0.4-0.7
OCSVM-5GD-ad.-poly-0.3-0.7
OCSVM-sigm.-0.2-0.2
OCSVM-sigm.-0.8-0.2

213
247

73
183
251
251
251
251
251
251
256
176
173

84
251
251
251
251
251
251
241
253
253
256
256
256
253
182
253
253

86
251
252
252
251
251
241

504
622

393
633
633
633
633
633
633
649
366
354

39
623
623
623
623
623
623
583
622
620
629
629
627
613
358
593
587

30
576
577
576
568
566
526

1995
1877
2496
2106
1866
1866
1866
1866
1866
1866
1850
2133
2145
2460
1876
1876
1876
1876
1876
1876
1916
1877
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1886
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2469
1923
1922
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1973
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METHOD

TP

FP

TN

'|'|
z

OCSVM-5GD-poly-0.2-0.4
OCSVM-lin.-scale-0.2
OCSVM-lin.-auto-o0.2
OCSVM-lin.-0.1-0.2
OCSVM-lin.-0.2-0.2
OCSVM-lin.-0.3-0.2
OCSVM-lin.-0.4-0.2
OCSVM-lin.-0.6-0.2
OCSVM-lin.-0.8-0.2
OCSVM-SGD-sigm.-0.4-0.4
OCSVM-SGD-ad.-rbf-0.2-0.4
OCSVM-5GD-ad.-poly-0.4-0.9
OCSVM-5GD-ad.-sigm.-0.6-0.3
OCSVM-SGD-rbf-0.2-0.3
OCSVM-sigm.-0.6-0.2
OCSVM-sigm.-0.1-0.2
OCSVM-SGD-poly-0.3-0.5
OCSVM-sigm.-0.4-0.2
OCSVM-5GD-poly-0.1-0.3
OCSVM-5GD-ad.-poly-0.2-0.5
OCSVM-SGD-ad.-rbf-0.1-0.1
OCSVM-sigm.-0.3-0.2
OCSVM-5GD-poly-0.4-0.6
OCSVM-5GD-ad.-sigm.-0.8-0.4
OCSVM-5GD-lin.-0.1-0.3
OCSVM-SGD-lin.-0.2-0.3
OCSVM-SGD-lin.-0.3-0.3
OCSVM-5GD-lin.-0.4-0.3
OCSVM-SGD-lin.-0.6-0.3
OCSVM-SGD-lin.-0.8-0.3
OCSVM-5GD-ad.-poly-0.1-0.4
OCSVM-SGD-ad.-poly-0.8-0.1
OCSVM-SGD-ad.-sigm.-0.4-0.6
OCSVM-5GD-ad.-poly-0.4-0.8
OCSVM-SGD-rbf-0.8-0.2
OCSVM-SGD-ad.-poly-0.3-0.6
OCSVM-SGD-sigm.-0.6-0.4

252
252
252
252
252
252
252
252
252
244
256
251

83
256
247
252
252
250
252
248
103
250
252

91
252
252
252
252
252
252
247

91
229
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550
550
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53
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449
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1965
2494
1953
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2050
2130
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A.1 ANOMALOUS LOGIN DETECTOR |

METHOD

TP

FP

TN

FN

OCSVM-SGD-ad.-poly-0.6-0.1
OCSVM-SGD-poly-0.6-0.9
OCSVM-SGD-ad.-lin.-0.1-0.4
OCSVM-SGD-ad.-lin.-0.2-0.4
OCSVM-SGD-ad.-lin.-0.3-0.4
OCSVM-5SGD-ad.-lin.-0.4-0.4
OCSVM-SGD-ad.-lin.-0.6-0.4
OCSVM-SGD-ad.-lin.-0.8-0.4
OCSVM-SGD-rbf-0.6-0.2
OCSVM-SGD-sigm.-0.1-0.3
OCSVM-SGD-rbf-0.1-0.3
OCSVM-SGD-sigm.-0.8-0.1
OCSVM-SGD-sigm.-0.2-0.3
OCSVM-SGD-ad.-poly-0.4-0.7
OCSVM-SGD-poly-0.3-0.4
OCSVM-SGD-poly-0.4-0.5
OCSVM-SGD-poly-0.6-0.8
OCSVM-SGD-ad.-sigm.-0.4-0.3
OCSVM-5GD-poly-0.2-0.3
OCSVM-5GD-ad.-sigm.-0.1-0.5
OCSVM-SGD-ad.-sigm.-0.2-0.5
OCSVM-5GD-ad.-sigm.-0.1-0.3
OCSVM-SGD-rbf-0.4-0.2
OCSVM-5GD-ad.-poly-0.3-0.5
OCSVM-SGD-ad.-rbf-0.4-0.1
OCSVM-SGD-sigm.-0.3-0.3
OCSVM-poly-0.8-0.1
OCSVM-5GD-ad.-poly-0.2-0.4
OCSVM-SGD-ad.-poly-o0.1-0.1
OCSVM-poly-0.1-0.1
OCSVM-poly-scale-o0.1
OCSVM-poly-0.4-0.1
OCSVM-poly-0.2-0.1
OCSVM-poly-0.6-0.1
OCSVM-5GD-ad.-sigm.-0.8-0.5
OCSVM-SGD-ad.-sigm.-0.6-0.6
OCSVM-SGD-sigm.-0.8-0.4

102
252
247
247
247
247
247
247
256
249
256

97
245
245
252
252
252
113
252
232
231
128
256
241
132
243
253
245
126
253
253
253
253
253
119
194
202

29
445
431
431
431
431
431
431
438
418
436

392
389
405
404
400

36
395
339
336

72
385
345

73
347
371
351

54
363
362
361
357
357
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213
232

2470
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2068
2068
2068
2061
2081
2063
2496
2107
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| HYPER-PARAMETER SEARCH

METHOD

TP

FP

TN

FN

OCSVM-5GD-ad.-poly-0.4-0.6
OCSVM-SGD-poly-o0.6-0.7
OCSVM-SGD-ad.-rbf-0.4-0.3
OCSVM-SGD-ad.-rbf-0.6-0.3
OCSVM-poly-0.3-0.1
OCSVM-SGD-ad.-rbf-0.1-0.4
OCSVM-SGD-ad.-sigm.-0.6-0.4
OCSVM-SGD-sigm.-0.4-0.3
OCSVM-5GD-ad.-sigm.-0.2-0.3
OCSVM-SGD-ad.-sigm.-0.8-0.6
OCSVM-5GD-ad.-poly-0.4-0.1
OCSVM-SGD-rbf-0.3-0.2
OCSVM-SGD-ad.-sigm.-0.3-0.3
OCSVM-SGD-poly-0.4-0.4
OCSVM-SGD-ad.-rbf-0.3-0.3
OCSVM-5GD-ad.-sigm.-0.3-0.5
OCSVM-SGD-ad.-poly-0.6-0.9
OCSVM-SGD-poly-0.3-0.3
OCSVM-SGD-ad.-rbf-0.2-0.1
OCSVM-5GD-ad.-poly-0.2-0.1
OCSVM-SGD-ad.-rbf-0.8-0.3
OCSVM-5GD-ad.-poly-0.1-0.3
OCSVM-5GD-ad.-poly-0.3-0.1
OCSVM-SGD-poly-0.1-0.2
OCSVM-lin.-scale-0.1
OCSVM-lin.-auto-o0.1
OCSVM-lin.-0.1-0.1
OCSVM-lin.-0.2-0.1
OCSVM-lin.-0.3-0.1
OCSVM-lin.-0.4-0.1
OCSVM-lin.-0.6-0.1
OCSVM-lin.-0.8-0.1
OCSVM-SGD-poly-0.6-0.6
OCSVM-5GD-poly-0.8-0.9
OCSVM-SGD-ad.-lin.-0.1-0.3
OCSVM-5GD-ad.-lin.-0.2-0.3
OCSVM-SGD-ad.-lin.-0.3-0.3

240
252
255
255
253
256
123
238
141
157
128
256
134
252
256
227
240
252
145
141
253
237
135
250
251
251
251
251
251
251
251
251
252
252
237
237
237

321
348
354
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342
349

34
299

72
108
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321
329
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279
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2151
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2243
2243
2243
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METHOD TP FP TN FN

OCSVM-5GD-ad.-lin.-0.4-0.3 237 256 2243 19
OCSVM-5GD-ad.-lin.-0.6-0.3 237 256 2243 19
OCSVM-5GD-ad.-lin.-0.8-0.3 237 256 2243 19
OCSVM-SGD-ad.-sigm.-0.4-0.5 208 192 2307 48
OCSVM-SGD-ad.-sigm.-0.1-0.4 179 128 2371 77
OCSVM-5GD-ad.-poly-0.8-0.2 135 32 2467 121
OCSVM-sigm.-auto-o0.1 251 279 2220 5
OCSVM-5GD-rbf-0.2-0.2 256 289 2210 0
OCSVM-SGD-ad.-poly-0.3-0.4 236 245 2254 20
OCSVM-5GD-ad.-poly-0.6-0.8 233 236 2263 23

OCSVM-5GD-lin.-0.1-0.2 251 271 2228 5
OCSVM-SGD-lin.-0.2-0.2 251 271 2228 5
OCSVM-SGD-lin.-0.3-0.2 251 271 2228 5
OCSVM-5GD-lin.-0.4-0.2 251 271 2228 5
OCSVM-5GD-lin.-0.6-0.2 251 271 2228 5
OCSVM-SGD-lin.-0.8-0.2 251 271 2228 5
OCSVM-sigm.-0.1-0.1 251 270 2229 5
OCSVM-5GD-ad.-rbf-0.3-0.1 157 73 2426 99
OCSVM-sigm.-0.8-0.1 241 247 2252 15
OCSVM-sigm.-0.6-0.1 243 251 2248 13

OCSVM-SGD-ad.-sigm.-0.3-0.4 175 109 2390 81
OCSVM-SGD-ad.-poly-0.4-0.5 235 234 2265 21
OCSVM-SGD-ad.-sigm.-0.6-0.5 167 90 2409 89
OCSVM-SGD-ad.-sigm.-0.2-0.4 189 134 2365 67
OCSVM-SGD-ad.-sigm.-0.4-0.4 159 71 2428 97
OCSVM-SGD-ad.-rbf-0.2-0.3 254 264 2235 2
OCSVM-SGD-ad.-poly-0.2-0.3 232 218 2281 24

OCSVM-sigm.-0.2-0.1 249 252 2247 7
OCSVM-sigm.-0.3-0.1 249 252 2247 7
OCSVM-sigm.-scale-0.1 250 253 2246
OCSVM-sigm.-0.4-0.1 249 247 2252

OCSVM-SGD-ad.-poly-0.6-0.7 230 206 2293 26
OCSVM-SGD-ad.-poly-0.6-0.2 153 48 2451 103
OCSVM-SGD-ad.-rbf-0.8-0.2 185 108 2391 71
OCSVM-5GD-sigm.-0.6-0.3 212 159 2340 44
OCSVM-5GD-sigm.-0.6-0.1 133 4 2495 123
OCSVM-SGD-poly-0.6-0.5 252 236 2263 4
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METHOD

TP

FP

TN

FN

OCSVM-5GD-poly-0.8-0.8
OCSVM-SGD-poly-0.2-0.2
OCSVM-SGD-sigm.-0.8-0.3
OCSVM-5GD-ad.-poly-0.8-0.3
OCSVM-SGD-ad.-lin.-0.1-0.1
OCSVM-SGD-ad.-lin.-0.2-0.1
OCSVM-SGD-ad.-lin.-0.3-0.1
OCSVM-5GD-ad.-lin.-0.4-0.1
OCSVM-SGD-ad.-lin.-0.6-0.1
OCSVM-SGD-ad.-lin.-0.8-0.1
OCSVM-5GD-ad.-poly-0.4-0.4
OCSVM-SGD-poly-0.4-0.3
OCSVM-5GD-sigm.-0.8-0.2
OCSVM-SGD-poly-0.8-0.7
OCSVM-SGD-ad.-poly-0.3-0.3
OCSVM-SGD-rbf-0.1-0.2
OCSVM-SGD-ad.-poly-0.8-0.9
OCSVM-SGD-sigm.-0.1-0.2
OCSVM-5GD-ad.-poly-0.6-0.6
OCSVM-5GD-ad.-poly-0.6-0.3
OCSVM-SGD-ad.-rbf-0.1-0.3
OCSVM-SGD-sigm.-0.2-0.2
OCSVM-5GD-ad.-poly-0.8-0.4
OCSVM-5GD-ad.-poly-0.8-0.8
OCSVM-SGD-ad.-poly-0.4-0.2
OCSVM-SGD-poly-0.6-0.4
OCSVM-5GD-poly-0.3-0.2
OCSVM-5GD-ad.-poly-0.1-0.2
OCSVM-SGD-ad.-poly-0.3-0.2
OCSVM-SGD-poly-0.8-0.6
OCSVM-5GD-ad.-poly-0.6-0.5
OCSVM-SGD-ad.-poly-0.6-0.4
OCSVM-5GD-ad.-poly-0.8-0.7
OCSVM-5GD-ad.-poly-0.8-0.6
OCSVM-5GD-ad.-poly-0.8-0.5
OCSVM-SGD-sigm.-0.3-0.2
OCSVM-SGD-ad.-lin.-0.1-0.2

252
251
180
159
162
162
162
162
162
162
230
252
148
252
228
256
229
238
228
185
251
240
184
223
187
250
251
213
200
250
225
206
217
209
200
233
227

236
232
89
46
51
51
51
51
51
51
179
220
22
216
160
209
157
172
149
71
185
165
65
133
70
179
178
110
87
171
128
94
110
96
80
135
122

2263
2267
2410
2453
2448
2448
2448
2448
2448
2448
2320
2279
2477
2283
2339
2290
2342
2327
2350
2428
2314
2334
2434
2366
2429
2320
2321
2389
2412
2328
2371
2405
2389
2403
2419
2364
2377

76
97
94
94
94
94
94
94
26

108

28

27
18
28
71

16
72
33
69

43
56

31
50
39
47
56
23
29
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METHOD

TP

FP

TN

FN

OCSVM-SGD-ad.-lin.-0.2-0.2
OCSVM-5GD-ad.-lin.-0.3-0.2
OCSVM-SGD-ad.-lin.-0.4-0.2
OCSVM-SGD-ad.-lin.-0.6-0.2
OCSVM-SGD-ad.-lin.-0.8-0.2

OCSVM-SGD-ad.-poly-0.4-0.3

OCSVM-SGD-ad.-rbf-0.6-0.2
OCSVM-SGD-sigm.-0.4-0.2

OCSVM-5GD-ad.-poly-0.2-0.2

OCSVM-SGD-sigm.-0.6-0.2
OCSVM-SGD-ad.-rbf-0.1-0.2
OCSVM-SGD-ad.-rbf-0.3-0.2
OCSVM-SGD-ad.-rbf-0.4-0.2
OCSVM-SGD-poly-0.8-0.5
OCSVM-SGD-sigm.-0.4-0.1
OCSVM-SGD-ad.-rbf-0.2-0.2
OCSVM-SGD-poly-0.4-0.2
OCSVM-SGD-sigm.-0.1-0.1
OCSVM-SGD-rbf-0.6-0.1
OCSVM-SGD-rbf-0.8-0.1
OCSVM-SGD-rbf-0.3-0.1
OCSVM-SGD-rbf-0.4-0.1
OCSVM-SGD-sigm.-0.3-0.1
OCSVM-SGD-poly-0.6-0.3
OCSVM-SGD-poly-0.8-0.4
OCSVM-SGD-sigm.-0.2-0.1
OCSVM-SGD-poly-o0.1-0.1
OCSVM-SGD-lin.-0.1-0.1
OCSVM-SGD-lin.-0.2-0.1
OCSVM-SGD-lin.-0.3-0.1
OCSVM-SGD-lin.-0.4-0.1
OCSVM-SGD-lin.-0.6-0.1
OCSVM-SGD-lin.-0.8-0.1
OCSVM-5GD-poly-0.8-0.3
OCSVM-SGD-poly-0.8-0.1
OCSVM-SGD-rbf-0.2-0.1
OCSVM-5GD-poly-0.2-0.1

227
227
227
227
227
219
236
219
218
190
214
247
251
248
176
247
248
191
256
253
256
256
193
250
245
208
242
245
245
245
245
245
245
241
200
256
246

122
122
122
122
122
108
135
106
103
55
92
145
143
134
18
125
122
32
130
120
124
122
28
108
91
34
75
79
79
79
79
79
79
70
14
85
70

2377
2377
2377
2377
2377
2391
2364
2393
2396
2444
2407
2354
2356
2365
2481
2374
2377
2467
2369
2379
2375
2377
2471
2391
2408
2465
2424
2420
2420
2420
2420
2420
2420
2429
2485
2414
2429

29
29
29
29
29
37
20
37
38
66
42

80

65

63

11
48
14
11
11
11
11
11
11
15
56

10
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METHOD TP FP ™ FN
OCSVM-SGD-poly-0.3-0.1 241 62 2437 15
OCSVM-5GD-poly-0.6-0.2 241 61 2438 15
OCSVM-SGD-poly-0.4-0.1 236 47 2452 20
OCSVM-5GD-poly-0.8-0.2 235 45 2454 21
OCSVM-SGD-poly-0.6-0.1 227 29 2470 29
OCSVM-5GD-rbf-0.1-0.1 256 46 2453 0

Table A.1: Number of true/false positive/negative predictions on logins of
the novelty detection methods and hyper-parameter combinations
under test. The dataset used for this evaluation contains 256
positive and 2499 negative examples.

METHOD PREC. RECALL F1 tirain tpredict

OCSVM-SGD-ad.-sigm.-0.8-0.1  0.950 0.074 0.138 0.007ms 0.089 ms
OCSVM-SGD-ad.-sigm.-0.6-0.1  1.000 0.078 0.145 0.007ms 0.089ms
OCSVM-SGD-sigm.-0.8-0.9 0.088 0918 0.161 0.012ms 0.004ms
OCSVM-SGD-ad.-sigm.-0.8-0.8  0.090 0.957 0.164 0.007ms 0.724ms
OCSVM-SGD-ad.-sigm.-0.8-0.9  0.090 0961 0.164 0.007ms 0.724ms
OCSVM-SGD-sigm.-0.8-0.8 0.092 0914 0.167 0.012ms 0.004ms
OCSVM-SGD-ad.-sigm.-0.6-0.8  0.092 0.984 0.169 0.007ms 0.724ms
OCSVM-SGD-ad.-sigm.-0.6-0.9 ~ 0.093 099 0.169 0.007ms 0.727ms
OCSVM-5GD-sigm.-0.6-0.9 0.093 0961 0.170 0.011ms 0.004ms
OCSVM-SGD-ad.-sigm.-0.4-0.9  0.093 1.000 0.170 0.007ms 0.726ms
OCSVM-SGD-ad.-sigm.-0.3-0.9  0.094 1.000 0.172 0.007ms 0.723ms
OCSVM-5GD-ad.-rbf-0.8-0.9 0.094 1.000 0.172 0.008 ms 0.843ms
OCSVM-SGD-ad.-rbf-0.6-0.9 0.095 1.000 0.173 0.008ms 0.835ms
OCSVM-SGD-rbf-0.8-0.9 0.095 1.000 0.173 0.015ms 0.005ms
OCSVM-SGD-ad.-rbf-0.4-0.9 0.096 1.000 0.174 0.008ms 0.824ms
OCSVM-SGD-ad.-sigm.-0.2-0.9 ~ 0.096 1.000 0.174 0.007ms 0.709 ms
OCSVM-SGD-rbf-0.6-0.9 0.096 1.000 0.175 0.014ms 0.005ms
OCSVM-SGD-ad.-rbf-0.3-0.9 0.096 1.000 0.175 0.008ms 0.819ms
OCSVM-SGD-ad.-sigm.-0.1-0.9 ~ 0.096 1.000 0.176 0.007ms 0.700ms

OCSVM-SGD-rbf-0.4-0.9 0.097 1.000 0.177 0.013ms 0.005ms
OCSVM-SGD-ad.-rbf-0.2-0.9 0.097 1.000 0.177 0.008ms 0.802ms
OCSVM-SGD-rbf-0.3-0.9 0.097 1.000 0.178 0.012ms 0.005ms
OCSVM-SGD-sigm.-0.4-0.9 0.098 0996 0.179 0.010ms 0.004 ms
OCSVM-SGD-rbf-0.2-0.9 0.098 1.000 0.179 0.011ms 0.005ms

OCSVM-SGD-ad.-rbf-0.1-0.9 0.098 1.000 0.179 0.008ms 0.790ms
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METHOD PREC. RECALL F1 terain tpredict

OCSVM-SGD-rbf-0.1-0.9 0.099 1.000 0.180 0.011ms 0.005ms
OCSVM-SGD-ad.-sigm.-0.4-0.8  0.099 0.988 0.180 0.007ms 0.678 ms
OCSVM-5GD-ad.-rbf-0.8-0.8 0.099 1.000 0.180 0.008ms 0.810ms
OCSVM-SGD-sigm.-0.3-0.9 0.100 1.000 0.181 0.010ms 0.004ms
OCSVM-SGD-sigm.-0.1-0.9 0.100 1.000 0.182 0.010ms 0.004ms
OCSVM-SGD-sigm.-0.2-0.9 0.100 1.000 0.183 0.010ms 0.004ms
OCSVM-SGD-ad.-rbf-0.6-0.8 0.101 1.000 0.183 0.008ms 0.788ms
OCSVM-poly-0.8-0.9 0.101 1.000 0.184 0.019ms 0.010ms
OCSVM-sigm.-0.6-0.9 0.101 1.000 0.184 0.038ms 0.018ms
OCSVM-sigm.-0.8-0.9 0.101 1.000 0.184 0.038ms 0.018ms
OCSVM-SGD-ad.-rbf-0.4-0.8 0.102 1.000 0.185 0.008ms 0.778 ms
OCSVM-sigm.-0.3-0.9 0.102 1.000 0.186 0.038ms 0.018ms
OCSVM-poly-0.4-0.9 0.102 1.000 0.186 0.019ms 0.010ms
OCSVM-sigm.-0.4-0.9 0.102 1.000 0.186 0.038ms 0.018 ms
OCSVM-SGD-sigm.-0.6-0.8 0.103 0.957 0.186 0.011ms 0.004ms
OCSVM-sigm.-0.2-0.9 0.103 1.000 0.186 0.038ms 0.018ms
OCSVM-rbf-scale-0.9 0.103 1.000 0.186 0.028ms 0.019ms
OCSVM-rbf-0.4-0.9 0.103 1.000 0.186 0.030ms 0.020ms
OCSVM-sigm.-0.1-0.9 0.103 1.000 0.188 0.034ms 0.017ms
OCSVM-SGD-ad.-rbf-0.3-0.8 0.104 1.000 0.188 0.008ms 0.762ms
OCSVM-poly-0.2-0.9 0.104 1.000 0.188 0.019ms 0.010ms
OCSVM-rbf-0.3-0.9 0.104 1.000 0.188 0.030ms 0.020ms
OCSVM-sigm.-scale-0.9 0.104 1.000 0.189 0.038ms 0.018ms
OCSVM-poly-auto-0.9 0.104 1.000 0.189 0.019ms 0.010ms
OCSVM-5GD-rbf-0.8-0.8 0.105 1.000 0.189 0.013ms 0.005ms
OCSVM-SGD-rbf-0.4-0.8 0.105 1.000 0.190 0.012ms 0.005ms
OCSVM-SGD-rbf-0.6-0.8 0.105 1.000 0.190 0.012ms 0.005ms
OCSVM-sigm.-auto-0.9 0.105 1.000 0.190 0.029ms 0.014ms
OCSVM-poly-scale-0.9 0.105 1.000 0.191 0.019ms 0.010ms
OCSVM-SGD-rbf-0.3-0.8 0.106 1.000 0.191 0.012ms 0.005ms
OCSVM-SGD-rbf-0.2-0.8 0.106 1.000 0.192 0.011ms 0.005ms
OCSVM-SGD-ad.-sigm.-0.3-0.8  0.106 0992 0.192 0.007ms 0.641ms
OCSVM-rbf-0.2-0.9 0.106 1.000 0.192 0.028ms 0.020ms
OCSVM-SGD-ad.-rbf-0.2-0.8 0.106 1.000 0.192 0.008ms 0.740ms
OCSVM-SGD-ad.-sigm.-0.1-0.8  0.106 1.000 0.192 0.007ms 0.636 ms
OCSVM-lin.-scale-0.9 0.107 1.000 0.193 0.017ms 0.009 ms
OCSVM-lin.-auto-0.9 0.107 1.000 0.193 0.017ms 0.009 ms
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OCSVM-lin.-0.1-0.9 0.107 1.000 0.193 0.017ms 0.009 ms
OCSVM-lin.-0.2-0.9 0.107 1.000 0.193 0.017ms 0.009 ms
OCSVM-lin.-0.3-0.9 0.107 1.000 0.193 0.017ms 0.009 ms
OCSVM-lin.-0.4-0.9 0.107 1.000 0.193 0.017ms 0.009 ms
OCSVM-lin.-0.6-0.9 0.107 1.000 0.193 0.017ms 0.009 ms
OCSVM-lin.-0.8-0.9 0.107 1.000 0.193 0.017ms 0.009 ms
OCSVM-rbf-auto-0.9 0.107 1.000 0.193 0.027ms 0.019ms
OCSVM-poly-0.3-0.9 0.107 1.000 0.193 0.019ms 0.010ms
OCSVM-rbf-0.8-0.9 0.107 1.000 0.194 0.030ms 0.021ms
OCSVM-poly-0.1-0.9 0.107 1.000 0.194 0.020ms 0.010ms
OCSVM-rbf-0.6-0.9 0.107 1.000 0.194 0.029ms 0.021ms
OCSVM-rbf-0.1-0.9 0.108 1.000 0.194 0.027ms 0.019ms
OCSVM-SGD-rbf-0.1-0.8 0.109 1.000 0.196 0.011ms 0.005ms
OCSVM-5GD-ad.-rbf-0.8-0.7 0.109 1.000 0.196 0.008ms 0.742ms
OCSVM-poly-0.8-0.8 0.109 1.000 0.197 0.018ms 0.009 ms
OCSVM-SGD-ad.-rbf-0.1-0.8 0.110 1.000 0.197 0.008ms 0.715ms
OCSVM-poly-0.2-0.8 0.110 1.000 0.198 0.019ms 0.009 ms
OCSVM-poly-0.4-0.8 0.110 1.000 0.198 0.018ms 0.009 ms
OCSVM-poly-0.6-0.9 0.110 1.000 0.198 0.019ms 0.010ms
OCSVM-poly-0.1-0.8 0.110 1.000 0.199 0.019ms 0.009ms
OCSVM-SGD-sigm.-0.8-0.7 0.113 0.891 0.200 0.012ms 0.004 ms
OCSVM-rbf-0.4-0.8 0.111 1.000 0.200 0.029ms 0.018ms
OCSVM-SGD-ad.-rbf-0.6-0.7 0.111 1.000 0.200 0.008ms 0.720ms
OCSVM-rbf-0.3-0.8 0.111 1.000 0.200 0.029ms 0.018 ms
OCSVM-sigm.-0.8-0.8 0.111 0.996 0.200 0.037ms 0.016ms
OCSVM-SGD-sigm.-0.2-0.8 0.112 0.996 0.201 0.010ms 0.004ms
OCSVM-SGD-sigm.-0.1-0.8 0.112 1.000 0.201 0.010ms 0.004ms
OCSVM-SGD-ad.-sigm.-0.2-0.8  0.112 0996 0.202 0.007ms 0.609 ms
OCSVM-SGD-sigm.-0.4-0.8 0.113 0996 0.202 0.010ms 0.004 ms
OCSVM-rbf-0.6-0.8 0.113 1.000 0.203 0.028ms 0.019ms
OCSVM-sigm.-0.6-0.8 0.113 099 0.203 0.037ms 0.017ms
OCSVM-SGD-ad.-sigm.-0.4-0.1  1.000 0.113 0.204 0.007ms 0.089 ms
OCSVM-rbf-0.1-0.8 0.113 1.000 0.204 0.026ms 0.017ms
OCSVM-SGD-sigm.-0.3-0.8 0.113 0.996 0.204 0.010ms 0.004ms
OCSVM-sigm.-0.4-0.8 0.114 1.000 0.204 0.037ms 0.016ms
OCSVM-SGD-ad.-rbf-0.4-0.7 0.114 1.000 0.205 0.008ms 0.704ms
OCSVM-rbf-auto-0.8 0.114 1.000 0.205 0.026ms 0.017 ms
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OCSVM-rbf-0.8-0.8 0.114 1.000 0.205 0.028ms 0.019ms
OCSVM-sigm.-0.1-0.8 0.114 1.000 0.205 0.032ms 0.015ms
OCSVM-poly-auto-0.8 0.115 1.000 0.206 0.018ms 0.009ms
OCSVM-sigm.-0.2-0.8 0.115 1.000 0.207 0.036ms 0.016ms
OCSVM-SGD-rbf-0.8-0.7 0.116 1.000 0.207 0.012ms 0.005ms
OCSVM-rbf-0.2-0.8 0.116 1.000 0.208 0.027ms 0.018 ms
OCSVM-sigm.-0.3-0.8 0.116 1.000 0.208 0.037ms 0.016ms
OCSVM-lin.-scale-0.8 0.116 1.000 0.208 0.017ms 0.008 ms
OCSVM-lin.-auto-0.8 0.116 1.000 0.208 0.016ms 0.008 ms
OCSVM-lin.-0.1-0.8 0.116 1.000 0.208 0.016ms 0.008 ms
OCSVM-Ilin.-0.2-0.8 0.116 1.000 0.208 0.016ms 0.008 ms
OCSVM-Ilin.-0.3-0.8 0.116 1.000 0.208 0.016ms 0.008 ms
OCSVM-lin.-0.4-0.8 0.116 1.000 0.208 0.016ms 0.008 ms
OCSVM-lin.-0.6-0.8 0.116 1.000 0.208 0.016ms 0.008 ms
OCSVM-Iin.-0.8-0.8 0.116 1.000 0.208 0.016ms 0.008 ms
OCSVM-SGD-rbf-0.6-0.7 0.116 1.000 0.208 0.012ms 0.005ms
OCSVM-5GD-ad.-rbf-0.3-0.7 0.117 1.000 0.209 0.008ms 0.685ms
OCSVM-sigm.-scale-0.8 0.117 1.000 0.210 0.036ms 0.016ms
OCSVM-poly-scale-0.8 0.117 1.000 0.210 0.019ms 0.009 ms
OCSVM-sigm.-auto-0.8 0.117 1.000 0.210 0.027ms 0.013ms
OCSVM-rbf-scale-0.8 0.117 1.000 0.210 0.027ms 0.017ms
OCSVM-rbf-0.8-0.7 0.118 1.000 0.212 0.027ms 0.017ms
OCSVM-poly-0.8-0.7 0.118 1.000 0.212 0.017ms 0.008 ms
OCSVM-rbf-0.4-0.7 0.119 1.000 0.213 0.027ms 0.016 ms
OCSVM-rbf-0.6-0.7 0.121 1.000 0.216 0.027ms 0.017ms
OCSVM-rbf-scale-0.7 0.122 1.000 0.217 0.026ms 0.016 ms
OCSVM-poly-0.3-0.8 0.122 1.000 0.217 0.018ms 0.009 ms
OCSVM-poly-0.6-0.8 0.122 1.000 0.218 0.018ms 0.009 ms
OCSVM-SGD-ad.-rbf-0.2-0.7 0.123 1.000 0.219 0.008ms 0.651ms
OCSVM-SGD-rbf-0.3-0.7 0.124 1.000 0.220 0.012ms 0.005ms
OCSVM-SGD-ad.-rbf-0.8-0.6 0.124 1.000 0.221 0.008ms 0.658 ms
OCSVM-sigm.-0.1-0.7 0.124 1.000 0.221 0.031ms 0.013ms
OCSVM-poly-0.2-0.7 0.124 1.000 0.221 0.018ms 0.008 ms
OCSVM-rbf-0.2-0.7 0.125 1.000 0.221 0.026ms 0.016 ms
OCSVM-SGD-rbf-0.4-0.7 0.125 1.000 0.222 0.012ms 0.005ms
OCSVM-5GD-rbf-0.2-0.7 0.125 1.000 0.222 0.011ms 0.005ms
OCSVM-poly-0.4-0.7 0.125 1.000 0.222 0.017ms 0.008 ms
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OCSVM-rbf-0.6-0.6 0.125 1.000 0.223 0.025ms 0.015ms
OCSVM-sigm.-0.8-0.7 0.126 0992 0223 0.035ms 0.014ms
OCSVM-sigm.-0.3-0.7 0.126 099 0224 0.035ms 0.014ms
OCSVM-SGD-sigm.-0.6-0.7 0127 0934 0224 0.011ms 0.004ms
OCSVM-SGD-poly-o0.1-0.9 0.126 1.000 0.224 0.012ms 0.005ms
OCSVM-rbf-0.8-0.6 0.127 1.000 0.225 0.025ms 0.015ms
OCSVM-sigm.-auto-0.7 0.127 1.000 0.225 0.026ms 0.011ms
OCSVM-poly-o.1-0.7 0.127 1.000 0.226 0.017ms 0.008 ms
OCSVM-sigm.-0.6-0.7 0.129 0.992 0.228 0.035ms 0.014ms
OCSVM-sigm.-0.4-0.7 0.129 1.000 0.228 0.034ms 0.014ms
OCSVM-SGD-ad.-rbf-0.6-0.6 0.129 1.000 0.228 0.008ms 0.632ms
OCSVM-rbf-0.4-0.6 0.129 1.000 0.229 0.025ms 0.015ms
OCSVM-SGD-ad.-poly-0.1-0.9  0.129 099 0229 0.011ms 0.577ms
OCSVM-rbf-auto-0.7 0.130 1.000 0.230 0.025ms 0.015ms
OCSVM-SGD-rbf-0.1-0.7 0.130 1.000 0.230 0.011ms 0.005ms
OCSVM-rbf-0.3-0.7 0.130 1.000 0.230 0.027ms 0.016 ms
OCSVM-lin.-scale-o0.7 0.130 1.000 0.231 0.016ms 0.007 ms
OCSVM-lin.-auto-0.7 0.130 1.000 0.231 0.016ms 0.008 ms
OCSVM-lin.-0.1-0.7 0.130 1.000 0.231 0.016ms 0.007 ms
OCSVM-lin.-0.2-0.7 0.130 1.000 0.231 0.016ms 0.007 ms
OCSVM-lin.-0.3-0.7 0.130 1.000 0.231 0.016ms 0.007 ms
OCSVM-lin.-0.4-0.7 0.130 1.000 0.231 0.015ms 0.007 ms
OCSVM-lin.-0.6-0.7 0.130 1.000 0.231 0.016ms 0.007 ms
OCSVM-lin.-0.8-0.7 0.130 1.000 0.231 0.016ms 0.007 ms
OCSVM-poly-0.8-0.6 0.131 1.000 0.231 0.016ms 0.007 ms
OCSVM-sigm.-0.2-0.7 0.131 0.996 0.231 0.034ms 0.014ms
OCSVM-SGD-sigm.-0.2-0.7 0.132 0.996 0.232 0.009ms 0.004ms
OCSVM-SGD-sigm.-0.3-0.7 0.132 0.992 0.232 0.010ms 0.004 ms
OCSVM-sigm.-scale-0.7 0.132 0996 0.233 0.034ms 0.014ms
OCSVM-poly-scale-0.7 0.132 1.000 0.233 0.017ms 0.008 ms
OCSVM-SGD-sigm.-0.4-0.7 0.133 0988 0.234 0.010ms 0.004 ms
OCSVM-rbf-0.1-0.7 0.133 1.000 0.235 0.025ms 0.016 ms
OCSVM-SGD-sigm.-0.1-0.7 0.133 1.000 0.236 0.010ms 0.004ms
OCSVM-poly-0.4-0.6 0.134 1.000 0.237 0.016ms 0.007 ms
OCSVM-SGD-ad.-rbf-0.1-0.7 0.134 1.000 0.237 0.008ms 0.597 ms
OCSVM-poly-0.3-0.7 0.135 1.000 0.237 0.017ms 0.008 ms
OCSVM-rbf-0.8-0.5 0.135 1.000 0.238 0.023ms 0.013ms
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OCSVM-SGD-ad.-rbf-0.4-0.6 0.135 1.000 0.238 0.008ms 0.603 ms
OCSVM-rbf-scale-0.6 0.136 1.000 0.239 0.024ms 0.014ms
OCSVM-poly-auto-0.7 0.136 1.000 0.239 0.017ms 0.008 ms
OCSVM-poly-0.6-0.7 0.137 1.000 0.240 0.017ms 0.008 ms
OCSVM-rbf-0.3-0.6 0.137 1.000 0.242 0.026ms 0.015ms
OCSVM-rbf-0.6-0.4 0.138 1.000 0.243 0.021ms 0.011ms
OCSVM-rbf-0.2-0.6 0.139 1.000 0.243 0.024ms 0.014ms
OCSVM-poly-scale-0.6 0.139 1.000 0.245 0.016ms 0.007 ms
OCSVM-SGD-lin.-0.1-0.9 0.140 1.000 0.246 0.007ms 0.004ms
OCSVM-SGD-lin.-0.2-0.9 0.140 1.000 0.246 0.007ms 0.004ms
OCSVM-SGD-lin.-0.3-0.9 0.140 1.000 0.246 0.007ms 0.003ms
OCSVM-SGD-lin.-0.4-0.9 0.140 1.000 0.246 0.007ms 0.003ms
OCSVM-SGD-lin.-0.6-0.9 0.140 1.000 0.246 0.007ms 0.003ms
OCSVM-5GD-lin.-0.8-0.9 0.140 1.000 0.246 0.007ms 0.003ms
OCSVM-SGD-poly-0.1-0.8 0.141 1.000 0.247 0.012ms 0.005ms
OCSVM-sigm.-0.8-0.6 0.141 0.988 0.247 0.032ms 0.012ms
OCSVM-5GD-rbf-0.6-0.6 0.142 1.000 0.249 0.011ms 0.005ms
OCSVM-rbf-0.1-0.6 0.142 1.000 0.249 0.023ms 0.014ms
OCSVM-lin.-scale-0.6 0.142 0.996 0.249 0.015ms 0.006 ms
OCSVM-lin.-auto-0.6 0.142 0.996 0.249 0.015ms 0.006 ms
OCSVM-lin.-0.1-0.6 0.142 0.996 0.249 0.015ms 0.006 ms
OCSVM-lin.-0.2-0.6 0.142 0.996 0.249 0.015ms 0.006 ms
OCSVM-lin.-0.3-0.6 0.142 0.996 0.249 0.014ms 0.006 ms
OCSVM-lin.-0.4-0.6 0.142 0.996 0.249 0.014ms 0.006 ms
OCSVM-lin.-0.6-0.6 0.142 0.996 0.249 0.014ms 0.006 ms
OCSVM-lin.-0.8-0.6 0.142 0.996 0.249 0.015ms 0.006 ms
OCSVM-SGD-rbf-0.8-0.6 0.142 1.000 0.249 0.012ms 0.005ms
OCSVM-rbf-auto-0.6 0.142 1.000 0.249 0.023ms 0.013ms
OCSVM-rbf-0.6-0.5 0.143 1.000 0.251 0.023ms 0.013ms
OCSVM-rbf-0.4-0.4 0.143 1.000 0.251 0.021ms 0.011ms
OCSVM-poly-0.1-0.6 0.143 1.000 0.251 0.016ms 0.007 ms
OCSVM-poly-0.8-0.5 0.144 0.996 0.251 0.015ms 0.006 ms
OCSVM-rbf-0.8-0.4 0.144 1.000 0.252 0.021ms 0.011ms
OCSVM-SGD-ad.-sigm.-0.1-0.1  1.000 0.145 0.253 0.007ms 0.088ms
OCSVM-poly-0.3-0.6 0.145 1.000 0.253 0.016ms 0.007 ms
OCSVM-5GD-ad.-rbf-0.3-0.6 0.145 1.000 0.253 0.008ms 0.565ms
OCSVM-SGD-ad.-lin.-0.1-0.9 0.145 0.996 0.253 0.006ms 0.429ms
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OCSVM-SGD-ad.-lin.-0.2-0.9 0.145 0996 0.253 0.006ms 0.431ms
OCSVM-SGD-ad.-lin.-0.3-0.9 0.145 0996 0.253 0.006ms 0.426 ms
OCSVM-SGD-ad.-lin.-0.4-0.9 0.145 0.996 0.253 0.006ms 0.426 ms
OCSVM-SGD-ad.-lin.-0.6-0.9 0.145 0996 0.253 0.006ms 0.426 ms
OCSVM-SGD-ad.-lin.-0.8-0.9 0.145 0996 0.253 0.006ms 0.427 ms
OCSVM-sigm.-0.1-0.6 0.145 0996 0.253 0.029ms 0.011ms
OCSVM-rbf-0.4-0.5 0.145 1.000 0.254 0.024ms 0.013ms
iForest-1000-0.5 0.146 0969 0.254 6.832ms 3.639ms
OCSVM-sigm.-auto-0.6 0.146 099 0254 0.024ms 0.010ms
iForest-500-0.5 0.146 0965 0.254 3.420ms 1.828ms
OCSVM-sigm.-0.4-0.6 0.146 0992 0254 0.031ms 0.012ms
iForest-200-0.5 0.147 0965 0254 1.375ms 0.735ms
OCSVM-SGD-ad.-poly-0.1-0.8  0.146 0992 0.255 0.010ms 0.513ms
iForest-30-0.5 0.147 0957 0.255 0.210ms 0.112ms
OCSVM-poly-auto-0.6 0.146 0992 0.255 0.015ms 0.007 ms
OCSVM-sigm.-0.2-0.6 0.146 1.000 0.255 0.032ms 0.012ms
OCSVM-rbf-scale-o0.5 0.147 1.000 0.256 0.022ms 0.012ms
iForest-10-0.5 0.148 0957 0.256 0.073ms 0.039ms
OCSVM-rbf-0.8-0.3 0.147 1.000 0.257 0.017ms 0.010ms
OCSVM-SGD-rbf-0.4-0.6 0.148 1.000 0.257 0.011ms 0.005ms
iForest-50-0.5 0.149 0969 0.258 0.346ms 0.185ms
OCSVM-sigm.-0.3-0.6 0.148 0992 0.258 0.032ms 0.012ms
iForest-100-0.5 0.149 0969 0.258 0.689ms 0.370ms
OCSVM-sigm.-0.6-0.6 0.148 0992 0.258 0.033ms 0.012ms
iForest-20-0.5 0.149 0.957 0.258 0.142ms 0.076 ms
OCSVM-poly-0.2-0.6 0.148 1.000 0.258 0.016ms 0.007 ms
OCSVM-sigm.-scale-0.6 0.150 1.000 0.260 0.032ms 0.012ms
OCSVM-poly-0.2-0.5 0.150 099 0.260 0.015ms 0.006 ms
OCSVM-rbf-0.1-0.5 0.150 1.000 0.261 0.021ms 0.012ms
OCSVM-poly-0.4-0.5 0.150 099 0.261 0.015ms 0.006 ms
OCSVM-SGD-rbf-0.3-0.6 0.151 1.000 0.262 0.011ms 0.005ms
OCSVM-SGD-ad.-rbf-0.2-0.6 0.151 1.000 0.262 0.008ms 0.541ms
OCSVM-poly-o0.1-0.5 0.152 099 0264 0.014ms 0.006 ms
OCSVM-poly-0.6-0.6 0.153 1.000 0.265 0.016ms 0.007 ms
OCSVM-rbf-0.6-0.3 0.153 1.000 0.265 0.018ms 0.009 ms
OCSVM-poly-scale-o.5 0.153 0996 0.265 0.015ms 0.006 ms
OCSVM-SGD-rbf-0.2-0.6 0.153 1.000 0.265 0.011ms 0.005ms
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OCSVM-rbf-0.2-0.5 0.154 1.000 0.266 0.022ms 0.012ms
OCSVM-rbf-0.8-0.2 0.154 1.000 0.267 0.014ms 0.008 ms
OCSVM-rbf-0.3-0.5 0.154 1.000 0.267 0.024ms 0.013ms
OCSVM-rbf-0.8-0.1 0.154 1.000 0.268 0.010ms 0.006 ms
OCSVM-poly-auto-0.5 0.155 0.992 0.268 0.014ms 0.006 ms
OCSVM-SGD-sigm.-0.1-0.6 0.157 0988 0.271 0.010ms 0.004 ms
OCSVM-SGD-lin.-0.1-0.8 0.158 0.996 0.272 0.007ms 0.003ms
OCSVM-SGD-lin.-0.2-0.8 0.158 0.996 0.272 0.007ms 0.003ms
OCSVM-SGD-lin.-0.3-0.8 0.158 0.996 0.272 0.007ms 0.003ms
OCSVM-SGD-lin.-0.4-0.8 0.158 0.996 0.272 0.007ms 0.003ms
OCSVM-SGD-lin.-0.6-0.8 0.158 0.996 0.272 0.007ms 0.003ms
OCSVM-SGD-lin.-0.8-0.8 0.158 0.996 0.272 0.007ms 0.003ms
OCSVM-sigm.-auto-0.5 0.158 0988 0.272 0.022ms 0.008 ms
OCSVM-5GD-rbf-0.1-0.6 0.158 1.000 0.273 0.011ms 0.005ms
OCSVM-SGD-ad.-sigm.-0.8-0.2  0.932 0.160 0.273 0.007ms 0.090ms
OCSVM-SGD-sigm.-0.2-0.6 0.159 0.988 0.273 0.010ms 0.004 ms
OCSVM-poly-0.3-0.5 0.159 0.996 0.274 0.015ms 0.006 ms
OCSVM-sigm.-0.1-0.5 0.160 0988 0.275 0.026ms 0.010ms
OCSVM-SGD-poly-o.1-0.7 0.160 0.992 0.275 0.012ms 0.005ms
OCSVM-rbf-auto-o.5 0.160 1.000 0.276 0.022ms 0.011ms
OCSVM-SGD-ad.-lin.-0.1-0.8 0.161 0.984 0.277 0.006ms 0.384ms
OCSVM-SGD-ad.-lin.-0.2-0.8 0.161 0.984 0.277 0.006ms 0.385ms
OCSVM-SGD-ad.-lin.-0.3-0.8 0.161 0.984 0.277 0.006ms 0.381ms
OCSVM-SGD-ad.-lin.-0.4-0.8 0.161 0.984 0.277 0.006ms 0.383ms
OCSVM-SGD-ad.-lin.-0.6-0.8 0.161 0.984 0.277 0.006ms 0.381ms
OCSVM-SGD-ad.-lin.-0.8-0.8 0.161 0.984 0.277 0.006ms 0.382ms
OCSVM-sigm.-0.3-0.5 0.162 0980 0.279 0.029ms 0.011ms
OCSVM-SGD-ad.-rbf-0.8-0.5 0.162 1.000 0.279 0.008ms 0.518ms
OCSVM-SGD-poly-0.2-0.9 0.164 1.000 0.282 0.012ms 0.005ms
iForest-100-0.4 0.166 0949 0.283 0.689ms 0.369ms
OCSVM-sigm.-0.8-0.5 0.165 0988 0.283 0.029ms 0.010ms
OCSVM-rbf-0.3-0.4 0.165 1.000 0.283 0.021ms 0.011ms
iForest-10-0.4 0.168 0926 0.284 0.073ms 0.039ms
OCSVM-sigm.-0.2-0.5 0.166 0984 0.284 0.029ms 0.011ms
OCSVM-sigm.-0.6-0.5 0.166 0984 0.284 0.029ms 0.011ms
OCSVM-SGD-sigm.-0.3-0.6 0.166 0984 0284 0.010ms 0.004ms
OCSVM-SGD-ad.-rbf-0.6-0.5 0.166 1.000 0.284 0.008ms 0.506 ms
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OCSVM-sigm.-scale-0.5 0.166 0988 0.284 0.029ms 0.010ms
OCSVM-sigm.-0.4-0.5 0.166 0984 0.285 0.028ms 0.011ms
iForest-200-0.4 0.168 0949 0.285 1.373ms 0.735ms
OCSVM-lin.-scale-o0.5 0.167 0988 0.285 0.014ms 0.006 ms
OCSVM-lin.-auto-0.5 0.167 0988 0.285 0.013ms 0.006 ms
OCSVM-lin.-0.1-0.5 0.167 0.988 0.285 0.013ms 0.006 ms
OCSVM-lin.-0.2-0.5 0.167 0.988 0.285 0.013ms 0.006 ms
OCSVM-lin.-0.3-0.5 0.167 0.988 0.285 0.013ms 0.006 ms
OCSVM-lin.-0.4-0.5 0.167 0988 0.285 0.013ms 0.006 ms
OCSVM-lin.-0.6-0.5 0.167 0.988 0.285 0.013ms 0.006 ms
OCSVM-lin.-0.8-0.5 0.167 0.988 0.285 0.013ms 0.006 ms
OCSVM-SGD-sigm.-0.6-0.6 0.169 0930 0.285 0.011ms 0.004ms
iForest-50-0.4 0.168 0938 0.285 0.347ms 0.185ms
iForest-500-0.4 0.168 0953 0.286 3.420ms 1.823ms
OCSVM-rbf-0.4-0.3 0.167 1.000 0.286 0.018ms 0.009 ms
OCSVM-SGD-ad.-sigm.-0.6-0.2  0.956 0.168 0.286 0.007ms 0.089ms
iForest-1000-0.4 0.168 0953 0.286 6.828ms 3.642ms
OCSVM-rbf-0.6-0.2 0.167 1.000 0.287 0.014ms 0.007 ms
OCSVM-SGD-ad.-sigm.-0.3-0.1  1.000 0.168 0.288 0.007ms 0.089 ms
iForest-30-0.4 0.170 0938 0.288 0.210ms 0.112ms
OCSVM-SGD-sigm.-0.4-0.6 0.169 0984 0.288 0.010ms 0.004ms
OCSVM-SGD-ad.-sigm.-0.1-0.7  0.169 0977 0.289 0.007ms 0.407 ms
OCSVM-rbf-0.2-0.4 0.169 1.000 0.290 0.019ms 0.010ms
iForest-20-0.4 0.171 0941 0.290 0.141ms 0.076ms
OCSVM-poly-0.8-0.4 0.171 099 0.292 0.013ms 0.005ms
OCSVM-SGD-ad.-poly-0.1-0.7  0.171 0984 0.292 0.010ms 0.438ms
OCSVM-poly-auto-0.4 0.172 0988 0.293 0.012ms 0.005ms
OCSVM-poly-0.6-0.5 0.172 099 0.294 0.015ms 0.006 ms
OCSVM-SGD-ad.-sigm.-0.8-0.7  0.178 0.844 0.294 0.007ms 0.355ms
OCSVM-SGD-ad.-poly-0.2-0.9  0.173 0984 0.295 0.010ms 0.433ms
OCSVM-rbf-0.6-0.1 0.173 1.000 0.295 0.011ms 0.006 ms
OCSVM-SGD-poly-0.2-0.8 0.174 0988 0.295 0.012ms 0.005ms
OCSVM-rbf-0.3-0.3 0.173 1.000 0.295 0.018ms 0.009 ms
OCSVM-SGD-rbf-0.8-0.5 0.173 1.000 0.295 0.011ms 0.005ms
OCSVM-poly-0.3-0.4 0.174 099 0.297 0.013ms 0.005ms
OCSVM-SGD-sigm.-0.8-0.6 0.178 0.887 0.297 0.012ms 0.004 ms
OCSVM-SGD-lin.-0.1-0.7 0.175 0.988 0.297 0.007ms 0.004 ms
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METHOD PREC. RECALL F1 terain tpredict

OCSVM-SGD-lin.-0.2-0.7 0.175 0.988 0.297 0.007ms 0.003ms
OCSVM-SGD-lin.-0.3-0.7 0.175 0.988 0.297 0.007ms 0.004 ms
OCSVM-SGD-lin.-0.4-0.7 0.175 0.988 0.297 0.007ms 0.003ms
OCSVM-SGD-lin.-0.6-0.7 0.175 0.988 0.297 0.007ms 0.003ms
OCSVM-SGD-lin.-0.8-0.7 0.175 0.988 0.297 0.007ms 0.003ms
OCSVM-rbf-0.1-0.4 0.175 1.000 0.298 0.019ms 0.010ms
OCSVM-rbf-0.4-0.2 0.176 1.000 0.299 0.014ms 0.007 ms
OCSVM-SGD-rbf-0.6-0.5 0.177 1.000 0.300 0.011ms 0.005ms
OCSVM-SGD-ad.-sigm.-0.2-0.7  0.177 0984 0.301 0.007ms 0.394ms
OCSVM-SGD-rbf-0.4-0.5 0.179 1.000 0.303 0.011ms 0.005ms
OCSVM-rbf-0.1-0.3 0.179 1.000 0.304 0.016ms 0.008ms
OCSVM-rbf-auto-o.4 0.179 1.000 0.304 0.019ms 0.009 ms
OCSVM-SGD-poly-0.1-0.6 0.180 0.988 0.305 0.012ms 0.005ms
OCSVM-poly-0.2-0.4 0.180 0996 0.305 0.013ms 0.005ms
OCSVM-SGD-ad.-rbf-0.1-0.6 0.181 1.000 0.306 0.008ms 0.464ms
OCSVM-SGD-ad.-sigm.-0.3-0.7  0.182 0.977 0.307 0.007ms 0.384ms
OCSVM-SGD-ad.-rbf-0.4-0.5 0.181 1.000 0.307 0.008ms 0.465ms
OCSVM-sigm.-scale-0.4 0.182 0980 0.307 0.025ms 0.009 ms
OCSVM-rbf-scale-0.4 0.182 1.000 0.308 0.019ms 0.010ms
OCSVM-SGD-rbf-0.3-0.5 0.182 1.000 0.308 0.011ms 0.005ms
OCSVM-rbf-scale-0.3 0.184 1.000 0.311 0.016ms 0.008 ms
OCSVM-poly-scale-0.4 0187 099 0.315 0.013ms 0.005ms
OCSVM-poly-0.1-0.4 0.187 0996 0.315 0.013ms 0.005ms
OCSVM-rbf-0.2-0.3 0.187 1.000 0.315 0.017ms 0.008 ms
OCSVM-rbf-auto-o0.3 0.188 1.000 0.317 0.015ms 0.008 ms
iForest-200-0.3 0.192 0906 0.317 1.374ms 0.734ms
OCSVM-SGD-rbf-0.2-0.5 0.189 1.000 0.317 0.011ms 0.005ms
OCSVM-lin.-scale-0.4 0.189 0980 0.318 0.012ms 0.005ms
OCSVM-lin.-auto-0.4 0.189 0980 0.318 0.012ms 0.005ms
OCSVM-lin.-0.1-0.4 0.189 0980 0.318 0.012ms 0.005ms
OCSVM-lin.-0.2-0.4 0.189 0980 0.318 0.012ms 0.005ms
OCSVM-lin.-0.3-0.4 0.189 0980 0.318 0.012ms 0.005ms
OCSVM-lin.-0.4-0.4 0.189 0980 0.318 0.012ms 0.005ms
OCSVM-lin.-0.6-0.4 0.189 0980 0.318 0.012ms 0.005ms
OCSVM-lin.-0.8-0.4 0.189 0980 0.318 0.012ms 0.005ms
OCSVM-poly-0.4-0.4 0.189 0996 0.318 0.013ms 0.005ms
OCSVM-SGD-ad.-rbf-0.3-0.5 0.189 1.000 0.318 0.008ms 0.447 ms
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iForest-100-0.3 0.194 0902 0.319 0.688ms 0.369ms
iForest-10-0.3 0.195 0.895 0.320 0.073ms 0.039ms
iForest-50-0.3 0.194 0910 0.320 0.346ms 0.185ms
OCSVM-SGD-ad.-sigm.-0.4-0.7  0.192 0965 0.320 0.007ms 0.366 ms
iForest-1000-0.3 0.194 0918 0.321 6.829ms 3.639ms
OCSVM-poly-auto-o0.3 0.191 0988 0.321 0.010ms 0.004 ms
OCSVM-sigm.-0.2-0.4 0.192 0980 0.321 0.025ms 0.009 ms
iForest-500-0.3 0.195 0918 0.321 3.420ms 1.821ms
OCSVM-SGD-ad.-sigm.-0.2-0.1  1.000 0.191 0.321 0.007ms 0.089 ms
OCSVM-poly-0.8-0.3 0.192 0992 0.321 0.011ms 0.004ms
OCSVM-SGD-poly-0.2-0.7 0.192 0.988 0.321 0.012ms 0.005ms
OCSVM-sigm.-auto-0.4 0.192 0980 0.322 0.019ms 0.007 ms
iForest-20-0.3 0.196 0914 0323 0.141ms 0.076ms
OCSVM-sigm.-0.1-0.4 0.193 0980 0.323 0.022ms 0.008 ms
OCSVM-sigm.-0.8-0.4 0.193 0.980 0.323 0.025ms 0.009ms
OCSVM-SGD-lin.-0.1-0.6 0.194 0.980 0.324 0.007ms 0.003ms
OCSVM-SGD-lin.-0.2-0.6 0.194 0.980 0.324 0.007ms 0.003ms
OCSVM-SGD-lin.-0.3-0.6 0.194 0.980 0.324 0.007ms 0.004ms
OCSVM-SGD-lin.-0.4-0.6 0.194 0.980 0.324 0.007ms 0.004ms
OCSVM-SGD-lin.-0.6-0.6 0.194 0.980 0.324 0.007ms 0.003ms
OCSVM-SGD-lin.-0.8-0.6 0.194 0980 0.324 0.007ms 0.003ms
OCSVM-SGD-ad.-sigm.-0.6-0.7  0.198 0.898 0.324 0.007ms 0.342ms
iForest-30-0.3 0.198 0.906 0.325 0.210ms 0.112ms
OCSVM-SGD-poly-0.3-0.9 0.195 0.988 0.326 0.011ms 0.005ms
OCSVM-sigm.-0.4-0.4 0.197 0980 0.328 0.025ms 0.009 ms
OCSVM-SGD-ad.-lin.-0.1-0.7 0197 0984 0.328 0.006ms 0.318ms
OCSVM-SGD-ad.-lin.-0.2-0.7 0197 0984 0.328 0.006ms 0.318ms
OCSVM-5GD-ad.-lin.-0.3-0.7 0.197 0984 0.328 0.006ms 0.317ms
OCSVM-SGD-ad.-lin.-0.4-0.7 0.197 0984 0.328 0.006ms 0.318 ms
OCSVM-SGD-ad.-lin.-0.6-0.7 0197 0984 0.328 0.006ms 0.317ms
OCSVM-SGD-ad.-lin.-0.8-0.7 0197 0984 0.328 0.006ms 0.318ms
OCSVM-SGD-ad.-poly-0.2-0.8  0.197 0984 0.328 0.010ms 0.386ms
OCSVM-sigm.-0.6-0.4 0.198 0980 0.329 0.025ms 0.009 ms
OCSVM-SGD-sigm.-0.1-0.5 0.199 0.980 0.330 0.009ms 0.004ms
OCSVM-sigm.-0.3-0.4 0.199 0980 0.331 0.026ms 0.009 ms
OCSVM-poly-0.6-0.4 0.199 0996 0.331 0.013ms 0.005ms
OCSVM-SGD-sigm.-0.2-0.5 0.200 0.988 0.333 0.009ms 0.004 ms
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OCSVM-rbf-0.4-0.1 0.200 1.000 0.334 0.010ms 0.005ms
OCSVM-rbf-0.3-0.2 0.201 1.000 0.334 0.014ms 0.007 ms
OCSVM-SGD-rbf-0.8-0.4 0.201 1.000 0.335 0.011ms 0.005ms
OCSVM-SGD-ad.-rbf-0.2-0.5 0.206 1.000 0.342 0.008ms 0.413ms
OCSVM-SGD-rbf-0.1-0.5 0.206 1.000 0.342 0.011ms 0.005ms
OCSVM-SGD-rbf-0.6-0.4 0.207 1.000 0.343 0.011ms 0.005ms
OCSVM-SGD-sigm.-0.3-0.5 0.209 0980 0.345 0.010ms 0.004 ms
OCSVM-rbf-0.2-0.2 0.209 1.000 0.346 0.013ms 0.007 ms
OCSVM-SGD-ad.-poly-0.1-0.6  0.212 0980 0.349 0.010ms 0.356ms
OCSVM-SGD-poly-0.1-0.5 0.213 0980 0.350 0.012ms 0.005ms
OCSVM-poly-0.4-0.3 0.213 0992 0.351 0.011ms 0.004ms
OCSVM-rbf-scale-o0.2 0.214 1.000 0.352 0.013ms 0.007 ms
OCSVM-SGD-poly-0.3-0.8 0.218 0984 0.357 0.011ms 0.005ms
OCSVM-rbf-0.3-0.1 0.218 1.000 0.357 0.010ms 0.005ms
OCSVM-lin.-scale-0.3 0.219 0984 0.358 0.010ms 0.004ms
OCSVM-lin.-auto-0.3 0.219 0984 0.358 0.009ms 0.004ms
OCSVM-lin.-0.1-0.3 0.219 0984 0.358 0.009ms 0.004ms
OCSVM-lin.-0.2-0.3 0.219 0984 0.358 0.009ms 0.004ms
OCSVM-lin.-0.3-0.3 0.219 0984 0.358 0.009ms 0.004ms
OCSVM-lin.-0.4-0.3 0.219 0984 0.358 0.009ms 0.004ms
OCSVM-lin.-0.6-0.3 0.219 0984 0.358 0.009ms 0.004 ms
OCSVM-lin.-0.8-0.3 0.219 0984 0.358 0.009ms 0.004ms
OCSVM-poly-auto-o.1 0.219 0984 0.358 0.004ms 0.002ms
OCSVM-poly-0.1-0.3 0.219 0992 0.359 0.010ms 0.004ms
OCSVM-poly-0.2-0.3 0.220 0992 0.360 0.011ms 0.004ms
OCSVM-SGD-rbf-0.4-0.4 0.220 1.000 0.360 0.011ms 0.005ms
OCSVM-SGD-sigm.-0.4-0.5 0.222 0977 0.362 0.010ms 0.004 ms
OCSVM-SGD-poly-0.2-0.6 0.222 0988 0.362 0.011ms 0.005ms
OCSVM-poly-scale-0.3 0.222 0992 0.363 0.011ms 0.004ms
OCSVM-SGD-ad.-sigm.-0.1-0.2  0.576 0.266 0.364 0.007ms 0.103ms
iForest-10-0.2 0.236 0.805 0.365 0.073ms 0.039ms
OCSVM-poly-0.3-0.3 0.225 0992 0.367 0.011ms 0.004ms
iForest-20-0.2 0.237 0.812 0.367 0.142ms 0.076 ms
iForest-500-0.2 0.235 0.848 0.368 3.419ms 1.822ms
iForest-1000-0.2 0.236 0.852 0.369 6.832ms 3.646ms
OCSVM-poly-0.6-0.3 0.227 0992 0370 0.011ms 0.004 ms
OCSVM-SGD-lin.-0.1-0.5 0.228 0980 0.370 0.007ms 0.003ms
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OCSVM-SGD-lin.-0.2-0.5 0.228 0.980 0.370 0.007ms 0.003ms
OCSVM-SGD-lin.-0.3-0.5 0.228 0.980 0.370 0.007ms 0.003ms
OCSVM-5GD-lin.-0.4-0.5 0.228 0.980 0.370 0.007ms 0.003ms
OCSVM-SGD-lin.-0.6-0.5 0.228 0.980 0.370 0.007ms 0.003ms
OCSVM-SGD-lin.-0.8-0.5 0.228 0.980 0.370 0.007ms 0.003ms
iForest-100-0.2 0.237 0.848 0.371 0.688ms 0.368 ms
iForest-200-0.2 0.237 0.852 0.371 1.375ms 0.738ms
OCSVM-SGD-rbf-0.3-0.4 0.228 1.000 0.372 0.011ms 0.005ms
OCSVM-SGD-sigm.-0.6-0.5 0.233 0.930 0.373 0.011ms 0.004ms
iForest-50-0.2 0.241 0.844 0374 0.347ms 0.192ms
OCSVM-SGD-ad.-sigm.-0.2-0.6  0.233 0.957 0.375 0.007ms 0.299ms
OCSVM-SGD-ad.-rbf-0.8-0.1 0.670 0.262 0.376 0.008ms 0.139ms
iForest-30-0.2 0.243 0.836 0.376 0.210ms 0.112ms
OCSVM-rbf-0.1-0.2 0.232 1.000 0.377 0.013ms 0.006 ms
OCSVM-SGD-ad.-lin.-0.1-0.6 0.233 0.980 0.377 0.006ms 0.272ms
OCSVM-SGD-ad.-lin.-0.2-0.6 0.233 0980 0.377 0.006ms 0.271ms
OCSVM-SGD-ad.-lin.-0.3-0.6 0.233 0.980 0.377 0.006ms 0.271ms
OCSVM-SGD-ad.-lin.-0.4-0.6 0.233 0.980 0.377 0.006ms 0.271ms
OCSVM-SGD-ad.-lin.-0.6-0.6 0.233 0.980 0.377 0.006ms 0.271ms
OCSVM-SGD-ad.-lin.-0.8-0.6 0.233 0.980 0.377 0.006ms 0.271ms
OCSVM-SGD-ad.-poly-0.2-0.7  0.234 0984 0.378 0.010ms 0.327ms
OCSVM-SGD-ad.-poly-0.3-0.9  0.235 0.980 0.379 0.010ms 0.322ms
OCSVM-poly-auto-o0.2 0.235 0.988 0.379 0.008ms 0.003ms
OCSVM-SGD-ad.-rbf-0.6-0.1 0.556 0.289 0.380 0.008ms 0.147 ms
OCSVM-sigm.-0.8-0.3 0.238 0965 0.382 0.020ms 0.007 ms
OCSVM-SGD-rbf-0.2-0.4 0.237 1.000 0.383 0.011ms 0.005ms
OCSVM-SGD-poly-0.3-0.7 0.241 0980 0.387 0.011ms 0.005ms
OCSVM-sigm.-0.1-0.3 0.241 0.984 0.388 0.018ms 0.006 ms
OCSVM-sigm.-scale-0.3 0.242 0980 0.389 0.020ms 0.007 ms
OCSVM-sigm.-0.2-0.3 0.243 0.980 0.390 0.020ms 0.007 ms
OCSVM-SGD-ad.-rbf-0.8-0.4 0.243 1.000 0.391 0.008ms 0.365ms
OCSVM-sigm.-auto-0.3 0.246 0984 0.393 0.015ms 0.006 ms
OCSVM-SGD-ad.-rbf-0.6-0.4 0.245 1.000 0.394 0.008ms 0.360 ms
OCSVM-SGD-poly-0.4-0.9 0247 0984 0.394 0.011ms 0.005ms
OCSVM-sigm.-0.6-0.3 0.248 0.969 0.395 0.020ms 0.007 ms
OCSVM-SGD-ad.-sigm.-0.1-0.6  0.249 0965 0.396 0.007ms 0.284ms
OCSVM-SGD-rbf-0.8-0.3 0.251 1.000 0.401 0.010ms 0.005ms
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OCSVM-rbf-0.2-0.1 0.253 1.000 0.404 0.009ms 0.005ms
OCSVM-sigm.-0.3-0.3 0.255 0977 0405 0.020ms 0.007 ms
OCSVM-SGD-poly-0.2-0.5 0.256 0980 0.406 0.011ms 0.005ms
OCSVM-rbf-scale-o0.1 0.255 1.000 0.407 0.009ms 0.005ms
OCSVM-SGD-rbf-0.6-0.3 0.256 1.000 0.408 0.011ms 0.005ms
OCSVM-sigm.-0.4-0.3 0.259 0973 0.409 0.020ms 0.007 ms
OCSVM-SGD-ad.-poly-0.1-0.5  0.259 0973 0410 0.010ms 0.294ms
OCSVM-rbf-auto-o0.2 0.259 1.000 0.411 0.012ms 0.006 ms
OCSVM-SGD-poly-o0.1-0.4 0.261 0.980 0.412 0.012ms 0.005ms
OCSVM-SGD-sigm.-0.1-0.4 0.264 0980 0416 0.010ms 0.004ms
OCSVM-SGD-ad.-sigm.-0.4-0.2  0.897 0.273 0419 0.007ms 0.091ms
OCSVM-SGD-ad.-poly-0.2-0.6  0.268 0.980 0421 0.010ms 0.288ms
OCSVM-SGD-sigm.-0.2-0.4 0.269 0980 0422 0.009ms 0.004ms
OCSVM-SGD-ad.-poly-0.3-0.8  0.270 0984 0424 0.010ms 0.284ms
OCSVM-SGD-rbf-0.1-0.4 0.269 1.000 0.424 0.011ms 0.005ms
OCSVM-SGD-poly-0.4-0.8 0.274 0.980 0.428 0.011ms 0.005ms
iForest-200-0.1 0.310 0.695 0429 1374ms 0.734ms
iForest-10-0.1 0.322 0.652 0.431 0.075ms 0.040ms
OCSVM-poly-0.8-0.2 0.276 0.988 0.432 0.008ms 0.003ms
OCSVM-SGD-ad.-rbf-0.1-0.5 0.276 1.000 0.432 0.008ms 0.324ms
OCSVM-poly-0.6-0.2 0.277 0.988 0.433 0.008ms 0.003ms
OCSVM-SGD-poly-0.3-0.6 0.278 0980 0.434 0.011ms 0.005ms
iForest-500-0.1 0.314 0.703 0434 3426ms 1.826ms
OCSVM-SGD-rbf-0.4-0.3 0.278 1.000 0.435 0.011ms 0.005ms
iForest-100-0.1 0.316 0.699 0436 0.687ms 0.368ms
OCSVM-SGD-ad.-rbf-0.4-0.4 0.279 1.000 0.436 0.008ms 0.322ms
OCSVM-SGD-sigm.-0.8-0.5 0.297 0.832 0.438 0.011ms 0.004ms
OCSVM-SGD-sigm.-0.3-0.4 0.284 0.965 0.439 0.009ms 0.004ms
OCSVM-SGD-ad.-sigm.-0.8-0.3  0.961 0.285 0.440 0.007ms 0.089 ms
iForest-1000-0.1 0.318 0.715 0.440 6.838ms 3.645ms
OCSVM-SGD-lin.-0.1-0.4 0.284 0.980 0.440 0.007ms 0.004ms
OCSVM-SGD-lin.-0.2-0.4 0.284 0.980 0.440 0.007ms 0.003ms
OCSVM-SGD-lin.-0.3-0.4 0.284 0.980 0.440 0.007ms 0.003ms
OCSVM-SGD-lin.-0.4-0.4 0.284 0.980 0.440 0.007ms 0.003ms
OCSVM-SGD-lin.-0.6-0.4 0.284 0.980 0.440 0.007ms 0.003ms
OCSVM-SGD-lin.-0.8-0.4 0.284 0.980 0.440 0.007ms 0.003ms
OCSVM-rbf-auto-o.1 0.283 1.000 0.441 0.008ms 0.004ms
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iForest-30-0.1 0.325 0.688 0441 0.210ms 0.112ms
iForest-20-0.1 0.328 0.676 0442 0.141ms 0.076 ms
OCSVM-SGD-ad.-sigm.-0.2-0.2  0.683 0.328 0.443 0.007ms 0.100 ms
OCSVM-SGD-ad.-lin.-0.1-0.5 0.287 0980 0.444 0.006ms 0.226ms
OCSVM-SGD-ad.-lin.-0.2-0.5 0.287 0980 0.444 0.006ms 0.226ms
OCSVM-5GD-ad.-lin.-0.3-0.5 0.287 0980 0.444 0.006ms 0.226ms
OCSVM-SGD-ad.-lin.-0.4-0.5 0.287 0980 0.444 0.006ms 0.225ms
OCSVM-SGD-ad.-lin.-0.6-0.5 0.287 0980 0.444 0.006ms 0.225ms
OCSVM-SGD-ad.-lin.-0.8-0.5 0.287 0980 0.444 0.006ms 0.226ms
OCSVM-SGD-ad.-sigm.-0.3-0.6  0.292 0941 0446 0.007ms 0.243ms
OCSVM-poly-scale-0.2 0.289 0.988 0.447 0.008ms 0.003ms
OCSVM-poly-0.4-0.2 0.290 0.988 0.448 0.008ms 0.003ms
OCSVM-rbf-0.1-0.1 0.289 1.000 0.449 0.008ms 0.004ms
OCSVM-SGD-ad.-rbf-0.3-0.4 0.289 1.000 0.449 0.008ms 0.313ms
OCSVM-SGD-rbf-0.3-0.3 0.290 1.000 0.450 0.011ms 0.005ms
OCSVM-poly-0.3-0.2 0.292 0.988 0.451 0.008ms 0.003ms
iForest-50-0.1 0.337 0.711 0457 0.346ms 0.185ms
OCSVM-poly-0.2-0.2 0.299 0.988 0.459 0.008ms 0.003ms
OCSVM-poly-0.1-0.2 0.301 0.988 0.462 0.008ms 0.003ms
OCSVM-SGD-ad.-sigm.-0.3-0.2  0.741 0336 0.462 0.007ms 0.097 ms
OCSVM-sigm.-scale-0.2 0.304 0980 0464 0.015ms 0.005ms
OCSVM-sigm.-auto-0.2 0.304 0984 0465 0.011ms 0.004ms
OCSVM-SGD-poly-0.4-0.7 0.304 0984 0465 0.011ms 0.005ms
OCSVM-SGD-ad.-poly-0.3-0.7  0.306 0.980 0.467 0.010ms 0.253ms
OCSVM-sigm.-0.2-0.2 0.307 0980 0468 0.014ms 0.005ms
OCSVM-sigm.-0.8-0.2 0.314 0941 0471 0.015ms 0.005ms
OCSVM-SGD-poly-0.2-0.4 0.313 0984 0475 0.011ms 0.005ms
OCSVM-lin.-scale-0.2 0.314 0.984 0476 0.008ms 0.003ms
OCSVM-lin.-auto-o0.2 0.314 0984 0476 0.007ms 0.003ms
OCSVM-lin.-0.1-0.2 0.314 0984 0476 0.007ms 0.003ms
OCSVM-lin.-0.2-0.2 0.314 0984 0476 0.007ms 0.003ms
OCSVM-lin.-0.3-0.2 0.314 0.984 0476 0.007ms 0.003ms
OCSVM-lin.-0.4-0.2 0.314 0984 0476 0.007ms 0.003ms
OCSVM-lin.-0.6-0.2 0.314 0984 0476 0.007ms 0.003ms
OCSVM-lin.-0.8-0.2 0.314 0984 0476 0.007ms 0.003ms
OCSVM-SGD-sigm.-0.4-0.4 0.319 0953 0477 0.009ms 0.004 ms
OCSVM-SGD-ad.-rbf-0.2-0.4 0.314 1.000 0.478 0.008ms 0.291ms
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OCSVM-SGD-ad.-poly-0.4-0.9  0.320 0.980 0482 0.010ms 0.244ms
OCSVM-SGD-ad.-sigm.-0.6-0.3  0.943 0.324 0483 0.007ms 0.090ms
OCSVM-5GD-rbf-0.2-0.3 0.319 1.000 0484 0.011ms 0.005ms
OCSVM-sigm.-0.6-0.2 0.325 0.965 0.486 0.015ms 0.005ms
OCSVM-sigm.-0.1-0.2 0.323 0984 0486 0.013ms 0.005ms
OCSVM-SGD-poly-0.3-0.5 0.327 0984 0491 0.011ms 0.005ms
OCSVM-sigm.-0.4-0.2 0.330 0977 0493 0.014ms 0.005ms
OCSVM-SGD-poly-0.1-0.3 0.331 0984 0.495 0.012ms 0.005ms
OCSVM-SGD-ad.-poly-0.2-0.5  0.334 0.969 0.497 0.010ms 0.234ms
OCSVM-SGD-ad.-rbf-0.1-0.1 0.660 0.402 0.500 0.008ms 0.145ms
OCSVM-sigm.-0.3-0.2 0.337 0977 0501 0.014ms 0.005ms
OCSVM-SGD-poly-0.4-0.6 0.340 0984 0.506 0.011ms 0.005ms
OCSVM-SGD-ad.-sigm.-0.8-0.4  0.901 0.355 0.510 0.007ms 0.091ms
OCSVM-5GD-lin.-0.1-0.3 0.350 0.984 0.516 0.007ms 0.003ms
OCSVM-SGD-lin.-0.2-0.3 0.350 0.984 0.516 0.007ms 0.003ms
OCSVM-SGD-lin.-0.3-0.3 0.350 0.984 0.516 0.007ms 0.003ms
OCSVM-SGD-lin.-0.4-0.3 0.350 0.984 0.516 0.007ms 0.004ms
OCSVM-5GD-lin.-0.6-0.3 0.350 0.984 0.516 0.007ms 0.003ms
OCSVM-SGD-lin.-0.8-0.3 0.350 0.984 0.516 0.007ms 0.003ms
OCSVM-SGD-ad.-poly-0.1-0.4  0.353 0.965 0.517 0.010ms 0.222ms
OCSVM-SGD-ad.-poly-0.8-0.1  0.948 0.355 0.517 0.010ms 0.093 ms
OCSVM-SGD-ad.-sigm.-0.4-0.6  0.366 0.895 0.519 0.007ms 0.194ms
OCSVM-SGD-ad.-poly-0.4-0.8  0.355 0.969 0.519 0.010ms 0.221ms
OCSVM-SGD-rbf-0.8-0.2 0.352 1.000 0.520 0.011ms 0.005ms
OCSVM-SGD-ad.-poly-0.3-0.6  0.356 0969 0.520 0.010ms 0.220ms
OCSVM-SGD-sigm.-0.6-0.4 0.376 0.867 0.524 0.010ms 0.004ms
OCSVM-SGD-ad.-poly-0.6-0.1  0.779 0.398 0.527 0.010ms 0.100ms
OCSVM-SGD-poly-0.6-0.9 0.362 0.984 0.529 0.011ms 0.005ms
OCSVM-SGD-ad.-lin.-0.1-0.4 0.364 0965 0.529 0.006ms 0.184ms
OCSVM-SGD-ad.-lin.-0.2-0.4 0.364 0.965 0.529 0.006ms 0.185ms
OCSVM-SGD-ad.-lin.-0.3-0.4 0.364 0.965 0.529 0.006ms 0.183ms
OCSVM-SGD-ad.-lin.-0.4-0.4 0.364 0965 0.529 0.006ms 0.183ms
OCSVM-SGD-ad.-lin.-0.6-0.4 0.364 0.965 0.529 0.006ms 0.183ms
OCSVM-SGD-ad.-lin.-0.8-0.4 0.364 0.965 0.529 0.006ms 0.183ms
OCSVM-SGD-rbf-0.6-0.2 0.369 1.000 0.539 0.011ms 0.005ms
OCSVM-SGD-sigm.-0.1-0.3 0.373 0973 0.540 0.009ms 0.004 ms
OCSVM-SGD-rbf-0.1-0.3 0.370 1.000 0.540 0.011ms 0.005ms
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OCSVM-SGD-sigm.-0.8-0.1 0.970 0.379 0.545 0.010ms 0.004ms
OCSVM-SGD-sigm.-0.2-0.3 0.385 0.957 0549 0.009ms 0.004 ms
OCSVM-SGD-ad.-poly-0.4-0.7  0.386 0.957 0.551 0.010ms 0.203ms
OCSVM-SGD-poly-0.3-0.4 0.384 0984 0.552 0.011ms 0.005ms
OCSVM-SGD-poly-0.4-0.5 0.384 0984 0.553 0.011ms 0.005ms
OCSVM-5GD-poly-0.6-0.8 0.387 0984 0.555 0.011ms 0.005ms
OCSVM-SGD-ad.-sigm.-0.4-0.3  0.758 0.441 0.558 0.007ms 0.099 ms
OCSVM-SGD-poly-0.2-0.3 0.389 0.984 0.558 0.011ms 0.005ms
OCSVM-SGD-ad.-sigm.-0.1-0.5  0.406 0.906 0.561 0.007ms 0.179ms
OCSVM-SGD-ad.-sigm.-0.2-0.5  0.407 0902 0.561 0.007ms 0.179ms
OCSVM-SGD-ad.-sigm.-0.1-0.3  0.640 0.500 0.561 0.007ms 0.109ms
OCSVM-SGD-rbf-0.4-0.2 0.399 1.000 0.571 0.011ms 0.005ms
OCSVM-SGD-ad.-poly-0.3-0.5 0.411 0941 0572 0.010ms 0.190ms
OCSVM-SGD-ad.-rbf-0.4-0.1 0.644 0.516 0.573 0.008ms 0.152ms
OCSVM-SGD-sigm.-0.3-0.3 0.412 0.949 0.574 0.009ms 0.004ms
OCSVM-poly-0.8-0.1 0.405 0.988 0.575 0.005ms 0.002ms
OCSVM-SGD-ad.-poly-0.2-0.4  0.411 0957 0.575 0.010ms 0.194ms
OCSVM-SGD-ad.-poly-0.1-0.1  0.700 0.492 0578 0.010ms 0.109 ms
OCSVM-poly-0.1-0.1 0.411 0.988 0.580 0.005ms 0.002ms
OCSVM-poly-scale-o0.1 0.411 0.988 0.581 0.005ms 0.002ms
OCSVM-poly-0.4-0.1 0.412 0.988 0.582 0.005ms 0.002ms
OCSVM-poly-0.2-0.1 0.415 0988 0.584 0.005ms 0.002ms
OCSVM-poly-0.6-0.1 0.415 0.988 0.584 0.005ms 0.002ms
OCSVM-SGD-ad.-sigm.-0.8-0.5  0.788 0.465 0.585 0.007ms 0.097 ms
OCSVM-5GD-ad.-sigm.-0.6-0.6 0477  0.758 0.585 0.007ms 0.146ms
OCSVM-SGD-sigm.-0.8-0.4 0.465 0.789 0.586 0.011ms 0.004ms
OCSVM-SGD-ad.-poly-0.4-0.6  0.428 0.938 0.588 0.010ms 0.184ms
OCSVM-SGD-poly-0.6-0.7 0.420 0.984 0.589 0.011ms 0.005ms
OCSVM-SGD-ad.-rbf-0.4-0.3 0.419 0.996 0.590 0.008ms 0.233ms
OCSVM-SGD-ad.-rbf-0.6-0.3 0.419 0.996 0.590 0.008ms 0.234ms
OCSVM-poly-0.3-0.1 0.425 0.988 0.595 0.006ms 0.002ms
OCSVM-SGD-ad.-rbf-0.1-0.4 0.423 1.000 0.595 0.008ms 0.233ms
OCSVM-SGD-ad.-sigm.-0.6-0.4  0.783 0.480 0.596 0.007ms 0.098 ms
OCSVM-SGD-sigm.-0.4-0.3 0.443 0.930 0.600 0.010ms 0.004ms
OCSVM-SGD-ad.-sigm.-0.2-0.3  0.662 0.551 0.601 0.007ms 0.109ms
OCSVM-5GD-ad.-sigm.-0.8-0.6  0.592 0.613 0.603 0.007ms 0.119ms
OCSVM-SGD-ad.-poly-0.4-0.1  0.762 0.500 0.604 0.010ms 0.104ms
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OCSVM-SGD-rbf-0.3-0.2 0.434 1.000 0.605 0.010ms 0.005ms
OCSVM-SGD-ad.-sigm.-0.3-0.3  0.724 0.523 0.608 0.007ms 0.103ms
OCSVM-SGD-poly-0.4-0.4 0.440 0984 0.608 0.011ms 0.005ms
OCSVM-SGD-ad.-rbf-0.3-0.3 0.438 1.000 0.609 0.008ms 0.227ms
OCSVM-SGD-ad.-sigm.-0.3-0.5  0.469 0.887 0.614 0.007ms 0.159ms
OCSVM-SGD-ad.-poly-0.6-0.9  0.462 0938 0.619 0.010ms 0.172ms
OCSVM-SGD-poly-0.3-0.3 0.455 0984 0.622 0.011ms 0.005ms
OCSVM-SGD-ad.-rbf-0.2-0.1 0.694 0.566 0.624 0.008ms 0.149ms
OCSVM-SGD-ad.-poly-0.2-0.1  0.719 0.551 0.624 0.010ms 0.109 ms
OCSVM-5GD-ad.-rbf-0.8-0.3 0.457 0988 0.625 0.008ms 0.220ms
OCSVM-SGD-ad.-poly-0.1-0.3  0.472 0926 0.625 0.010ms 0.170ms
OCSVM-SGD-ad.-poly-0.3-0.1 0.771 0.527 0.626 0.010ms 0.104ms
OCSVM-SGD-poly-o0.1-0.2 0.461 0977 0.627 0.012ms 0.005ms
OCSVM-lin.-scale-o0.1 0.461 0980 0.627 0.007ms 0.002ms
OCSVM-lin.-auto-o0.1 0.461 0.980 0.627 0.005ms 0.002ms
OCSVM-lin.-0.1-0.1 0.461 0.980 0.627 0.005ms 0.002ms
OCSVM-lin.-0.2-0.1 0.461 0.980 0.627 0.005ms 0.002ms
OCSVM-lin.-0.3-0.1 0.461 0.980 0.627 0.005ms 0.002ms
OCSVM-lin.-0.4-0.1 0.461 0.980 0.627 0.004ms 0.002ms
OCSVM-lin.-0.6-0.1 0.461 0.980 0.627 0.005ms 0.002ms
OCSVM-lin.-0.8-0.1 0.461 0.980 0.627 0.004ms 0.002ms
OCSVM-SGD-poly-0.6-0.6 0.465 0.984 0.632 0.011ms 0.005ms
OCSVM-SGD-poly-0.8-0.9 0.466 0984 0.632 0.011ms 0.005ms
OCSVM-SGD-ad.-lin.-0.1-0.3 0.481 0.926 0.633 0.006ms 0.144ms
OCSVM-5GD-ad.-lin.-0.2-0.3 0.481 0926 0.633 0.006ms 0.144ms
OCSVM-SGD-ad.-lin.-0.3-0.3 0.481 0.926 0.633 0.006ms 0.143ms
OCSVM-SGD-ad.-lin.-0.4-0.3 0.481 0.926 0.633 0.006ms 0.143ms
OCSVM-SGD-ad.-lin.-0.6-0.3 0.481 0.926 0.633 0.006ms 0.143ms
OCSVM-5GD-ad.-lin.-0.8-0.3 0.481 0.926 0.633 0.006ms 0.143ms
OCSVM-SGD-ad.-sigm.-0.4-0.5  0.520 0.812 0.634 0.007ms 0.141ms
OCSVM-SGD-ad.-sigm.-0.1-0.4  0.583 0.699 0.636 0.007ms 0.124ms
OCSVM-SGD-ad.-poly-0.8-0.2  0.808 0.527 0.638 0.010ms 0.101ms
OCSVM-sigm.-auto-0.1 0.474 0980 0.639 0.007ms 0.003ms
OCSVM-SGD-rbf-0.2-0.2 0.470 1.000 0.639 0.011ms 0.005ms
OCSVM-SGD-ad.-poly-0.3-0.4  0.491 0922 0.640 0.010ms 0.162ms
OCSVM-SGD-ad.-poly-0.6-0.8 0497 0910 0.643 0.010ms 0.160ms
OCSVM-SGD-lin.-0.1-0.2 0.481 0.980 0.645 0.007ms 0.003ms
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OCSVM-SGD-lin.-0.2-0.2 0.481 0.980 0.645 0.007ms 0.003ms
OCSVM-SGD-lin.-0.3-0.2 0.481 0.980 0.645 0.007ms 0.003ms
OCSVM-5GD-lin.-0.4-0.2 0.481 0.980 0.645 0.007ms 0.003ms
OCSVM-SGD-lin.-0.6-0.2 0.481 0.980 0.645 0.007ms 0.003ms
OCSVM-SGD-lin.-0.8-0.2 0.481 0.980 0.645 0.007ms 0.003ms
OCSVM-sigm.-0.1-0.1 0.482 0980 0.646 0.008ms 0.003ms
OCSVM-5GD-ad.-rbf-0.3-0.1 0.683 0.613 0.646 0.008ms 0.152ms
OCSVM-sigm.-0.8-0.1 0.494 0.941 0.648 0.008ms 0.003ms
OCSVM-sigm.-0.6-0.1 0.492 0.949 0.648 0.008ms 0.003ms
OCSVM-SGD-ad.-sigm.-0.3-0.4  0.616 0.684 0.648 0.007ms 0.119ms
OCSVM-SGD-ad.-poly-0.4-0.5  0.501 0918 0.648 0.010ms 0.159ms
OCSVM-SGD-ad.-sigm.-0.6-0.5  0.650 0.652 0.651 0.007ms 0.114ms
OCSVM-SGD-ad.-sigm.-0.2-0.4  0.585 0.738 0.653 0.007ms 0.126 ms
OCSVM-SGD-ad.-sigm.-0.4-0.4  0.691 0.621 0.654 0.007ms 0.109ms
OCSVM-SGD-ad.-rbf-0.2-0.3 0.490 0.992 0.656 0.008ms 0.207 ms
OCSVM-SGD-ad.-poly-0.2-0.3  0.516 0.906 0.657 0.010ms 0.156 ms
OCSVM-sigm.-0.2-0.1 0.497 0973 0.658 0.009ms 0.003ms
OCSVM-sigm.-0.3-0.1 0.497 0973 0.658 0.009ms 0.003ms
OCSVM-sigm.-scale-0.1 0.497 0977 0.659 0.009ms 0.003ms
OCSVM-sigm.-0.4-0.1 0.502 0.973 0.662 0.009ms 0.003ms
OCSVM-SGD-ad.-poly-0.6-0.7  0.528 0.898 0.665 0.010ms 0.152ms
OCSVM-SGD-ad.-poly-0.6-0.2  0.761 0.598 0.670 0.010ms 0.106 ms
OCSVM-SGD-ad.-rbf-0.8-0.2 0.631 0.723 0.674 0.008ms 0.163ms
OCSVM-SGD-sigm.-0.6-0.3 0.571 0.828 0.676 0.010ms 0.004ms
OCSVM-SGD-sigm.-0.6-0.1 0.971 0.520 0.677 0.010ms 0.004 ms
OCSVM-SGD-poly-0.6-0.5 0.516 0984 0.677 0.011ms 0.005ms
OCSVM-SGD-poly-0.8-0.8 0.516 0984 0.677 0.011ms 0.005ms
OCSVM-SGD-poly-0.2-0.2 0.520 0.980 0.679 0.011ms 0.005ms
OCSVM-SGD-sigm.-0.8-0.3 0.669 0.703 0.686 0.011ms 0.004 ms
OCSVM-SGD-ad.-poly-0.8-0.3  0.776 0.621 0.690 0.010ms 0.106 ms
OCSVM-SGD-ad.-lin.-0.1-0.1 0.761 0.633 0.691 0.006ms 0.097 ms
OCSVM-SGD-ad.-lin.-0.2-0.1 0.761 0.633 0.691 0.006ms 0.100ms
OCSVM-SGD-ad.-lin.-0.3-0.1 0.761 0.633 0.691 0.006ms 0.097 ms
OCSVM-SGD-ad.-lin.-0.4-0.1 0.761 0.633 0.691 0.006ms 0.096 ms
OCSVM-SGD-ad.-lin.-0.6-0.1 0.761 0.633 0.691 0.006ms 0.096 ms
OCSVM-5GD-ad.-lin.-0.8-0.1 0.761 0.633 0.691 0.006ms 0.096ms
OCSVM-SGD-ad.-poly-0.4-0.4  0.562 0.898 0.692 0.010ms 0.144ms
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OCSVM-SGD-poly-0.4-0.3 0.534 0984 0.692 0.011ms 0.005ms
OCSVM-SGD-sigm.-0.8-0.2 0.871 0.578 0.695 0.010ms 0.004ms
OCSVM-SGD-poly-0.8-0.7 0.538 0984 0.696 0.012ms 0.005ms
OCSVM-SGD-ad.-poly-0.3-0.3  0.588 0.891 0.708 0.010ms 0.139ms
OCSVM-SGD-rbf-0.1-0.2 0.551 1.000 0.710 0.011ms 0.005ms
OCSVM-SGD-ad.-poly-0.8-0.9  0.593 0.895 0.713 0.010ms 0.138ms
OCSVM-5GD-sigm.-0.1-0.2 0.580 0.930 0.715 0.010ms 0.004 ms
OCSVM-SGD-ad.-poly-0.6-0.6  0.605 0.891 0.720 0.010ms 0.135ms
OCSVM-SGD-ad.-poly-0.6-0.3  0.723 0.723 0.723 0.010ms 0.113ms
OCSVM-SGD-ad.-rbf-0.1-0.3 0.576 0980 0.725 0.008ms 0.184ms
OCSVM-SGD-sigm.-0.2-0.2 0.593 0.938 0.726 0.009ms 0.004ms
OCSVM-SGD-ad.-poly-0.8-0.4  0.739 0719 0.729 0.010ms 0.112ms
OCSVM-SGD-ad.-poly-0.8-0.8  0.626 0.871 0.729 0.010ms 0.131ms
OCSVM-SGD-ad.-poly-0.4-0.2  0.728 0.730 0.729 0.010ms 0.113ms
OCSVM-5GD-poly-0.6-0.4 0.583 0.977 0.730 0.011ms 0.005ms
OCSVM-SGD-poly-0.3-0.2 0.585 0.980 0.733 0.011ms 0.005ms
OCSVM-SGD-ad.-poly-0.1-0.2  0.659 0.832 0.736 0.010ms 0.125ms
OCSVM-SGD-ad.-poly-0.3-0.2  0.697  0.781 0.737 0.010ms 0.118ms
OCSVM-SGD-poly-0.8-0.6 0.594 0.977 0.739 0.011ms 0.005ms
OCSVM-SGD-ad.-poly-0.6-0.5  0.637  0.879 0.739 0.010ms 0.129ms
OCSVM-SGD-ad.-poly-0.6-0.4  0.687 0.805 0.741 0.010ms 0.120ms
OCSVM-SGD-ad.-poly-0.8-0.7  0.664 0.848 0.744 0.010ms 0.124ms
OCSVM-SGD-ad.-poly-0.8-0.6  0.685 0.816 0.745 0.010ms 0.120ms
OCSVM-SGD-ad.-poly-0.8-0.5  0.714 0.781 0.746 0.010ms 0.116 ms
OCSVM-SGD-sigm.-0.3-0.2 0.633 0910 0.747 0.009ms 0.004 ms
OCSVM-SGD-ad.-lin.-0.1-0.2 0.650 0.887 0.750 0.006ms 0.113ms
OCSVM-SGD-ad.-lin.-0.2-0.2 0.650 0.887 0.750 0.006ms 0.113ms
OCSVM-SGD-ad.-lin.-0.3-0.2 0.650 0.887 0.750 0.006ms 0.114ms
OCSVM-SGD-ad.-lin.-0.4-0.2 0.650 0.887 0.750 0.006ms 0.113ms
OCSVM-SGD-ad.-lin.-0.6-0.2 0.650 0.887 0.750 0.006ms 0.113ms
OCSVM-SGD-ad.-lin.-0.8-0.2 0.650 0.887 0.750 0.006ms 0.113ms
OCSVM-SGD-ad.-poly-0.4-0.3  0.670 0.855 0.751 0.010ms 0.124ms
OCSVM-5GD-ad.-rbf-0.6-0.2 0.636 0.922 0.753 0.008ms 0.170ms
OCSVM-SGD-sigm.-0.4-0.2 0.674 0.855 0.754 0.010ms 0.004ms
OCSVM-SGD-ad.-poly-0.2-0.2  0.679 0.852 0.756 0.010ms 0.123ms
OCSVM-SGD-sigm.-0.6-0.2 0.776 0.742 0.758 0.010ms 0.004 ms
OCSVM-5GD-ad.-rbf-0.1-0.2 0.699 0.836 0.762 0.008ms 0.157ms
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OCSVM-SGD-ad.-rbf-0.3-0.2 0.630 0.965 0.762 0.008ms 0.173ms
OCSVM-SGD-ad.-rbf-0.4-0.2 0.637 0980 0.772 0.008ms 0.173ms
OCSVM-SGD-poly-0.8-0.5 0.649 0969 0.777 0.011ms 0.005ms
OCSVM-SGD-sigm.-0.4-0.1 0.907  0.688 0.782 0.009ms 0.004ms
OCSVM-SGD-ad.-rbf-0.2-0.2 0.664 0.965 0.787 0.008ms 0.169ms
OCSVM-SGD-poly-0.4-0.2 0.670 0969 0.792 0.011ms 0.005ms
OCSVM-5GD-sigm.-0.1-0.1 0.857  0.746 0.797 0.010ms 0.004ms
OCSVM-SGD-rbf-0.6-0.1 0.663 1.000 0.798 0.010ms 0.005ms
OCSVM-SGD-rbf-0.8-0.1 0.678 0.988 0.804 0.011ms 0.005ms
OCSVM-5GD-rbf-0.3-0.1 0.674 1.000 0.805 0.010ms 0.005ms
OCSVM-SGD-rbf-0.4-0.1 0.677 1.000 0.808 0.010ms 0.005ms
OCSVM-SGD-sigm.-0.3-0.1 0.873 0.754 0.809 0.009ms 0.004ms
OCSVM-SGD-poly-0.6-0.3 0.698 0977 0.814 0.011ms 0.005ms
OCSVM-SGD-poly-0.8-0.4 0.729 0.957 0.828 0.011ms 0.005ms
OCSVM-SGD-sigm.-0.2-0.1 0.860 0.812 0.835 0.009ms 0.004ms
OCSVM-SGD-poly-0.1-0.1 0.763 0945 0.845 0.012ms 0.005ms
OCSVM-SGD-lin.-0.1-0.1 0.756 0.957 0.845 0.050ms 0.004 ms
OCSVM-5GD-lin.-0.2-0.1 0.756 0.957 0.845 0.007ms 0.004ms
OCSVM-SGD-lin.-0.3-0.1 0.756 0.957 0.845 0.007ms 0.004ms
OCSVM-SGD-lin.-0.4-0.1 0.756 0.957 0.845 0.007ms 0.004ms
OCSVM-SGD-lin.-0.6-0.1 0.756 0.957 0.845 0.008ms 0.004 ms
OCSVM-SGD-lin.-0.8-0.1 0.756 0.957 0.845 0.007ms 0.004ms
OCSVM-SGD-poly-0.8-0.3 0.775 0.941 0.850 0.011ms 0.005ms
OCSVM-SGD-poly-0.8-0.1 0.935 0.781 0.851 0.011ms 0.005ms
OCSVM-5GD-rbf-0.2-0.1 0.751 1.000 0.858 0.010ms 0.005ms
OCSVM-SGD-poly-0.2-0.1 0.778 0961 0.860 0.012ms 0.005ms
OCSVM-SGD-poly-0.3-0.1 0.795 0941 0.862 0.011ms 0.005ms
OCSVM-SGD-poly-0.6-0.2 0.798 0941 0.864 0.011ms 0.005ms
OCSVM-SGD-poly-0.4-0.1 0.834 0922 0.876 0.012ms 0.005ms
OCSVM-5GD-poly-0.8-0.2 0.839 0918 0.877 0.012ms 0.005ms
OCSVM-SGD-poly-0.6-0.1 0.887  0.887 0.887 0.011ms 0.005ms
OCSVM-5GD-rbf-0.1-0.1 0.848 1.000 0918 0.011ms 0.005ms

Table A.2: Performance of different novelty detection methods and hyper-
parameter combinations for detecting anomalous logins. t;,;,, and
tpredict are per data point.
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This Section contains results obtained during hyper-parameter optimi-
sation for various models for detection of anomalous log messages:

Table A.3 contains the number of true/false positives/negatives;

ANOMALOUS LOG MESSAGES DETECTOR

A.2 ANOMALOUS LOG MESSAGES DETECTOR |

DeepLog-{h}-{L}-{a}-{g}

PCA-{k}-{p}

Invariants Mining-{s}-{€}

LogCluster-{0}-{7}

Table A.4 contains the derived metrics and efficiency.

METHOD TP FP FP TN

PCA-6-0.000010 4976 54575 935 0
PCA-6-0.000100 4976 54321 1189 0
PCA-6-0.000500 4976 14916 40594 0
PCA-6-0.001000 4976 12811 42699 0
LogCluster-0.4-0.1 4976 10861 44649 0
PCA-18-0.000010 4976 9747 45763 0
PCA-16-0.000010 4976 9483 46027 0
PCA-17-0.000010 4976 9466 46044 0
PCA-15-0.000010 4976 9199 46311 0
PCA-18-0.000100 4976 9181 46329 0
PCA-6-0.003000 4976 9098 46412 0
PCA-17-0.000100 4976 9058 46452 0
PCA-18-0.000500 4976 8850 46660 0
PCA-16-0.000100 4976 8818 46692 0
PCA-15-0.000100 4976 8751 46759 0
PCA-18-0.001000 4976 8676 46834 0
PCA-17-0.000500 4976 8604 46906 0
PCA-6-0.005000 4976 8423 47087 0
PCA-17-0.001000 4976 8396 47114 0
PCA-16-0.000500 4976 ~ 8376 47134 0
PCA-10-0.000010 4976 8219 47291 0
PCA-18-0.003000 4976 8172 47338 0
Invariants Mining-0.96-0.2 4976 7877 47633 0
Invariants Mining-0.96-0.9 4976 7877 47633 0
Invariants Mining-0.96-0.4 4976 7877 47633 0
Invariants Mining-0.96-0.3 4976 7877 47633 0
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METHOD
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Invariants Mining-0.96-0.5
Invariants Mining-0.96-0.7
Invariants Mining-0.96-0.6
Invariants Mining-0.96-0.8
Invariants Mining-0.96-0.1
PCA-16-0.001000
PCA-6-0.010000
PCA-18-0.005000
PCA-15-0.000500
PCA-17-0.003000
PCA-18-0.010000
PCA-15-0.001000
PCA-17-0.005000
PCA-16-0.003000
PCA-16-0.005000
PCA-17-0.010000
PCA-10-0.000100
PCA-18-0.050000
PCA-15-0.003000
PCA-16-0.010000
PCA-15-0.005000
PCA-18-0.080000
PCA-10-0.000500
PCA-17-0.050000
PCA-15-0.010000
PCA-10-0.001000
PCA-6-0.050000
PCA-17-0.080000
PCA-16-0.050000
PCA-6-0.080000
PCA-16-0.080000
PCA-15-0.050000
PCA-10-0.003000
PCA-10-0.005000
Invariants Mining-0.97-0.5
Invariants Mining-0.97-0.3

Invariants Mining-0.97-0.9

4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976

7877
7877
7877
7877
7860
7840
7820
7801
7626
7612
7411
7397
7370
7364
7216
7192
7101
6875
6833
6710
6665
6483
6444
6320
6297
6159
6070
6044
5933
5760
5681
5431
5429
5305
5216
5216
5216

47633
47633
47633
47633
47650
47670
47690
47709
47884
47898
48099
48113
48140
48146
48294
48318
48409
48635
48677
48800
48845
49027
49066
49190
49213
49351
49440
49466
49577
49750
49829
50079
50081
50205
50294
50294
50294
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METHOD TP FP N FN
Invariants Mining-0.97-0.1 4976 5216 50294 0
Invariants Mining-0.98-0.1 4976 5216 50294 0
Invariants Mining-0.97-0.8 4976 5216 50294 0
Invariants Mining-0.97-0.4 4976 5216 50294 0
Invariants Mining-0.97-0.2 4976 5216 50294 0
Invariants Mining-0.98-0.7 4976 5216 50294 0
Invariants Mining-0.98-0.5 4976 5216 50294 0
Invariants Mining-0.97-0.6 4976 5216 50294 0
Invariants Mining-0.98-0.4 4976 5216 50294 0
Invariants Mining-0.97-0.7 4976 5216 50294 0
Invariants Mining-0.98-0.3 4976 5216 50294 0
Invariants Mining-0.98-0.8 4976 5216 50294 0
Invariants Mining-0.98-0.9 4976 5216 50294 0
Invariants Mining-0.98-0.2 4976 5216 50294 0
Invariants Mining-0.98-0.6 4976 5216 50294 0
PCA-10-0.010000 4976 5078 50432 0
PCA-15-0.080000 4976 4743 50767 0
PCA-10-0.050000 4976 4043 51467 0
PCA-10-0.080000 4976 3876 51634 0
Invariants Mining-0.99-0.7 4976 3499 52011 0
Invariants Mining-0.99-0.6 4976 3499 52011 0
Invariants Mining-0.99-0.8 4976 3499 52011 0
Invariants Mining-0.99-0.4 4976 3499 52011 0
Invariants Mining-0.99-0.9 4976 3499 52011 0
Invariants Mining-0.99-0.5 4976 3499 52011 0
Invariants Mining-0.99-0.3 4976 3259 52251 0
Invariants Mining-0.99-0.1 4976 3259 52251 0
Invariants Mining-0.99-0.2 4976 3259 52251 0
PCA-5-0.080000 4973 2814 52696 3
PCA-5-0.050000 4973 2698 52812 3
PCA-4-0.080000 4973 2533 52977 3
PCA-12-0.080000 4976 2051 53459 0
LogCluster-0.3-0.1 4976 1932 53578 0
PCA-12-0.050000 4976 1906 53604 0
PCA-13-0.080000 4976 1871 53639 0
PCA-13-0.050000 4976 1786 53724 0
PCA-11-0.080000 4976 1767 53743 0
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PCA-11-0.050000
PCA-12-0.010000
PCA-13-0.010000
PCA-12-0.005000
PCA-12-0.003000
PCA-14-0.080000
PCA-13-0.005000
PCA-14-0.050000
PCA-11-0.010000
PCA-12-0.001000
PCA-11-0.005000
PCA-13-0.003000
PCA-12-0.000500
PCA-11-0.003000
PCA-13-0.001000
PCA-12-0.000100
PCA-11-0.001000
PCA-14-0.010000
PCA-9-0.080000

PCA-11-0.000500
PCA-13-0.000500
PCA-14-0.005000
PCA-12-0.000010
PCA-9-0.050000

PCA-14-0.003000
PCA-4-0.050000

PCA-13-0.000100
PCA-11-0.000100
PCA-14-0.001000
PCA-8-0.080000

PCA-11-0.000010
PCA-14-0.000500
PCA-5-0.010000

PCA-13-0.000010
PCA-9-0.010000

PCA-8-0.050000

PCA-7-0.080000

4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4976
4973
4976
4976
4976
4976
4976
4976
4973
4976
4976
4976
4976

1640
1592
1539
1526
1492
1475
1408
1400
1382
1336
1316
1299
1277
1257
1214
1184
1183
1168
1150
1140
1139
1062
1058
1042
1032
1017
1009
1008

964

960

929

924

909

891

880

868

842

53870
53918
53971
53984
54018
54035
54102
54110
54128
54174
54194
54211
54233
54253
54296
54326
54327
54342
54360
54370
54371
54448
54452
54468
54478
54493
54501
54502
54546
54550
54581
54586
54601
54619
54630
54642
54668
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TP

FP

TN
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z

LogCluster-0.4-0.2

PCA-9-0.005000
PCA-9-0.003000
PCA-7-0.050000
PCA-14-0.000100
PCA-5-0.005000
PCA-9-0.001000
PCA-8-0.010000

Invariants Mining-0.995-0.6
Invariants Mining-0.995-0.7
Invariants Mining-0.995-0.8
Invariants Mining-0.995-0.9

Invariants Mining-0.995-0.5

PCA-14-0.000010
PCA-4-0.010000
PCA-5-0.003000
PCA-9-0.000500

LogCluster-0.2-0.1

PCA-8-0.005000

Invariants Mining-0.995-0.3

Invariants Mining-0.995-0.4

PCA-4-0.005000
PCA-4-0.003000
PCA-5-0.001000
PCA-8-0.003000
PCA-7-0.010000
PCA-5-0.000500
PCA-4-0.001000
PCA-4-0.000500
PCA-9-0.000100
PCA-7-0.005000
PCA-8-0.001000
PCA-1-0.005000
PCA-0-0.005000
PCA-0-0.010000
PCA-1-0.010000

PCA-5-0.000100

4976
4976
4976
4976
4976
4973
4976
4976
4976
4976
4976
4976
4976
4976
4973
4973
4976
4976
4976
4976
4976
4973
4973
4973
4976
4976
4973
4972
4972
4976
4975
4975
4807
4807
4824
4824
4972

840
829
813
777
769
747
737
734
719
719
719
719
719
701
684
677
667
666
662
646
646
642
608
594
577
549
545
542
506
505
502
484
292
292
298
298
457

54670
54681
54697
54733
54741
54763
54773
54776
54791
54791
54791
54791
54791
54809
54826
54833
54843
54844
54848
54864
54864
54868
54902
54916
54933
54961
54965
54968
55004
55005
55008
55026
55218
55218
55212
55212
55053
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169
169
152
152
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METHOD TP FP N FN
PCA-7-0.003000 4975 459 55051 1
PCA-4-0.000100 4970 438 55072 6
PCA-0-0.080000 4872 329 55181 104
PCA-1-0.080000 4872 329 55181 104
PCA-1-0.050000 4865 320 55190 111
PCA-0-0.050000 4865 320 55190 111
PCA-8-0.000500 4975 431 55079 1
LogCluster-0.3-0.2 4976 425 55085 0
PCA-7-0.001000 4975 416 55094 1
PCA-9-0.000010 4975 410 55100 1
PCA-7-0.000500 4975 405 55105 1
PCA-1-0.000010 4695 78 55432 281
PCA-0-0.000010 4695 78 55432 281
PCA-8-0.000100 4975 379 55131 1
Invariants Mining-0.995-0.2 4976 378 55132 0
Invariants Mining-0.995-0.1 4976 378 55132 0
PCA-4-0.000010 4970 370 55140 6
PCA-5-0.000010 4970 361 55149 6
PCA-7-0.000100 4975 362 55148 1
PCA-1-0.000100 4733 89 55421 243
PCA-0-0.000100 4733 89 55421 243
PCA-1-0.003000 4795 153 55357 181
PCA-0-0.003000 4795 153 55357 181
LogCluster-0.1-0.1 4976 332 55178 0
PCA-1-0.000500 4760 97 55413 216
PCA-0-0.000500 4760 97 55413 216
PCA-7-0.000010 4975 325 55185 1
PCA-8-0.000010 4975 323 55187 1
PCA-1-0.001000 4779 105 55405 197
PCA-0-0.001000 4779 105 55405 197
PCA-3-0.080000 4961 285 55225 15
PCA-2-0.080000 4949 257 55253 27
PCA-3-0.050000 4958 259 55251 18
PCA-2-0.050000 4946 240 55270 30
PCA-2-0.010000 4938 212 55298 38
PCA-2-0.003000 4927 194 55316 49

PCA-2-0.005000 4933 200 55310 43
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METHOD TP FP N FN
PCA-2-0.001000 4920 185 55325 56
PCA-2-0.000500 4918 165 55345 58
PCA-2-0.000010 4901 142 55368 75
PCA-2-0.000100 4910 149 55361 66
PCA-3-0.010000 4951 180 55330 25
PCA-3-0.005000 4948 163 55347 28
PCA-3-0.003000 4946 157 55353 30
PCA-3-0.001000 4941 146 55364 35
PCA-3-0.000500 4938 141 55369 38
Invariants Mining-0.999-0.1 4976 180 55330 0
Invariants Mining-0.999-0.2 4976 180 55330 0
Invariants Mining-0.999-0.5 4976 180 55330 0
Invariants Mining-0.999-0.3 4976 180 55330 0
Invariants Mining-0.999-0.4 4976 180 55330 0
Invariants Mining-0.999-0.6 4976 180 55330 0
Invariants Mining-0.999-0.8 4976 180 55330 0
Invariants Mining-0.999-0.9 4976 180 55330 0
Invariants Mining-0.999-0.7 4976 180 55330 0
PCA-3-0.000100 4931 129 55381 45
LogCluster-0.4-0.3 4976 169 55341 0
PCA-3-0.000010 4919 110 55400 57
LogCluster-0.2-0.2 4976 138 55372 0
LogCluster-0.1-0.2 4976 103 55407 0
LogCluster-0.3-0.3 4976 83 55427 0
LogCluster-0.4-0.4 4976 59 55451 0
Invariants Mining-1.0-0.7 4976 57 55453 0
Invariants Mining-1.0-0.1 4976 57 55453 0
Invariants Mining-1.0-0.2 4976 57 55453 0
Invariants Mining-1.0-0.4 4976 57 55453 0
Invariants Mining-1.0-0.8 4976 57 55453 0
Invariants Mining-1.0-0.6 4976 57 55453 0
Invariants Mining-1.0-0.3 4976 57 55453 0
Invariants Mining-1.0-0.5 4976 57 55453 0
Invariants Mining-1.0-0.9 4976 57 55453 0
LogCluster-0.2-0.3 4976 54 55456 0
LogCluster-0.1-0.3 4976 52 55458 0
LogCluster-0.3-0.4 4976 50 55460 0
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METHOD TP FP N FN
LogCluster-0.1-0.4 4976 42 55468 0
LogCluster-0.2-0.4 4976 42 55468 0

Table A.3: Number of true/false positive/negative predictions on log se-
quences of the novelty detection methods and hyper-parameter
combinations under test. The dataset used for this evaluation
contains 256 positive and 2499 negative examples. The number of
true/false positives/negatives of DeepLog is not available.

METHOD PREC. RECALL F1 tirain tpredict

DeepLog-12-3-128-3 0.071 1.000 0.133 188.157ms 1.255ms
DeepLog-12-2-64-3 0.071 1.000 0.133 137.153ms 0.980 ms
DeepLog-12-5-64-3 0.071 1.000 0.133 180.319ms 1.558 ms
DeepLog-12-1-256-3 0.071 1.000 0.133 165.648ms 0.770ms
DeepLog-12-4-32-3 0.071 1.000 0.133 149.117ms 1.436ms
DeepLog-10-1-256-3 0.072 1.000 0.134 160.003ms 0.781ms
DeepLog-12-4-64-7 0.072 1.000 0.134 166.874ms 1.899 ms
DeepLog-12-1-128-4 0.072 1.000 0.134 133.948ms 0.959ms
DeepLog-12-1-32-4 0.072 1.000 0.134 116.737ms 0.902ms
DeepLog-12-4-64-5 0.072 1.000 0.134 166.874ms 1.515ms
DeepLog-11-3-128-5 0.072 1.000 0.134 185.024ms 1.266ms
DeepLog-11-1-32-3 0.072 1.000 0.134 113.983ms 0.845ms
DeepLog-11-4-64-3 0.072 1.000 0.134 170.506 ms 1.487 ms
DeepLog-12-1-32-5 0.072 1.000 0.134 116.737ms 0.920ms
DeepLog-11-4-32-5 0.072 1.000 0.134 151.351ms 1.805ms
DeepLog-11-1-256-3 0.072 1.000 0.134 163.117ms 0.871ms
DeepLog-10-4-64-3 0.072 1.000 0.134 177.515ms 1.320ms
DeepLog-11-3-128-4 0.072 1.000 0.134 185.024ms 1.253ms
DeepLog-10-1-32-3 0.072 1.000 0.134 115.760ms 0.919ms
DeepLog-12-4-64-4 0.072 1.000 0.134 166.874ms 1.432ms
DeepLog-12-1-64-3 0.072 1.000 0.134 120.618ms 0.780ms
DeepLog-11-2-64-4 0.072 1.000 0.134 135.333ms 1.123ms
DeepLog-9-4-32-3 0.072 1.000 0.134 159.380ms 1.378ms
DeepLog-10-3-32-3 0.072 1.000 0.134 136.619ms 1.220ms
DeepLog-9-1-256-3 0.072 1.000 0.134 159.246ms 0.786ms
DeepLog-10-2-64-4 0.072 1.000 0.134 138.626ms 1.040ms
DeepLog-12-2-128-6 0.072 1.000 0.134 160.307ms 1.155ms
DeepLog-11-1-64-3 0.072 1.000 0.134 120.211ms 0.810ms
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METHOD PREC. RECALL F1 tirain tpredict

DeepLog-12-5-32-3 0.072 1.000 0.134 161.609ms 1.593ms
DeepLog-11-4-32-4 0.072 1.000 0.134 151.351ms 1.526ms
DeepLog-10-2-32-3 0.072 1.000 0.134 126.327ms 0.993ms
DeepLog-12-1-256-4 0.072 1.000 0.134 165.648ms 0.819ms
DeepLog-12-3-32-5 0.072 1.000 0.134 137.887ms 4.209 ms
DeepLog-11-3-32-4 0.072 1.000 0.134 137.162ms 1.347ms
DeepLog-12-3-32-6 0.072 1.000 0.134 137.887ms 4.282ms
DeepLog-12-1-32-6 0.072 1.000 0.134 116.737ms 0.984ms
DeepLog-12-1-256-7 0.072 1.000 0.134 165.648ms 1.056 ms
DeepLog-11-5-32-3 0.072 1.000 0.134 163.355ms 1.629ms
DeepLog-12-1-256-5 0.072 1.000 0.134 165.648ms 0.865ms
DeepLog-11-3-128-3 0.072 1.000 0.134 185.024ms 1.151ms
DeepLog-12-3-32-4 0.072 1.000 0.134 137.887ms 1.434ms
DeepLog-11-2-32-3 0.072 1.000 0.134 125.380ms 1.073ms
DeepLog-12-3-128-5 0.072 1.000 0.134 188.157ms 1.327ms
DeepLog-11-4-64-4 0.072 1.000 0.134 170.506 ms 1.668 ms
DeepLog-12-2-32-4 0.072 1.000 0.134 128.497ms 1.036 ms
DeepLog-12-3-128-4 0.072 1.000 0.134 188.157ms 1.317ms
DeepLog-12-3-32-3 0.072 1.000 0.134 137.887ms 1.212ms
DeepLog-12-4-128-5 0.072 1.000 0.134 212.681ms 1.458 ms
DeepLog-11-5-32-4 0.072 1.000 0.134 163.355ms 1.774ms
DeepLog-12-4-128-4 0.072 1.000 0.134 212.681ms 1.432ms
DeepLog-12-5-32-4 0.072 1.000 0.134 161.609ms 1.597ms
DeepLog-12-4-32-4 0.072 1.000 0.134 149.117ms 1.695ms
DeepLog-10-2-128-3 0.072 1.000 0.134 157.738ms 0.996 ms
DeepLog-12-2-128-5 0.072 1.000 0.134 160.307ms 1.102ms
DeepLog-10-4-32-3 0.072 1.000 0.134 152.722ms 1.330ms
DeepLog-12-2-128-3 0.072 1.000 0.134 160.307ms 1.015ms
DeepLog-12-5-32-7 0.072 1.000 0.134 161.609ms 1.894ms
DeepLog-12-2-64-4 0.072 1.000 0.134 137.153ms 1.036 ms
DeepLog-11-3-32-3 0.072 1.000 0.134 137.162ms 1.341ms
DeepLog-12-4-128-6 0.072 1.000 0.134 212.681ms 1.493ms
DeepLog-12-1-128-3 0.072 1.000 0.134 133.948ms 0.786ms
DeepLog-10-4-64-4 0.072 1.000 0.134 177.515ms 1.538ms
DeepLog-12-2-32-3 0.072 1.000 0.134 128.497ms 0.973ms
DeepLog-11-1-64-5 0.072 1.000 0.134 120.211ms 1.001ms
DeepLog-10-2-64-3 0.072 1.000 0.134 138.626 ms 1.022ms
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METHOD PREC. RECALL F1 tirain tpredict

DeepLog-12-4-64-3 0.072 1.000 0.134 166.874ms 1.412ms
DeepLog-12-4-64-8 0.072 1.000 0.134 166.874ms 1.949ms
DeepLog-11-2-64-3 0.072 1.000 0.134 135.333ms 1.024ms
DeepLog-11-3-32-5 0.072 1.000 0.134 137.162ms 1.367 ms
DeepLog-12-2-128-4 0.072 1.000 0.134 160.307ms 1.047 ms
DeepLog-12-1-32-3 0.072 1.000 0.134 116.737ms 0.776 ms
DeepLog-9-4-64-3 0.072 1.000 0.134 170.110ms 1.389ms
DeepLog-11-3-64-3 0.072 1.000 0.134 150.869ms 1.310ms
DeepLog-11-2-32-4 0.072 1.000 0.134 125.380ms 1.087 ms
DeepLog-10-4-32-4 0.072 1.000 0.134 152.722ms 1.398ms
DeepLog-10-1-128-3 0.072 1.000 0.134 133.389ms 0.763 ms
DeepLog-12-5-32-5 0.072 1.000 0.134 161.609ms 1.619ms
DeepLog-11-1-128-3 0.072 1.000 0.134 132.552ms 0.833ms
DeepLog-10-2-32-6 0.072 1.000 0.134 126.327ms 1.103ms
DeepLog-11-1-64-4 0.072 1.000 0.134 120.211ms 0.950ms
DeepLog-12-1-64-5 0.072 1.000 0.134 120.618ms 0.924ms
DeepLog-12-2-32-5 0.072 1.000 0.134 128.497ms 1.086 ms
DeepLog-11-4-32-3 0.072 1.000 0.134 151.351ms 1.406 ms
DeepLog-12-1-128-5 0.072 1.000 0.134 133.948ms 1.024ms
DeepLog-12-4-64-6 0.072 1.000 0.134 166.874ms 1.805ms
DeepLog-12-4-128-3 0.072 1.000 0.134 212.681ms 1.368ms
DeepLog-12-1-64-4 0.072 1.000 0.134 120.618ms 0.801ms
DeepLog-9-3-32-3 0.072 1.000 0.134 137.238ms 1.102ms
DeepLog-12-1-256-6 0.072 1.000 0.134 165.648ms 1.027 ms
DeepLog-12-5-32-6 0.072 1.000 0.134 161.609ms 1.639ms
DeepLog-10-2-32-4 0.072 1.000 0.134 126.327ms 1.027 ms
DeepLog-11-2-128-3 0.072 1.000 0.134 160.080ms 1.106 ms
DeepLog-11-5-32-5 0.072 1.000 0.134 163.355ms 1.827ms
DeepLog-10-2-32-5 0.072 1.000 0.134 126.327ms 1.098ms
DeepLog-12-4-128-8 0.072 1.000 0.135 212.681ms 1.593 ms
DeepLog-12-5-32-8 0.072 1.000 0.135 161.609ms 1.916ms
DeepLog-12-3-128-7 0.073 1.000 0.135 188.157ms 1.438ms
DeepLog-12-2-64-7 0.073 1.000 0.135 137.153ms 1.349ms
DeepLog-11-2-64-7 0.072 1.000 0.135 135.333ms 1.310ms
DeepLog-8-1-32-4 0.072 1.000 0.135 116.696ms 0.844 ms
DeepLog-12-3-32-7 0.073 1.000 0.135 137.887ms 4.702ms

DeepLog-12-5-64-5 0.072 1.000 0.135 180.319ms 1.605ms
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DeepLog-10-1-32-4 0.072 1.000 0.135 115.760ms 0.964ms
DeepLog-11-5-32-9 0.072 1.000 0.135 163.355ms 2.062ms
DeepLog-12-5-64-4 0.072 1.000 0.135 180.319ms 1.580ms
DeepLog-12-4-128-12 0.073 1.000 0.135 212.681ms 1.985ms
DeepLog-11-2-128-4 0.072 1.000 0.135 160.080ms 1.157 ms
DeepLog-11-1-64-8 0.073 1.000 0.135 120.211ms 1.079ms
DeepLog-11-3-128-8 0.072 1.000 0.135 185.024ms 1.413ms
DeepLog-9-1-256-4 0.072 1.000 0.135 159.246ms 0.848 ms
DeepLog-7-5-32-3 0.073 1.000 0.135 171.960ms 1.511ms
DeepLog-11-2-64-6 0.072 1.000 0.135 135.333ms 1.296ms
DeepLog-8-1-256-4 0.072 1.000 0.135 166.658 ms 0.876 ms
DeepLog-8-2-64-4 0.072 1.000 0.135 137.269ms 1.250 ms
DeepLog-10-2-128-5 0.073 1.000 0.135 157.738ms 1.148ms
DeepLog-11-1-256-4 0.072 1.000 0.135 163.117ms 0.907 ms
DeepLog-12-1-128-6 0.073 1.000 0.135 133.948ms 1.035ms
DeepLog-11-4-32-9 0.073 1.000 0.135 151.351ms 1.900 ms
DeepLog-9-4-32-4 0.072 1.000 0.135 159.380ms 1.367 ms
DeepLog-10-3-64-4 0.072 1.000 0.135 150.441ms 1.181ms
DeepLog-9-1-64-3 0.073 1.000 0.135 128.810ms 0.906 ms
DeepLog-12-3-64-6 0.073 1.000 0.135 150.436ms 1.358 ms
DeepLog-9-1-128-3 0.072 1.000 0.135 132.636 ms 0.783ms
DeepLog-10-2-32-7 0.073 1.000 0.135 126.327ms 1.124ms
DeepLog-11-3-64-5 0.072 1.000 0.135 150.869ms 1.335ms
DeepLog-12-4-32-6 0.073 1.000 0.135 149.117ms 1.752ms
DeepLog-8-2-128-4 0.072 1.000 0.135 169.714ms 1.117ms
DeepLog-11-4-32-6 0.072 1.000 0.135 151.351ms 1.801ms
DeepLog-8-3-32-5 0.072 1.000 0.135 137.352ms 1.228 ms
DeepLog-11-2-32-7 0.073 1.000 0.135 125.380ms 1.403ms
DeepLog-8-4-32-6 0.073 1.000 0.135 161.176ms 1.691ms
DeepLog-10-4-64-6 0.072 1.000 0.135 177.515ms 1.743ms
DeepLog-12-4-128-7 0.072 1.000 0.135 212.681ms 1.580ms
DeepLog-8-1-64-5 0.072 1.000 0.135 120.598ms 0.890 ms
DeepLog-11-3-64-6 0.073 1.000 0.135 150.869ms 1.371ms
DeepLog-12-5-64-7 0.072 1.000 0.135 180.319ms 1.725ms
DeepLog-11-2-64-9 0.073 1.000 0.135 135.333ms 1.469 ms
DeepLog-10-2-64-7 0.073 1.000 0.135 138.626ms 1.132ms

DeepLog-12-2-32-8 0.073 1.000 0.135 128.497ms 1.137ms
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DeepLog-10-2-64-8 0.073 1.000 0.135 138.626 ms 1.167ms
DeepLog-8-2-128-6 0.073 1.000 0.135 169.714ms 1.313ms
DeepLog-10-4-32-6 0.073 1.000 0.135 152.722ms 1.797ms
DeepLog-12-1-64-6 0.073 1.000 0.135 120.618ms 0.971ms
DeepLog-10-1-32-5 0.072 1.000 0.135 115.760ms 0.986ms
DeepLog-10-2-128-4 0.072 1.000 0.135 157.738ms 1.081ms
DeepLog-11-1-128-5 0.072 1.000 0.135 132.552ms 0.908 ms
DeepLog-10-1-128-6 0.073 1.000 0.135 133.389ms 0.903ms
DeepLog-8-1-32-3 0.072 1.000 0.135 116.696ms 0.822ms
DeepLog-12-3-64-3 0.072 1.000 0.135 150436 ms 1.255ms
DeepLog-10-1-64-5 0.072 1.000 0.135 121.028ms 0.871ms
DeepLog-12-3-128-6 0.072 1.000 0.135 188.157ms 1.394ms
DeepLog-8-1-64-3 0.072 1.000 0.135 120.598ms 0.833ms
DeepLog-9-4-64-6 0.073 1.000 0.135 170.110ms 4.956 ms
DeepLog-11-5-32-6 0.072 1.000 0.135 163.355ms 1.942ms
DeepLog-8-4-32-7 0.073 1.000 0.135 161.176ms 1.738ms
DeepLog-8-4-32-4 0.072 1.000 0.135 161.176ms 1.468 ms
DeepLog-10-2-64-5 0.072 1.000 0.135 138.626ms 1.105ms
DeepLog-11-5-32-7 0.072 1.000 0.135 163.355ms 2.007 ms
DeepLog-11-2-32-5 0.072 1.000 0.135 125.380ms 1.183ms
DeepLog-9-1-256-5 0.073 1.000 0.135 159.246ms 0.867 ms
DeepLog-9-1-128-6 0.073 1.000 0.135 132.636 ms 1.036 ms
DeepLog-12-5-64-8 0.072 1.000 0.135 180.319ms 1.829ms
DeepLog-10-1-128-5 0.072 1.000 0.135 133.389ms 0.856 ms
DeepLog-10-4-32-5 0.072 1.000 0.135 152.722ms 1.669ms
DeepLog-10-3-64-3 0.072 1.000 0.135 150.441ms 1.174ms
DeepLog-12-5-64-9 0.073 1.000 0.135 180.319ms 1.863ms
DeepLog-8-1-128-3 0.072 1.000 0.135 140.468ms 0.790ms
DeepLog-9-3-32-4 0.072 1.000 0.135 137.238ms 1.135ms
DeepLog-11-1-32-4 0.072 1.000 0.135 113.983ms 0.863 ms
DeepLog-9-4-64-4 0.072 1.000 0.135 170.110ms 1.417ms
DeepLog-7-1-64-3 0.072 1.000 0.135 122.034ms 0.792ms
DeepLog-8-3-32-3 0.072 1.000 0.135 137.352ms 1.100ms
DeepLog-10-1-256-6 0.073 1.000 0.135 160.003ms 0.900 ms
DeepLog-10-1-64-4 0.072 1.000 0.135 121.028ms 0.849ms
DeepLog-8-1-256-3 0.072 1.000 0.135 166.658ms 0.798 ms

DeepLog-10-4-64-7 0.073 1.000 0.135 177.515ms 1.782ms
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DeepLog-9-1-128-5 0.072 1.000 0.135 132.636ms 0.866 ms
DeepLog-9-2-32-3 0.072 1.000 0.135 135.313ms 0.986 ms
DeepLog-11-1-64-9 0.073 1.000 0.135 120.211ms 1.078ms
DeepLog-10-3-64-5 0.073 1.000 0.135 150.441ms 1.447 ms
DeepLog-12-2-32-7 0.073 1.000 0.135 128.497ms 1.125ms
DeepLog-11-4-32-7 0.072 1.000 0.135 151.351ms 1.808 ms
DeepLog-11-3-32-6 0.072 1.000 0.135 137.162ms 1.449ms
DeepLog-12-3-64-4 0.072 1.000 0.135 150.436ms 1.268ms
DeepLog-8-2-32-3 0.072 1.000 0.135 127.653ms 1.054ms
DeepLog-10-1-64-3 0.072 1.000 0.135 121.028ms 0.832ms
DeepLog-9-2-64-4 0.072 1.000 0.135 146.191ms 1.160ms
DeepLog-12-2-128-7 0.073 1.000 0.135 160.307ms 1.167ms
DeepLog-12-4-32-7 0.073 1.000 0.135 149.117ms 1.838ms
DeepLog-11-3-128-7 0.072 1.000 0.135 185.024ms 1.369 ms
DeepLog-12-3-64-7 0.073 1.000 0.135 150.436 ms 1.368 ms
DeepLog-8-4-64-4 0.072 1.000 0.135 176.597ms 1.464ms
DeepLog-11-5-32-8 0.072 1.000 0.135 163.355ms 1.996 ms
DeepLog-8-2-128-3 0.072 1.000 0.135 169.714ms 1.077ms
DeepLog-11-4-32-8 0.073 1.000 0.135 151.351ms 1.884ms
DeepLog-8-1-128-4 0.072 1.000 0.135 140.468ms 0.826 ms
DeepLog-7-2-64-3 0.073 1.000 0.135 137.791ms 1.114ms
DeepLog-11-2-32-6 0.073 1.000 0.135 125.380ms 1.387ms
DeepLog-12-2-64-6 0.073 1.000 0.135 137.153ms 1.315ms
DeepLog-12-3-64-5 0.073 1.000 0.135 150.436ms 1.330ms
DeepLog-10-2-64-6 0.073 1.000 0.135 138.626ms 1.119ms
DeepLog-12-4-128-10 0.072 1.000 0.135 212.681ms 1.726ms
DeepLog-8-2-32-7 0.073 1.000 0.135 127.653ms 3.466 ms
DeepLog-8-4-32-3 0.072 1.000 0.135 161.176 ms 1.312ms
DeepLog-8-4-64-3 0.072 1.000 0.135 176.597ms 1.436ms
DeepLog-11-5-32-11 0.072 1.000 0.135 163.355ms 2.090 ms
DeepLog-10-3-32-5 0.073 1.000 0.135 136.619ms 1.349ms
DeepLog-11-3-64-4 0.072 1.000 0.135 150.869ms 1.318 ms
DeepLog-11-2-64-5 0.072 1.000 0.135 135.333ms 1.222ms
DeepLog-12-2-64-5 0.072 1.000 0.135 137.153ms 1.091ms
DeepLog-12-4-128-11 0.072 1.000 0.135 212.681ms 1.746ms
DeepLog-9-3-32-5 0.072 1.000 0.135 137.238ms 1.192ms
DeepLog-10-3-32-4 0.072 1.000 0.135 136.619ms 1.283ms
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DeepLog-11-1-32-5 0.072 1.000 0.135 113.983ms 1.038ms
DeepLog-11-1-64-7 0.072 1.000 0.135 120.211ms 1.064ms
DeepLog-8-3-64-3 0.072 1.000 0.135 151.216ms 1.138ms
DeepLog-11-1-128-6 0.072 1.000 0.135 132.552ms 0.913ms
DeepLog-11-5-32-10 0.072 1.000 0.135 163.355ms 2.084ms
DeepLog-11-3-128-9 0.073 1.000 0.135 185.024ms 1.474ms
DeepLog-8-3-64-4 0.072 1.000 0.135 151.216ms 1.157ms
DeepLog-8-4-32-5 0.073 1.000 0.135 161.176ms 1.669 ms
DeepLog-10-4-64-5 0.072 1.000 0.135 177.515ms 1.645ms
DeepLog-11-3-128-6 0.072 1.000 0.135 185.024ms 1.279ms
DeepLog-10-1-256-4 0.072 1.000 0.135 160.003ms 0.831ms
DeepLog-8-1-64-6 0.072 1.000 0.135 120.598ms 1.038ms
DeepLog-8-3-32-4 0.072 1.000 0.135 137.352ms 1.136ms
DeepLog-7-1-64-4 0.072 1.000 0.135 122.034ms 0.839ms
DeepLog-11-2-128-5 0.072 1.000 0.135 160.080ms 1.251ms
DeepLog-7-1-32-4 0.073 1.000 0.135 117.337ms 0.888ms
DeepLog-9-2-32-4 0.073 1.000 0.135 135.313ms 1.033ms
DeepLog-10-1-256-5 0.073 1.000 0.135 160.003ms 0.869 ms
DeepLog-8-3-64-5 0.072 1.000 0.135 151.216ms 1.321ms
DeepLog-9-4-32-6 0.073 1.000 0.135 159.380ms 1.447 ms
DeepLog-11-1-128-7 0.073 1.000 0.135 132.552ms 1.048ms
DeepLog-9-4-32-5 0.072 1.000 0.135 159.380ms 1.390ms
DeepLog-8-2-32-5 0.072 1.000 0.135 127.653ms 3.447 ms
DeepLog-12-4-32-5 0.072 1.000 0.135 149.117ms 1.759ms
DeepLog-11-2-64-8 0.073 1.000 0.135 135.333ms 1.462ms
DeepLog-12-1-32-7 0.072 1.000 0.135 116.737ms 1.022ms
DeepLog-9-2-32-5 0.073 1.000 0.135 135.313ms 1.198ms
DeepLog-8-2-64-3 0.072 1.000 0.135 137.269ms 0.969 ms
DeepLog-12-2-32-6 0.073 1.000 0.135 128.497ms 1.119ms
DeepLog-8-2-128-5 0.072 1.000 0.135 169.714ms 1.309 ms
DeepLog-8-1-128-5 0.072 1.000 0.135 140.468ms 1.025ms
DeepLog-10-3-64-6 0.073 1.000 0.135 150.441ms 1.525ms
DeepLog-12-1-32-8 0.072 1.000 0.135 116.737ms 1.032ms
DeepLog-8-2-32-4 0.072 1.000 0.135 127.653ms 1.101 ms
DeepLog-8-2-32-6 0.073 1.000 0.135 127.653ms 3.428 ms
DeepLog-8-1-64-4 0.072 1.000 0.135 120.598ms 0.847 ms

DeepLog-8-4-64-5 0.072 1.000 0.135 176.597ms 1.496ms



A.2 ANOMALOUS LOG MESSAGES DETECTOR | 135

METHOD PREC. RECALL F1 tirain tpredict

DeepLog-11-1-256-5 0.072 1.000 0.135 163.117ms 0.916ms
DeepLog-11-1-128-4 0.072 1.000 0.135 132.552ms 0.873ms
DeepLog-7-1-32-3 0.072 1.000 0.135 117.337ms 0.874ms
DeepLog-9-1-128-4 0.072 1.000 0.135 132.636ms 0.809 ms
DeepLog-9-4-64-5 0.072 1.000 0.135 170.110ms 1.491ms
DeepLog-12-4-128-9 0.072 1.000 0.135 212.681ms 1.656ms
DeepLog-8-1-256-5 0.073 1.000 0.135 166.658ms 0.959 ms
DeepLog-9-2-64-3 0.072 1.000 0.135 146.191ms 0.990 ms
DeepLog-10-1-128-4 0.072 1.000 0.135 133.389ms 0.792ms
DeepLog-11-1-64-6 0.072 1.000 0.135 120.211ms 1.036ms
DeepLog-12-5-64-6 0.072 1.000 0.135 180.319ms 1.619ms
DeepLog-12-3-64-13 0.073 1.000 0.136 150.436ms 1.469 ms
DeepLog-12-1-128-9 0.073 1.000 0.136 133.948ms 1.077 ms
DeepLog-12-3-64-9 0.073 1.000 0.136 150.436 ms 1.425ms
DeepLog-12-3-64-10 0.073 1.000 0.136 150.436ms 1.448ms
DeepLog-12-4-128-16 0.073 1.000 0.136 212.681ms 2.122ms
DeepLog-12-2-128-9 0.073 1.000 0.136 160.307ms 1.425ms
DeepLog-11-5-32-15 0.073 1.000 0.136 163.355ms 2.382ms
DeepLog-11-4-64-6 0.073 1.000 0.136 170.506ms 1.795ms
DeepLog-11-5-32-16 0.073 1.000 0.136 163.355ms 2.492ms
DeepLog-10-4-32-8 0.073 1.000 0.136 152.722ms 2.117ms
DeepLog-11-5-32-14 0.073 1.000 0.136 163.355ms 2.099ms
DeepLog-8-2-128-7 0.073 1.000 0.136 169.714ms 1.364 ms
DeepLog-8-2-64-9 0.073 1.000 0.136 137.269ms 1.403ms
DeepLog-10-4-64-10 0.073 1.000 0.136 177.515ms 2.167ms
DeepLog-12-3-32-13 0.073 1.000 0.136 137.887ms 4.818ms
DeepLog-12-3-32-11 0.073 1.000 0.136 137.887ms 4.771ms
DeepLog-9-3-64-4 0.073 1.000 0.136 158.282ms 1.152ms
DeepLog-11-2-64-14 0.073 1.000 0.136 135.333ms 1.572ms
DeepLog-9-2-64-5 0.073 1.000 0.136 146.191ms 1.236 ms
DeepLog-10-4-32-9 0.073 1.000 0.136 152.722ms 2.129ms
DeepLog-10-1-256-8 0.073 1.000 0.136 160.003ms 1.051ms
DeepLog-12-4-64-9 0.073 1.000 0.136 166.874ms 1.983ms
DeepLog-8-2-64-7 0.073 1.000 0.136 137.269ms 1.356 ms
DeepLog-12-1-256-9 0.073 1.000 0.136 165.648ms 1.104ms
DeepLog-11-2-64-13 0.073 1.000 0.136 135.333ms 1.552ms
DeepLog-10-3-64-9 0.073 1.000 0.136 150.441ms 1.778ms
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DeepLog-12-4-128-19 0.073 1.000 0.136 212.681ms 2.209 ms
DeepLog-11-2-64-12 0.073 1.000 0.136 135.333ms 1.532ms
DeepLog-12-1-64-9 0.073 1.000 0.136 120.618ms 1.094ms
DeepLog-10-2-32-8 0.073 1.000 0.136 126.327ms 1.366 ms
DeepLog-11-2-64-10 0.073 1.000 0.136 135.333ms 1.534ms
DeepLog-10-1-256-7 0.073 1.000 0.136 160.003ms 0.929 ms
DeepLog-12-1-64-7 0.073 1.000 0.136 120.618ms 1.010ms
DeepLog-10-1-64-6 0.073 1.000 0.136 121.028ms 1.136ms
DeepLog-12-1-128-10 0.073 1.000 0.136 133.948ms 1.100 ms
DeepLog-11-3-32-8 0.073 1.000 0.136 137.162ms 1.615ms
DeepLog-12-4-32-12 0.073 1.000 0.136 149.117ms 5.701 ms
DeepLog-11-1-256-6 0.073 1.000 0.136 163.117ms 0.936 ms
DeepLog-10-4-32-7 0.073 1.000 0.136 152.722ms 1.999ms
DeepLog-9-1-64-7 0.073 1.000 0.136 128.810ms 1.038ms
DeepLog-12-5-32-11 0.073 1.000 0.136 161.609ms 2.161ms
DeepLog-12-3-32-14 0.073 1.000 0.136 137.887ms 4.696ms
DeepLog-10-2-32-10 0.073 1.000 0.136 126.327ms 1.571ms
DeepLog-9-4-64-7 0.073 1.000 0.136 170.110ms 5.032ms
DeepLog-12-2-64-9 0.073 1.000 0.136 137.153ms 1.372ms
DeepLog-11-1-64-10 0.073 1.000 0.136 120.211ms 2.721ms
DeepLog-12-3-32-9 0.073 1.000 0.136 137.887ms 4.692ms
DeepLog-8-2-64-6 0.073 1.000 0.136 137.269ms 1.333ms
DeepLog-11-4-64-7 0.073 1.000 0.136 170.506ms 1.820ms
DeepLog-11-2-32-10 0.073 1.000 0.136 125.380ms 1.512ms
DeepLog-8-2-32-8 0.073 1.000 0.136 127.653ms 3.537 ms
DeepLog-10-4-64-8 0.073 1.000 0.136 177.515ms 2.006 ms
DeepLog-12-1-128-7 0.073 1.000 0.136 133.948ms 1.062ms
DeepLog-12-3-64-11 0.073 1.000 0.136 150.436 ms 1.452ms
DeepLog-8-2-64-8 0.073 1.000 0.136 137.269ms 1.376ms
DeepLog-12-4-128-17 0.073 1.000 0.136 212.681ms 2.209 ms
DeepLog-12-2-64-10 0.073 1.000 0.136 137.153ms 1.413ms
DeepLog-8-1-256-6 0.073 1.000 0.136 166.658ms 0.961 ms
DeepLog-7-1-64-5 0.073 1.000 0.136 122.034ms 0.983ms
DeepLog-12-4-32-9 0.073 1.000 0.136 149.117ms 1.997 ms
DeepLog-11-5-32-13 0.073 1.000 0.136 163.355ms 2.132ms
DeepLog-12-4-32-11 0.073 1.000 0.136 149.117ms 5.680ms

DeepLog-10-2-64-10 0.073 1.000 0.136 138.626ms 1.202ms
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DeepLog-10-1-256-9 0.073 1.000 0.136 160.003ms 1.091ms
DeepLog-12-2-32-10 0.073 1.000 0.136 128.497ms 1.184ms
DeepLog-9-1-64-9 0.073 1.000 0.136 128.810ms 1.086ms
DeepLog-12-5-32-12 0.073 1.000 0.136 161.609ms 2.196 ms
DeepLog-9-1-64-6 0.073 1.000 0.136 128.810ms 0.993ms
DeepLog-9-3-64-6 0.073 1.000 0.136 158.282ms 1.165ms
DeepLog-9-1-64-4 0.073 1.000 0.136 128.810ms 0.934ms
DeepLog-11-1-128-8 0.073 1.000 0.136 132.552ms 1.115ms
DeepLog-11-1-32-6 0.073 1.000 0.136 113.983ms 1.080ms
DeepLog-12-1-128-12 0.073 1.000 0.136 133.948ms 1.123ms
DeepLog-12-1-32-12 0.073 1.000 0.136 116.737ms 1.116 ms
DeepLog-10-1-32-7 0.073 1.000 0.136 115.760ms 1.245ms
DeepLog-10-1-128-8 0.073 1.000 0.136 133.389ms 1.122ms
DeepLog-12-1-128-11 0.073 1.000 0.136 133.948ms 1.115ms
DeepLog-12-4-32-8 0.073 1.000 0.136 149.117ms 1.913ms
DeepLog-12-5-32-10 0.073 1.000 0.136 161.609ms 2.056 ms
DeepLog-12-5-64-10 0.073 1.000 0.136 180.319ms 2.212ms
DeepLog-12-2-128-8 0.073 1.000 0.136 160.307ms 1.364ms
DeepLog-12-3-32-10 0.073 1.000 0.136 137.887ms 4.732ms
DeepLog-12-2-64-11 0.073 1.000 0.136 137.153ms 1.419ms
DeepLog-11-4-64-5 0.073 1.000 0.136 170.506 ms 1.701ms
DeepLog-11-4-32-10 0.073 1.000 0.136 151.351ms 1.919ms
DeepLog-12-4-128-18 0.073 1.000 0.136 212.681ms 2.196ms
DeepLog-12-1-64-10 0.073 1.000 0.136 120.618ms 1.113ms
DeepLog-12-1-128-8 0.073 1.000 0.136 133.948ms 1.073ms
DeepLog-10-2-64-9 0.073 1.000 0.136 138.626ms 1.193ms
DeepLog-10-3-32-7 0.073 1.000 0.136 136.619ms 1.784ms
DeepLog-7-1-64-6 0.073 1.000 0.136 122.034ms 1.087ms
DeepLog-10-2-128-6 0.073 1.000 0.136 157.738ms 1.156ms
DeepLog-12-2-64-8 0.073 1.000 0.136 137.153ms 1.364ms
DeepLog-12-4-128-13 0.073 1.000 0.136 212.681ms 2.033ms
DeepLog-12-4-32-10 0.073 1.000 0.136 149.117ms 2.073ms
DeepLog-10-4-64-9 0.073 1.000 0.136 177.515ms 2.065ms
DeepLog-12-1-32-10 0.073 1.000 0.136 116.737ms 1.120ms
DeepLog-11-2-32-8 0.073 1.000 0.136 125.380ms 1.462ms
DeepLog-12-3-32-15 0.073 1.000 0.136 137.887ms 4.729ms
DeepLog-9-3-32-6 0.073 1.000 0.136 137.238ms 1.197ms
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DeepLog-12-5-32-13 0.073 1.000 0.136 161.609ms 2.180ms
DeepLog-9-1-64-8 0.073 1.000 0.136 128.810ms 1.047ms
DeepLog-12-3-32-12 0.073 1.000 0.136 137.887ms 4.748ms
DeepLog-12-4-128-14 0.073 1.000 0.136 212.681ms 2.091ms
DeepLog-12-3-64-12 0.073 1.000 0.136 150.436ms 1.484ms
DeepLog-12-3-64-8 0.073 1.000 0.136 150.436ms 1.402ms
DeepLog-12-2-32-9 0.073 1.000 0.136 128.497ms 1.172ms
DeepLog-10-1-32-6 0.073 1.000 0.136 115.760ms 1.088 ms
DeepLog-10-2-32-9 0.073 1.000 0.136 126.327ms 1.572ms
DeepLog-10-3-32-8 0.073 1.000 0.136 136.619ms 1.802ms
DeepLog-10-4-32-10 0.073 1.000 0.136 152.722ms 2.160 ms
DeepLog-10-3-64-8 0.073 1.000 0.136 150.441ms 1.582ms
DeepLog-12-1-32-11 0.073 1.000 0.136 116.737ms 1.104ms
DeepLog-7-5-32-4 0.073 1.000 0.136 171.960ms 1.590ms
DeepLog-8-3-32-6 0.073 1.000 0.136 137.352ms 1.400 ms
DeepLog-12-4-32-13 0.073 1.000 0.136 149.117ms 5.599 ms
DeepLog-7-1-64-7 0.073 1.000 0.136 122.034ms 1.096ms
DeepLog-8-3-64-6 0.073 1.000 0.136 151.216ms 1.561ms
DeepLog-12-5-32-9 0.073 1.000 0.136 161.609ms 1.995ms
DeepLog-9-3-64-5 0.073 1.000 0.136 158.282ms 1.159ms
DeepLog-10-3-64-7 0.073 1.000 0.136 150.441ms 1.543ms
DeepLog-11-5-32-12 0.073 1.000 0.136 163.355ms 2.098 ms
DeepLog-10-3-32-6 0.073 1.000 0.136 136.619ms 1.608 ms
DeepLog-12-1-64-8 0.073 1.000 0.136 120.618ms 1.078 ms
DeepLog-12-3-128-8 0.073 1.000 0.136 188.157ms 1.467 ms
DeepLog-12-3-32-8 0.073 1.000 0.136 137.887ms 4.649 ms
DeepLog-10-1-64-7 0.073 1.000 0.136 121.028ms 1.173ms
DeepLog-12-1-256-10 0.073 1.000 0.136 165.648ms 1.125ms
DeepLog-12-1-256-8 0.073 1.000 0.136 165.648ms 1.080ms
DeepLog-11-2-32-9 0.073 1.000 0.136 125.380ms 1.476 ms
DeepLog-9-1-64-5 0.073 1.000 0.136 128.810ms 0.980 ms
DeepLog-8-2-64-5 0.073 1.000 0.136 137.269ms 1.317ms
DeepLog-9-3-64-3 0.073 1.000 0.136 158.282ms 1.137ms
DeepLog-11-2-64-11 0.073 1.000 0.136 135.333ms 1.529ms
DeepLog-12-4-64-10 0.073 1.000 0.136 166.874ms 2.011ms
DeepLog-11-3-32-7 0.073 1.000 0.136 137.162ms 1.626ms
DeepLog-10-1-128-7 0.073 1.000 0.136 133.389ms 1.037ms
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DeepLog-12-1-32-9 0.073 1.000 0.136 116.737ms 1.059ms
DeepLog-12-4-128-15 0.073 1.000 0.136 212.681ms 2.094ms
DeepLog-8-4-64-6 0.073 1.000 0.136 176.597ms 1.648ms
DeepLog-12-5-32-19 0.074 1.000 0.137 161.609ms 2.214ms
DeepLog-11-5-32-18 0.073 1.000 0.137 163.355ms 2.519ms
DeepLog-12-2-128-15 0.074 1.000 0.137 160.307ms 1.493ms
DeepLog-12-5-32-20 0.074 1.000 0.137 161.609ms 2.253ms
DeepLog-12-2-128-13 0.074 1.000 0.137 160.307ms 1.465ms
DeepLog-12-5-32-15 0.073 1.000 0.137 161.609ms 2.228ms
DeepLog-12-1-128-15 0.074 1.000 0.137 133.948ms 3.037ms
DeepLog-12-2-128-14 0.074 1.000 0.137 160.307ms 1.487 ms
DeepLog-11-3-32-14 0.074 1.000 0.137 137.162ms 1.902ms
DeepLog-11-2-128-6 0.073 1.000 0.137 160.080ms 1.449 ms
DeepLog-10-2-64-14 0.073 1.000 0.137 138.626 ms 1.436ms
DeepLog-8-4-64-9 0.074 1.000 0.137 176.597ms 1.674ms
DeepLog-12-5-64-17 0.074 1.000 0.137 180.319ms 2.413ms
DeepLog-10-2-64-15 0.074 1.000 0.137 138.626 ms 1.480ms
DeepLog-7-4-32-3 0.074 1.000 0.137 160.527ms 1.644ms
DeepLog-9-4-32-7 0.074 1.000 0.137 159.380ms 1.758 ms
DeepLog-8-3-64-7 0.073 1.000 0.137 151.216ms 1.578ms
DeepLog-12-1-32-17 0.074 1.000 0.137 116.737ms 1.185ms
DeepLog-11-1-64-12 0.074 1.000 0.137 120.211ms 2.823ms
DeepLog-11-1-64-13 0.074 1.000 0.137 120.211ms 2.875ms
DeepLog-11-2-128-7 0.074 1.000 0.137 160.080ms 1.485ms
DeepLog-12-3-32-19 0.074 1.000 0.137 137.887ms 4.826ms
DeepLog-12-4-64-13 0.074 1.000 0.137 166.874ms 2.035ms
DeepLog-12-1-256-11 0.073 1.000 0.137 165.648ms 1.130ms
DeepLog-12-1-128-13 0.074 1.000 0.137 133.948ms 2.751ms
DeepLog-12-1-32-13 0.074 1.000 0.137 116.737ms 1.158ms
DeepLog-12-3-128-9 0.073 1.000 0.137 188.157ms 1.522ms
DeepLog-11-4-32-12 0.074 1.000 0.137 151.351ms 1.960 ms
DeepLog-12-4-32-17 0.073 1.000 0.137 149.117ms 5.809 ms
DeepLog-11-5-32-17 0.073 1.000 0.137 163.355ms 2.568 ms
DeepLog-12-2-32-12 0.073 1.000 0.137 128.497ms 1.428ms
DeepLog-12-3-32-18 0.074 1.000 0.137 137.887ms 4.783ms
DeepLog-12-1-32-16 0.074 1.000 0.137 116.737ms 1.163ms
DeepLog-10-4-32-13 0.073 1.000 0.137 152.722ms 5.118 ms
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DeepLog-7-2-128-4 0.074 1.000 0.137 159.838ms 1.259ms
DeepLog-12-4-32-14 0.073 1.000 0.137 149.117ms 5.612ms
DeepLog-11-3-64-10 0.074 1.000 0.137 150.869ms 1.523ms
DeepLog-12-3-32-17 0.073 1.000 0.137 137.887ms 4.771ms
DeepLog-7-3-32-6 0.074 1.000 0.137 147.040ms 1.460 ms
DeepLog-12-4-64-12 0.073 1.000 0.137 166.874ms 2.028ms
DeepLog-9-1-64-10 0.073 1.000 0.137 128.810ms 1.086 ms
DeepLog-7-2-128-3 0.073 1.000 0.137 159.838ms 1.078 ms
DeepLog-10-4-32-12 0.073 1.000 0.137 152.722ms 5.163ms
DeepLog-12-4-64-15 0.074 1.000 0.137 166.874ms 2.043ms
DeepLog-7-2-128-5 0.074 1.000 0.137 159.838ms 1.286 ms
DeepLog-11-4-32-13 0.074 1.000 0.137 151.351ms 1.971ms
DeepLog-9-2-64-6 0.074 1.000 0.137 146.191ms 1.253ms
DeepLog-11-3-64-7 0.073 1.000 0.137 150.869ms 1.413ms
DeepLog-11-4-32-14 0.074 1.000 0.137 151.351ms 2.001 ms
DeepLog-11-4-64-9 0.074 1.000 0.137 170.506ms 1.880ms
DeepLog-8-4-64-8 0.073 1.000 0.137 176.597ms 1.654ms
DeepLog-11-3-32-11 0.074 1.000 0.137 137.162ms 1.834ms
DeepLog-7-3-32-8 0.074 1.000 0.137 147.040ms 1.547 ms
DeepLog-12-1-32-14 0.074 1.000 0.137 116.737ms 1.162ms
DeepLog-11-3-32-12 0.074 1.000 0.137 137.162ms 1.863ms
DeepLog-12-5-64-12 0.074 1.000 0.137 180.319ms 2.319ms
DeepLog-12-5-64-16 0.074 1.000 0.137 180.319ms 2.370ms
DeepLog-12-4-64-14 0.074 1.000 0.137 166.874ms 2.055ms
DeepLog-10-3-32-11 0.073 1.000 0.137 136.619ms 1.908 ms
DeepLog-11-4-32-11 0.074 1.000 0.137 151.351ms 1.941ms
DeepLog-12-2-64-16 0.074 1.000 0.137 137.153ms 1.446ms
DeepLog-10-3-32-10 0.073 1.000 0.137 136.619ms 1.870ms
DeepLog-12-2-32-16 0.074 1.000 0.137 128.497ms 3.981ms
DeepLog-10-1-64-8 0.073 1.000 0.137 121.028 ms 1.185ms
DeepLog-12-2-32-11 0.073 1.000 0.137 128.497ms 1.410ms
DeepLog-11-3-128-10 0.074 1.000 0.137 185.024ms 1.542ms
DeepLog-10-1-64-11 0.074 1.000 0.137 121.028ms 1.254ms
DeepLog-10-4-32-14 0.074 1.000 0.137 152.722ms 5.235ms
DeepLog-11-3-32-10 0.073 1.000 0.137 137.162ms 1.776 ms
DeepLog-12-1-32-15 0.074 1.000 0.137 116.737ms 1.153ms

DeepLog-12-2-64-13 0.073 1.000 0.137 137.153ms 1.443ms
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DeepLog-11-3-32-9 0.073 1.000 0.137 137.162ms 1.743ms
DeepLog-12-5-64-14 0.074 1.000 0.137 180.319ms 2.353ms
DeepLog-9-2-64-7 0.074 1.000 0.137 146.191ms 1.273ms
DeepLog-12-2-64-17 0.074 1.000 0.137 137.153ms 1.452ms
DeepLog-10-2-64-12 0.073 1.000 0.137 138.626ms 1.407 ms
DeepLog-12-1-64-14 0.074 1.000 0.137 120.618ms 1.141ms
DeepLog-12-2-64-15 0.074 1.000 0.137 137.153ms 1.452ms
DeepLog-12-3-128-10 0.074 1.000 0.137 188.157ms 1.571ms
DeepLog-10-4-32-11 0.073 1.000 0.137 152.722ms 5.215ms
DeepLog-10-1-256-10 0.073 1.000 0.137 160.003ms 1.105ms
DeepLog-11-1-64-11 0.074 1.000 0.137 120.211ms 2.784ms
DeepLog-7-3-32-3 0.073 1.000 0.137 147.040ms 1.197ms
DeepLog-10-1-256-11 0.074 1.000 0.137 160.003ms 1.150 ms
DeepLog-10-2-64-16 0.074 1.000 0.137 138.626 ms 1.490ms
DeepLog-7-3-32-4 0.073 1.000 0.137 147.040ms 1.343ms
DeepLog-12-2-32-15 0.074 1.000 0.137 128.497ms 4.020ms
DeepLog-11-1-256-8 0.073 1.000 0.137 163.117ms 1.059 ms
DeepLog-12-1-64-12 0.074 1.000 0.137 120.618ms 1.126ms
DeepLog-12-2-32-14 0.073 1.000 0.137 128.497ms 1.437ms
DeepLog-12-1-64-11 0.073 1.000 0.137 120.618ms 1.118 ms
DeepLog-12-5-32-14 0.073 1.000 0.137 161.609ms 2.200ms
DeepLog-11-3-64-8 0.073 1.000 0.137 150.869ms 1.398ms
DeepLog-10-3-32-9 0.073 1.000 0.137 136.619ms 1.877ms
DeepLog-8-4-64-7 0.073 1.000 0.137 176.597ms 1.673ms
DeepLog-11-2-128-8 0.074 1.000 0.137 160.080ms 1.485ms
DeepLog-12-2-128-11 0.074 1.000 0.137 160.307ms 1.451ms
DeepLog-12-2-64-12 0.073 1.000 0.137 137.153ms 1.423ms
DeepLog-11-4-64-10 0.074 1.000 0.137 170.506 ms 1.945ms
DeepLog-7-3-32-5 0.074 1.000 0.137 147.040ms 1.402ms
DeepLog-12-1-64-13 0.074 1.000 0.137 120.618ms 1.135ms
DeepLog-11-1-256-7 0.073 1.000 0.137 163.117ms 1.007 ms
DeepLog-12-5-64-15 0.074 1.000 0.137 180.319ms 2.373ms
DeepLog-12-3-128-11 0.074 1.000 0.137 188.157ms 1.581ms
DeepLog-12-1-256-12 0.073 1.000 0.137 165.648ms 1.142ms
DeepLog-12-5-32-17 0.074 1.000 0.137 161.609ms 2.212ms
DeepLog-9-3-64-9 0.074 1.000 0.137 158.282ms 1.370ms
DeepLog-11-3-32-13 0.074 1.000 0.137 137.162ms 1.843ms
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DeepLog-10-1-64-10 0.074 1.000 0.137 121.028ms 1.240ms
DeepLog-12-3-32-16 0.073 1.000 0.137 137.887ms 4.738ms
DeepLog-12-2-64-14 0.074 1.000 0.137 137.153ms 1.441ms
DeepLog-11-1-128-10 0.074 1.000 0.137 132.552ms 1.212ms
DeepLog-12-4-32-16 0.073 1.000 0.137 149.117ms 5.927 ms
DeepLog-12-4-64-11 0.073 1.000 0.137 166.874ms 2.011ms
DeepLog-12-3-64-14 0.073 1.000 0.137 150.436ms 1.657ms
DeepLog-9-3-64-7 0.073 1.000 0.137 158.282ms 1.205ms
DeepLog-12-2-128-10 0.073 1.000 0.137 160.307ms 1.441ms
DeepLog-10-2-64-11 0.073 1.000 0.137 138.626 ms 1.376ms
DeepLog-12-1-128-14 0.074 1.000 0.137 133.948ms 3.026 ms
DeepLog-12-4-32-18 0.074 1.000 0.137 149.117ms 5.856ms
DeepLog-10-2-64-13 0.073 1.000 0.137 138.626 ms 1.438ms
DeepLog-12-1-256-13 0.074 1.000 0.137 165.648ms 2.874ms
DeepLog-11-1-128-9 0.074 1.000 0.137 132.552ms 1.198 ms
DeepLog-11-2-128-9 0.074 1.000 0.137 160.080ms 1.495ms
DeepLog-12-2-32-13 0.073 1.000 0.137 128.497ms 1.450ms
DeepLog-12-5-32-18 0.074 1.000 0.137 161.609ms 2.222ms
DeepLog-12-2-128-12 0.074 1.000 0.137 160.307ms 1.461ms
DeepLog-9-3-64-8 0.074 1.000 0.137 158.282ms 1.345ms
DeepLog-11-3-64-9 0.074 1.000 0.137 150.869ms 1.415ms
DeepLog-11-5-32-19 0.073 1.000 0.137 163.355ms 2.569 ms
DeepLog-8-3-32-7 0.073 1.000 0.137 137.352ms 1.446ms
DeepLog-10-2-64-17 0.074 1.000 0.137 138.626ms 1.544ms
DeepLog-11-2-128-10 0.074 1.000 0.137 160.080ms 1.537ms
DeepLog-10-1-64-9 0.073 1.000 0.137 121.028ms 1.226 ms
DeepLog-12-5-32-16 0.074 1.000 0.137 161.609ms 2.196ms
DeepLog-12-5-64-13 0.074 1.000 0.137 180.319ms 2.276ms
DeepLog-12-5-64-11 0.073 1.000 0.137 180.319ms 2.230ms
DeepLog-10-4-32-15 0.074 1.000 0.137 152.722ms 5.252ms
DeepLog-11-4-64-8 0.073 1.000 0.137 170.506 ms 1.837 ms
DeepLog-7-3-32-7 0.074 1.000 0.137 147.040ms 1.520ms
DeepLog-8-3-32-8 0.073 1.000 0.137 137.352ms 1.523ms
DeepLog-12-4-32-15 0.073 1.000 0.137 149.117ms 5.570ms
DeepLog-12-3-128-12 0.074 1.000 0.137 188.157ms 1.629 ms
DeepLog-11-1-128-14 0.074 1.000 0.138 132.552ms 1.230ms

DeepLog-11-4-64-18 0.074 1.000 0.138 170.506ms 2.168ms
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DeepLog-11-5-32-20 0.074 1.000 0.138 163.355ms 2.575ms
DeepLog-11-1-128-13 0.074 1.000 0.138 132.552ms 1.246ms
DeepLog-11-1-256-9 0.074 1.000 0.138 163.117ms 1.206 ms
DeepLog-10-1-128-10 0.074 1.000 0.138 133.389ms 1.190ms
DeepLog-11-3-128-14 0.074 1.000 0.138 185.024ms 1.837 ms
DeepLog-8-3-64-8 0.074 1.000 0.138 151.216ms 1.621ms
DeepLog-12-2-64-20 0.074 1.000 0.138 137.153ms 1.527 ms
DeepLog-11-2-128-13 0.074 1.000 0.138 160.080ms 1.611ms
DeepLog-10-4-64-11 0.074 1.000 0.138 177.515ms 2.318 ms
DeepLog-12-2-128-20 0.074 1.000 0.138 160.307ms 1.570ms
DeepLog-10-2-32-12 0.074 1.000 0.138 126.327ms 1.647 ms
DeepLog-12-4-64-16 0.074 1.000 0.138 166.874ms 2.003ms
DeepLog-12-4-64-18 0.074 1.000 0.138 166.874ms 2.038ms
DeepLog-12-3-128-14 0.074 1.000 0.138 188.157ms 1.790ms
DeepLog-12-2-128-17 0.074 1.000 0.138 160.307ms 1.509 ms
DeepLog-10-1-256-12 0.074 1.000 0.138 160.003ms 1.250 ms
DeepLog-11-1-64-18 0.074 1.000 0.138 120.211ms 2.936ms
DeepLog-11-4-32-18 0.074 1.000 0.138 151.351ms 2.087 ms
DeepLog-12-1-32-18 0.074 1.000 0.138 116.737ms 1.184ms
DeepLog-12-3-64-18 0.074 1.000 0.138 150.436 ms 1.766 ms
DeepLog-7-4-32-7 0.074 1.000 0.138 160.527ms 1.928 ms
DeepLog-7-2-128-6 0.074 1.000 0.138 159.838ms 1.312ms
DeepLog-11-1-256-10 0.074 1.000 0.138 163.117ms 1.231ms
DeepLog-9-2-64-8 0.074 1.000 0.138 146.191ms 1.288ms
DeepLog-11-4-64-13 0.074 1.000 0.138 170.506 ms 1.951ms
DeepLog-7-4-32-6 0.074 1.000 0.138 160.527ms 1.726 ms
DeepLog-11-4-32-17 0.074 1.000 0.138 151.351ms 2.064ms
DeepLog-10-1-256-14 0.074 1.000 0.138 160.003ms 1.274ms
DeepLog-12-2-64-18 0.074 1.000 0.138 137.153ms 1.496ms
DeepLog-12-1-128-17 0.074 1.000 0.138 133.948ms 3.055ms
DeepLog-11-4-32-16 0.074 1.000 0.138 151.351ms 2.031ms
DeepLog-11-3-32-15 0.074 1.000 0.138 137.162ms 1.982ms
DeepLog-11-4-64-16 0.074 1.000 0.138 170.506ms 1.967 ms
DeepLog-11-1-32-10 0.074 1.000 0.138 113.983ms 1.113ms
DeepLog-11-2-32-14 0.074 1.000 0.138 125.380ms 1.633ms
DeepLog-12-3-128-17 0.074 1.000 0.138 188.157ms 1.835ms
DeepLog-11-2-64-15 0.074 1.000 0.138 135.333ms 1.612ms
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DeepLog-11-4-32-19 0.074 1.000 0.138 151.351ms 2.089 ms
DeepLog-10-2-128-8 0.074 1.000 0.138 157.738ms 1.471ms
DeepLog-7-4-32-4 0.074 1.000 0.138 160.527ms 1.679ms
DeepLog-12-1-256-18 0.074 1.000 0.138 165.648ms 2.862ms
DeepLog-9-4-32-8 0.074 1.000 0.138 159.380ms 1.846ms
DeepLog-12-1-32-20 0.074 1.000 0.138 116.737ms 1.189ms
DeepLog-11-1-128-11 0.074 1.000 0.138 132.552ms 1.224ms
DeepLog-10-1-128-11 0.074 1.000 0.138 133.389ms 1.211ms
DeepLog-11-2-32-12 0.074 1.000 0.138 125.380ms 1.605ms
DeepLog-12-2-32-17 0.074 1.000 0.138 128.497ms 4.001ms
DeepLog-11-3-64-12 0.074 1.000 0.138 150.869ms 1.715ms
DeepLog-12-3-32-20 0.074 1.000 0.138 137.887ms 4.925ms
DeepLog-11-3-64-11 0.074 1.000 0.138 150.869ms 1.695ms
DeepLog-12-3-128-18 0.074 1.000 0.138 188.157ms 1.854ms
DeepLog-11-3-128-13 0.074 1.000 0.138 185.024ms 1.809 ms
DeepLog-12-3-128-19 0.074 1.000 0.138 188.157ms 1.844ms
DeepLog-10-1-32-9 0.074 1.000 0.138 115.760ms 1.336 ms
DeepLog-7-4-32-8 0.074 1.000 0.138 160.527ms 1.929ms
DeepLog-11-3-64-14 0.074 1.000 0.138 150.869ms 1.757ms
DeepLog-12-1-128-20 0.074 1.000 0.138 133.948ms 3.093ms
DeepLog-11-4-32-20 0.074 1.000 0.138 151.351ms 2.081ms
DeepLog-10-2-128-10 0.074 1.000 0.138 157.738ms 1.490ms
DeepLog-12-1-64-20 0.074 1.000 0.138 120.618ms 3.085ms
DeepLog-12-2-32-18 0.074 1.000 0.138 128.497ms 4.042ms
DeepLog-11-4-64-17 0.074 1.000 0.138 170.506 ms 2.146ms
DeepLog-12-1-256-17 0.074 1.000 0.138 165.648ms 2.836 ms
DeepLog-12-2-32-20 0.074 1.000 0.138 128.497ms 4.092ms
DeepLog-12-1-256-20 0.074 1.000 0.138 165.648ms 3.099 ms
DeepLog-11-1-32-7 0.074 1.000 0.138 113.983ms 1.092ms
DeepLog-10-1-128-9 0.074 1.000 0.138 133.389ms 1.181ms
DeepLog-11-1-64-19 0.074 1.000 0.138 120.211ms 2.972ms
DeepLog-11-3-128-12 0.074 1.000 0.138 185.024ms 1.783ms
DeepLog-11-2-32-15 0.074 1.000 0.138 125.380ms 1.607 ms
DeepLog-10-3-64-10 0.074 1.000 0.138 150.441ms 1.882ms
DeepLog-11-3-128-17 0.074 1.000 0.138 185.024ms 1.885ms
DeepLog-12-3-64-15 0.074 1.000 0.138 150436 ms 1.717ms

DeepLog-10-1-256-13 0.074 1.000 0.138 160.003ms 1.265ms
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DeepLog-12-1-256-19 0.074 1.000 0.138 165.648ms 2.835ms
DeepLog-11-2-32-13 0.074 1.000 0.138 125.380ms 1.580ms
DeepLog-12-3-64-19 0.074 1.000 0.138 150.436 ms 1.799ms
DeepLog-11-4-64-12 0.074 1.000 0.138 170.506 ms 1.912ms
DeepLog-7-2-128-8 0.074 1.000 0.138 159.838ms 1.515ms
DeepLog-11-3-128-15 0.074 1.000 0.138 185.024ms 1.810ms
DeepLog-12-2-32-19 0.074 1.000 0.138 128.497ms 4.046 ms
DeepLog-10-2-128-7 0.074 1.000 0.138 157.738ms 1.419ms
DeepLog-7-4-32-5 0.074 1.000 0.138 160.527ms 1.664ms
DeepLog-11-1-32-8 0.074 1.000 0.138 113.983ms 1.095ms
DeepLog-11-4-32-15 0.074 1.000 0.138 151.351ms 2.018 ms
DeepLog-10-1-32-8 0.074 1.000 0.138 115.760ms 1.332ms
DeepLog-12-5-64-20 0.074 1.000 0.138 180.319ms 2.407 ms
DeepLog-10-1-256-16 0.074 1.000 0.138 160.003ms 1.287ms
DeepLog-11-4-64-15 0.074 1.000 0.138 170.506 ms 1.934ms
DeepLog-12-4-32-19 0.074 1.000 0.138 149.117ms 5.799ms
DeepLog-11-2-128-11 0.074 1.000 0.138 160.080ms 1.600 ms
DeepLog-10-2-32-11 0.074 1.000 0.138 126.327ms 1.697ms
DeepLog-10-1-256-15 0.074 1.000 0.138 160.003ms 1.274ms
DeepLog-11-3-64-13 0.074 1.000 0.138 150.869ms 1.741ms
DeepLog-10-3-64-11 0.074 1.000 0.138 150.441ms 1.881ms
DeepLog-12-1-256-15 0.074 1.000 0.138 165.648ms 2.919ms
DeepLog-12-4-128-20 0.074 1.000 0.138 212.681ms 2.242ms
DeepLog-12-1-64-19 0.074 1.000 0.138 120.618ms 3.107 ms
DeepLog-12-1-32-19 0.074 1.000 0.138 116.737ms 1.171ms
DeepLog-12-1-128-16 0.074 1.000 0.138 133.948ms 3.041ms
DeepLog-12-4-64-19 0.074 1.000 0.138 166.874ms 2.079ms
DeepLog-11-1-128-15 0.074 1.000 0.138 132.552ms 1.244ms
DeepLog-12-2-128-19 0.074 1.000 0.138 160.307ms 1.558 ms
DeepLog-12-5-64-19 0.074 1.000 0.138 180.319ms 2.392ms
DeepLog-12-3-64-20 0.074 1.000 0.138 150.436 ms 1.823ms
DeepLog-12-1-256-14 0.074 1.000 0.138 165.648ms 2.910ms
DeepLog-12-1-64-17 0.074 1.000 0.138 120.618ms 1.165ms
DeepLog-11-1-32-9 0.074 1.000 0.138 113.983ms 1.109 ms
DeepLog-11-1-256-11 0.074 1.000 0.138 163.117ms 1.245ms
DeepLog-12-5-64-18 0.074 1.000 0.138 180.319ms 2.412ms
DeepLog-12-2-64-19 0.074 1.000 0.138 137.153ms 1.498ms
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DeepLog-10-2-128-9 0.074 1.000 0.138 157.738ms 1.480ms
DeepLog-11-3-128-16 0.074 1.000 0.138 185.024ms 1.843ms
DeepLog-12-3-64-16 0.074 1.000 0.138 150.436ms 1.765ms
DeepLog-12-4-64-17 0.074 1.000 0.138 166.874ms 2.032ms
DeepLog-11-1-128-16 0.074 1.000 0.138 132.552ms 1.250 ms
DeepLog-12-1-256-16 0.074 1.000 0.138 165.648ms 2.824ms
DeepLog-12-3-128-16 0.074 1.000 0.138 188.157ms 1.832ms
DeepLog-11-1-128-17 0.074 1.000 0.138 132.552ms 2.912ms
DeepLog-12-1-64-15 0.074 1.000 0.138 120.618ms 1.155ms
DeepLog-11-1-128-12 0.074 1.000 0.138 132.552ms 1.235ms
DeepLog-12-4-32-20 0.074 1.000 0.138 149.117ms 5.817ms
DeepLog-11-3-128-11 0.074 1.000 0.138 185.024ms 1.757ms
DeepLog-12-1-64-16 0.074 1.000 0.138 120.618ms 1.152ms
DeepLog-11-2-128-12 0.074 1.000 0.138 160.080ms 1.600ms
DeepLog-11-4-64-14 0.074 1.000 0.138 170.506 ms 1.940ms
DeepLog-12-3-128-20 0.074 1.000 0.138 188.157ms 1.880ms
DeepLog-11-1-64-14 0.074 1.000 0.138 120.211ms 2.905ms
DeepLog-12-2-128-18 0.074 1.000 0.138 160.307ms 1.515ms
DeepLog-12-3-128-15 0.074 1.000 0.138 188.157ms 1.786 ms
DeepLog-12-3-128-13 0.074 1.000 0.138 188.157ms 1.800ms
DeepLog-11-1-64-15 0.074 1.000 0.138 120.211ms 2.951ms
DeepLog-12-1-128-18 0.074 1.000 0.138 133.948ms 3.078 ms
DeepLog-7-4-32-9 0.074 1.000 0.138 160.527ms 1.969 ms
DeepLog-12-3-64-17 0.074 1.000 0.138 150.436ms 1.783ms
DeepLog-12-2-128-16 0.074 1.000 0.138 160.307ms 1.487ms
DeepLog-12-1-64-18 0.074 1.000 0.138 120.618ms 1.167 ms
DeepLog-7-2-128-7 0.074 1.000 0.138 159.838ms 1.328 ms
DeepLog-11-1-64-16 0.074 1.000 0.138 120.211ms 2.941ms
DeepLog-11-2-32-11 0.074 1.000 0.138 125.380ms 1.565ms
DeepLog-11-4-64-11 0.074 1.000 0.138 170.506 ms 1.962ms
DeepLog-11-1-64-17 0.074 1.000 0.138 120.211ms 2.925ms
DeepLog-12-1-128-19 0.074 1.000 0.138 133.948ms 3.094 ms
DeepLog-12-4-64-20 0.074 1.000 0.138 166.874ms 2.071ms
DeepLog-10-2-128-12 0.075 1.000 0.139 157.738ms 1.527 ms
DeepLog-10-2-128-16 0.075 1.000 0.139 157.738ms 1.596ms
DeepLog-10-2-64-18 0.075 1.000 0.139 138.626 ms 1.603ms

DeepLog-11-2-128-14 0.075 1.000 0.139 160.080ms 1.655ms
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DeepLog-10-1-64-17 0.075 1.000 0.139 121.028ms 1.352ms
DeepLog-10-4-64-12 0.074 1.000 0.139 177.515ms 2.314ms
DeepLog-11-2-128-15 0.075 1.000 0.139 160.080ms 1.643ms
DeepLog-9-4-32-9 0.075 1.000 0.139 159.380ms 1.945ms
DeepLog-8-1-128-6 0.075 1.000 0.139 140.468ms 1.054 ms
DeepLog-11-2-128-17 0.075 1.000 0.139 160.080ms 1.634ms
DeepLog-10-2-64-20 0.075 1.000 0.139 138.626ms 1.619ms
DeepLog-10-3-32-14 0.075 1.000 0.139 136.619ms 2.080 ms
DeepLog-10-3-32-16 0.075 1.000 0.139 136.619ms 2.131ms
DeepLog-11-2-128-18 0.075 1.000 0.139 160.080ms 1.647ms
DeepLog-8-1-128-7 0.075 1.000 0.139 140.468ms 1.083 ms
DeepLog-10-1-64-12 0.075 1.000 0.139 121.028ms 1.292ms
DeepLog-11-1-256-15 0.075 1.000 0.139 163.117ms 1.255ms
DeepLog-11-1-128-20 0.075 1.000 0.139 132.552ms 3.120ms
DeepLog-11-2-64-16 0.074 1.000 0.139 135.333ms 1.597 ms
DeepLog-11-3-64-16 0.075 1.000 0.139 150.869ms 4.582ms
DeepLog-11-1-256-17 0.075 1.000 0.139 163.117ms 1.286ms
DeepLog-10-1-128-12 0.075 1.000 0.139 133.389ms 1.328ms
DeepLog-11-4-64-19 0.074 1.000 0.139 170.506 ms 2.201 ms
DeepLog-10-3-64-12 0.075 1.000 0.139 150.441ms 1.917ms
DeepLog-10-3-64-14 0.075 1.000 0.139 150.441ms 1.947ms
DeepLog-10-2-128-15 0.075 1.000 0.139 157.738ms 1.540ms
DeepLog-11-2-64-17 0.075 1.000 0.139 135.333ms 1.627 ms
DeepLog-10-4-32-18 0.075 1.000 0.139 152.722ms 5.411ms
DeepLog-10-2-32-14 0.075 1.000 0.139 126.327ms 3.719ms
DeepLog-8-3-32-10 0.075 1.000 0.139 137.352ms 1.653 ms
DeepLog-11-3-32-17 0.075 1.000 0.139 137.162ms 2.011ms
DeepLog-11-3-32-19 0.075 1.000 0.139 137.162ms 2.029ms
DeepLog-8-1-32-5 0.075 1.000 0.139 116.696ms 0.954ms
DeepLog-9-1-32-4 0.075 1.000 0.139 124.475ms 0.812ms
DeepLog-10-2-32-13 0.075 1.000 0.139 126.327ms 3.738ms
DeepLog-11-1-256-20 0.075 1.000 0.139 163.117ms 3.225ms
DeepLog-11-2-64-20 0.075 1.000 0.139 135.333ms 1.664 ms
DeepLog-11-2-128-16 0.075 1.000 0.139 160.080ms 1.647ms
DeepLog-7-4-32-13 0.075 1.000 0.139 160.527ms 2.022ms
DeepLog-10-1-64-15 0.075 1.000 0.139 121.028ms 1.304ms
DeepLog-11-1-256-13 0.075 1.000 0.139 163.117ms 1.252ms
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DeepLog-11-1-32-17 0.075 1.000 0.139 113.983ms 1.235ms
DeepLog-11-1-32-18 0.075 1.000 0.139 113.983ms 1.263ms
DeepLog-11-1-32-13 0.075 1.000 0.139 113.983ms 1.193ms
DeepLog-10-1-64-16 0.075 1.000 0.139 121.028 ms 1.338 ms
DeepLog-11-3-64-15 0.075 1.000 0.139 150.869ms 4.489 ms
DeepLog-10-4-32-17 0.075 1.000 0.139 152.722ms 5.458 ms
DeepLog-10-1-128-14 0.075 1.000 0.139 133.389ms 1.347ms
DeepLog-11-2-128-19 0.075 1.000 0.139 160.080ms 1.630 ms
DeepLog-11-1-256-14 0.075 1.000 0.139 163.117ms 1.252ms
DeepLog-11-3-32-20 0.075 1.000 0.139 137.162ms 2.004ms
DeepLog-11-1-128-18 0.074 1.000 0.139 132.552ms 2.896ms
DeepLog-11-2-32-16 0.075 1.000 0.139 125.380ms 1.648ms
DeepLog-10-2-128-14 0.075 1.000 0.139 157.738ms 1.575ms
DeepLog-10-3-64-15 0.075 1.000 0.139 150.441ms 1.924ms
DeepLog-10-1-64-20 0.075 1.000 0.139 121.028 ms 1.403 ms
DeepLog-7-4-32-11 0.074 1.000 0.139 160.527ms 2.024ms
DeepLog-10-2-128-11 0.074 1.000 0.139 157.738ms 1.519ms
DeepLog-11-1-32-12 0.074 1.000 0.139 113983ms 1.176ms
DeepLog-10-4-64-15 0.075 1.000 0.139 177.515ms 2.364ms
DeepLog-11-1-256-18 0.075 1.000 0.139 163.117ms 1.282ms
DeepLog-11-3-32-18 0.075 1.000 0.139 137.162ms 2.026 ms
DeepLog-11-3-128-18 0.075 1.000 0.139 185.024ms 1.903ms
DeepLog-10-2-128-13 0.075 1.000 0.139 157.738ms 1.561 ms
DeepLog-11-2-64-19 0.075 1.000 0.139 135.333ms 1.627 ms
DeepLog-10-2-32-15 0.075 1.000 0.139 126.327ms 3.741ms
DeepLog-10-3-32-15 0.075 1.000 0.139 136.619ms 2.130ms
DeepLog-11-1-256-12 0.074 1.000 0.139 163.117ms 1.254ms
DeepLog-11-3-64-17 0.075 1.000 0.139 150.869ms 4.876ms
DeepLog-7-4-32-10 0.074 1.000 0.139 160.527ms 2.018ms
DeepLog-11-1-256-16 0.075 1.000 0.139 163.117ms 1.267 ms
DeepLog-10-1-32-11 0.075 1.000 0.139 115.760ms 1.353ms
DeepLog-10-1-32-12 0.075 1.000 0.139 115.760ms 1.351ms
DeepLog-10-1-32-10 0.075 1.000 0.139 115.760ms 1.353 ms
DeepLog-11-1-128-19 0.075 1.000 0.139 132.552ms 2.923ms
DeepLog-10-4-64-13 0.075 1.000 0.139 177.515ms 2.303ms
DeepLog-11-4-64-20 0.075 1.000 0.139 170.506 ms 2.218ms
DeepLog-10-1-64-13 0.075 1.000 0.139 121.028 ms 1.291ms
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DeepLog-7-4-32-14 0.075 1.000 0.139 160.527ms 2.047 ms
DeepLog-10-1-64-19 0.075 1.000 0.139 121.028ms 1.361ms
DeepLog-10-1-64-14 0.075 1.000 0.139 121.028ms 1.307 ms
DeepLog-11-2-64-18 0.075 1.000 0.139 135.333ms 1.644ms
DeepLog-10-4-64-14 0.075 1.000 0.139 177.515ms 2.381ms
DeepLog-11-3-32-16 0.074 1.000 0.139 137.162ms 1.980ms
DeepLog-10-3-64-13 0.075 1.000 0.139 150.441ms 1.963ms
DeepLog-11-3-128-19 0.075 1.000 0.139 185.024ms 1.917ms
DeepLog-11-1-32-16 0.075 1.000 0.139 113.983ms 1.227 ms
DeepLog-10-4-64-16 0.075 1.000 0.139 177.515ms 2.390ms
DeepLog-7-4-32-15 0.075 1.000 0.139 160.527ms 2.061 ms
DeepLog-10-3-32-13 0.075 1.000 0.139 136.619ms 2.081ms
DeepLog-10-1-128-13 0.075 1.000 0.139 133.389ms 1.340ms
DeepLog-11-2-32-17 0.075 1.000 0.139 125.380ms 1.644ms
DeepLog-11-2-128-20 0.075 1.000 0.139 160.080ms 1.713ms
DeepLog-10-1-64-18 0.075 1.000 0.139 121.028ms 1.351ms
DeepLog-9-1-32-3 0.075 1.000 0.139 124.475ms 0.799 ms
DeepLog-11-2-32-18 0.075 1.000 0.139 125.380ms 1.654ms
DeepLog-8-3-32-9 0.074 1.000 0.139 137.352ms 1.610ms
DeepLog-10-4-32-16 0.075 1.000 0.139 152.722ms 5.449 ms
DeepLog-10-2-64-19 0.075 1.000 0.139 138.626 ms 1.635ms
DeepLog-11-3-128-20 0.075 1.000 0.139 185.024ms 4.952ms
DeepLog-11-1-256-19 0.075 1.000 0.139 163.117ms 1.309ms
DeepLog-11-1-32-11 0.074 1.000 0.139 113.983ms 1.171ms
DeepLog-10-3-32-12 0.075 1.000 0.139 136.619ms 2.030ms
DeepLog-11-1-32-15 0.075 1.000 0.139 113.983ms 1.214ms
DeepLog-7-4-32-12 0.075 1.000 0.139 160.527ms 2.021 ms
DeepLog-11-1-32-14 0.075 1.000 0.139 113.983ms 1.214ms
DeepLog-10-2-128-17 0.075 1.000 0.140 157.738ms 1.646ms
DeepLog-10-2-128-19 0.075 1.000 0.140 157.738ms 1.649 ms
DeepLog-8-4-32-8 0.075 1.000 0.140 161.176ms 1.769 ms
DeepLog-10-2-128-18 0.075 1.000 0.140 157.738ms 1.633ms
DeepLog-8-2-128-9 0.076 1.000 0.140 169.714ms 1.353ms
DeepLog-11-2-32-19 0.075 1.000 0.140 125.380ms 1.664 ms
DeepLog-9-1-128-7 0.075 1.000 0.140 132.636ms 1.082ms
DeepLog-8-1-256-9 0.075 1.000 0.140 166.658ms 1.143ms
DeepLog-10-1-32-15 0.075 1.000 0.140 115.760ms 1.409 ms
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DeepLog-10-4-64-19 0.075 1.000 0.140 177.515ms 5.824ms
DeepLog-8-4-32-9 0.075 1.000 0.140 161.176ms 1.767 ms
DeepLog-10-1-256-20 0.075 1.000 0.140 160.003ms 1.385ms
DeepLog-10-4-64-20 0.076 1.000 0.140 177.515ms 5.731ms
DeepLog-10-2-32-19 0.075 1.000 0.140 126.327ms 3.876ms
DeepLog-10-2-32-16 0.075 1.000 0.140 126.327ms 3.794ms
DeepLog-8-2-128-8 0.075 1.000 0.140 169.714ms 1.373ms
DeepLog-9-1-32-5 0.075 1.000 0.140 124.475ms 0.831ms
DeepLog-9-1-256-6 0.075 1.000 0.140 159.246ms 1.001 ms
DeepLog-8-1-32-6 0.075 1.000 0.140 116.696ms 0.976 ms
DeepLog-10-4-32-20 0.075 1.000 0.140 152.722ms 5.501 ms
DeepLog-7-4-32-17 0.075 1.000 0.140 160.527ms 2.117ms
DeepLog-10-1-32-13 0.075 1.000 0.140 115.760ms 1.375ms
DeepLog-10-1-256-19 0.075 1.000 0.140 160.003ms 1.369 ms
DeepLog-8-1-64-7 0.075 1.000 0.140 120.598ms 1.059 ms
DeepLog-10-1-128-17 0.075 1.000 0.140 133.389ms 1.378ms
DeepLog-9-4-64-8 0.075 1.000 0.140 170.110ms 5.227ms
DeepLog-10-2-32-20 0.075 1.000 0.140 126.327ms 3.890ms
DeepLog-8-1-64-8 0.075 1.000 0.140 120.598ms 1.053 ms
DeepLog-10-1-128-16 0.075 1.000 0.140 133.389ms 1.388ms
DeepLog-10-3-32-17 0.075 1.000 0.140 136.619ms 2.141ms
DeepLog-7-4-32-16 0.075 1.000 0.140 160.527ms 2.109 ms
DeepLog-11-1-32-19 0.075 1.000 0.140 113.983ms 1.285ms
DeepLog-11-3-64-20 0.075 1.000 0.140 150.869ms 5.039ms
DeepLog-10-1-256-17 0.075 1.000 0.140 160.003ms 1.355ms
DeepLog-7-4-32-18 0.075 1.000 0.140 160.527ms 2.144ms
DeepLog-10-2-32-17 0.075 1.000 0.140 126.327ms 3.884ms
DeepLog-10-1-128-15 0.075 1.000 0.140 133.389ms 1.371ms
DeepLog-9-2-32-6 0.075 1.000 0.140 135.313ms 1.237ms
DeepLog-11-3-64-19 0.075 1.000 0.140 150.869ms 4.974ms
DeepLog-8-1-64-9 0.075 1.000 0.140 120.598ms 1.059ms
DeepLog-10-1-32-14 0.075 1.000 0.140 115.760ms 1.399 ms
DeepLog-10-3-64-16 0.075 1.000 0.140 150.441ms 1.982ms
DeepLog-8-1-64-11 0.076 1.000 0.140 120.598ms 1.129ms
DeepLog-10-4-64-18 0.075 1.000 0.140 177.515ms 5.748 ms
DeepLog-10-3-64-17 0.075 1.000 0.140 150.441ms 1.986ms

DeepLog-10-1-128-19 0.076 1.000 0.140 133.389ms 1.435ms
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DeepLog-10-4-64-17 0.075 1.000 0.140 177.515ms 5.806 ms
DeepLog-8-2-64-10 0.075 1.000 0.140 137.269ms 1.417ms
DeepLog-8-1-256-8 0.075 1.000 0.140 166.658ms 1.114ms
DeepLog-10-1-256-18 0.075 1.000 0.140 160.003ms 1.349 ms
DeepLog-7-4-32-19 0.075 1.000 0.140 160.527ms 2.140ms
DeepLog-10-1-128-18 0.075 1.000 0.140 133.389ms 1.393ms
DeepLog-11-1-32-20 0.075 1.000 0.140 113.983ms 1.292ms
DeepLog-8-2-64-11 0.076 1.000 0.140 137.269ms 1.414ms
DeepLog-11-2-32-20 0.075 1.000 0.140 125.380ms 1.692ms
DeepLog-10-2-32-18 0.075 1.000 0.140 126.327ms 3.852ms
DeepLog-9-1-256-7 0.075 1.000 0.140 159.246ms 1.037 ms
DeepLog-11-3-64-18 0.075 1.000 0.140 150.869ms 4.897 ms
DeepLog-9-1-128-8 0.075 1.000 0.140 132.636ms 1.091ms
DeepLog-10-3-32-18 0.075 1.000 0.140 136.619ms 2.144ms
DeepLog-8-2-32-9 0.075 1.000 0.140 127.653ms 3.535ms
DeepLog-10-2-128-20 0.076 1.000 0.140 157.738ms 1.798 ms
DeepLog-9-1-128-9 0.075 1.000 0.140 132.636 ms 1.091ms
DeepLog-10-4-32-19 0.075 1.000 0.140 152.722ms 5.430ms
DeepLog-9-1-32-6 0.075 1.000 0.140 124.475ms 0.953 ms
DeepLog-11-1-64-20 0.075 1.000 0.140 120.211ms 3.013ms
DeepLog-8-1-256-7 0.075 1.000 0.140 166.658ms 0.987 ms
DeepLog-10-3-64-18 0.075 1.000 0.140 150.441ms 1.995ms
DeepLog-8-1-64-10 0.075 1.000 0.140 120.598ms 1.133ms
DeepLog-10-1-32-20 0.076 1.000 0.141 115.760ms 3.274ms
DeepLog-9-1-128-10 0.076 1.000 0.141 132.636 ms 1.107ms
DeepLog-9-3-32-7 0.076 1.000 0.141 137.238ms 1.445ms
DeepLog-9-4-32-10 0.076 1.000 0.141 159.380ms 2.156 ms
DeepLog-9-4-32-11 0.076 1.000 0.141 159.380ms 2.172ms
DeepLog-10-1-128-20 0.076 1.000 0.141 133.389ms 1.411ms
DeepLog-7-1-32-5 0.076 1.000 0.141 117.337ms 1.123ms
DeepLog-9-1-128-11 0.076 1.000 0.141 132.636ms 1.115ms
DeepLog-8-1-32-8 0.076 1.000 0.141 116.696ms 1.025ms
DeepLog-9-1-256-8 0.076 1.000 0.141 159.246ms 1.088 ms
DeepLog-8-1-32-7 0.076 1.000 0.141 116.696ms 1.016 ms
DeepLog-9-3-32-8 0.076 1.000 0.141 137.238ms 1.487ms
DeepLog-9-1-256-9 0.076 1.000 0.141 159.246ms 1.093ms
DeepLog-10-1-32-17 0.076 1.000 0.141 115.760ms 3.281 ms
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DeepLog-8-2-128-10 0.076 1.000 0.141 169.714ms 1.386 ms
DeepLog-10-3-64-19 0.076 1.000 0.141 150.441ms 2.022ms
DeepLog-8-1-64-12 0.076 1.000 0.141 120.598ms 1.159ms
DeepLog-10-3-64-20 0.076 1.000 0.141 150.441ms 2.029ms
DeepLog-8-1-32-9 0.076 1.000 0.141 116.696ms 1.068ms
DeepLog-10-1-32-16 0.076 1.000 0.141 115.760ms 3.244ms
DeepLog-9-3-32-9 0.076 1.000 0.141 137.238ms 1.526ms
DeepLog-9-2-32-7 0.076 1.000 0.141 135.313ms 1.345ms
DeepLog-8-2-32-10 0.076 1.000 0.141 127.653ms 3.567 ms
DeepLog-10-1-32-18 0.076 1.000 0.141 115.760ms 3.259 ms
DeepLog-8-1-64-13 0.076 1.000 0.141 120.598ms 1.162ms
DeepLog-10-1-32-19 0.076 1.000 0.141 115.760ms 3.199ms
DeepLog-8-1-128-8 0.076 1.000 0.141 140.468ms 1.108ms
DeepLog-9-3-32-10 0.076 1.000 0.141 137.238ms 1.601ms
DeepLog-8-4-32-10 0.076 1.000 0.142 161.176ms 1.869 ms
DeepLog-8-1-64-14 0.076 1.000 0.142 120.598ms 1.151ms
DeepLog-8-4-32-13 0.077 1.000 0.142 161.176ms 1.906 ms
DeepLog-9-4-64-10 0.077 1.000 0.142 170.110ms 5.288 ms
DeepLog-9-4-64-9 0.076 1.000 0.142 170.110ms 5.284ms
DeepLog-8-4-32-12 0.077 1.000 0.142 161.176ms 1.906 ms
DeepLog-9-4-32-14 0.076 1.000 0.142 159.380ms 2.206 ms
DeepLog-9-4-32-12 0.076 1.000 0.142 159.380ms 2.179ms
DeepLog-8-2-64-15 0.077 1.000 0.142 137.269ms 1.480ms
DeepLog-9-1-64-11 0.077 1.000 0.142 128.810ms 1.119ms
DeepLog-8-2-128-11 0.077 1.000 0.142 169.714ms 1.405ms
DeepLog-8-1-32-14 0.077 1.000 0.142 116.696ms 1.155ms
DeepLog-9-3-32-14 0.076 1.000 0.142 137.238ms 1.626ms
DeepLog-8-2-64-12 0.077 1.000 0.142 137.269ms 1.489ms
DeepLog-8-4-64-11 0.076 1.000 0.142 176.597ms 1.930ms
DeepLog-9-3-32-12 0.076 1.000 0.142 137.238ms 1.624ms
DeepLog-8-4-32-11 0.077 1.000 0.142 161.176ms 1.897ms
DeepLog-9-2-32-9 0.077 1.000 0.142 135.313ms 1.439ms
DeepLog-9-3-32-11 0.076 1.000 0.142 137.238ms 1.608 ms
DeepLog-9-3-32-13 0.076 1.000 0.142 137.238ms 1.614ms
DeepLog-8-1-256-10 0.076 1.000 0.142 166.658ms 1.147 ms
DeepLog-9-1-32-7 0.076 1.000 0.142 124475ms 1.001 ms

DeepLog-8-1-32-15 0.077 1.000 0.142 116.696ms 1.185ms
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DeepLog-9-2-32-8 0.077 1.000 0.142 135.313ms 1.413ms
DeepLog-7-1-32-6 0.076 1.000 0.142 117.337ms 1.140ms
DeepLog-9-4-32-13 0.076 1.000 0.142 159.380ms 2.181ms
DeepLog-7-1-32-9 0.077 1.000 0.142 117.337ms 1.194ms
DeepLog-8-4-64-10 0.076 1.000 0.142 176.597ms 1.933ms
DeepLog-8-1-32-10 0.076 1.000 0.142 116.696ms 1.115ms
DeepLog-8-1-32-12 0.076 1.000 0.142 116.696ms 1.135ms
DeepLog-9-4-32-16 0.077 1.000 0.142 159.380ms 2.194ms
DeepLog-8-1-256-11 0.076 1.000 0.142 166.658ms 1.158 ms
DeepLog-9-4-32-15 0.076 1.000 0.142 159.380ms 2.191ms
DeepLog-8-1-128-9 0.076 1.000 0.142 140.468ms 1.130ms
DeepLog-8-2-64-13 0.077 1.000 0.142 137.269ms 1.475ms
DeepLog-9-1-64-12 0.077 1.000 0.142 128.810ms 1.180ms
DeepLog-8-2-64-14 0.077 1.000 0.142 137.269ms 1.487ms
DeepLog-7-1-32-7 0.076 1.000 0.142 117.337ms 1.167ms
DeepLog-8-1-32-13 0.076 1.000 0.142 116.696ms 1.155ms
DeepLog-7-1-32-8 0.077 1.000 0.142 117.337ms 1.182ms
DeepLog-8-1-32-11 0.076 1.000 0.142 116.696ms 1.126ms
DeepLog-9-4-32-18 0.077 1.000 0.143 159.380ms 2.201ms
DeepLog-9-3-64-10 0.077 1.000 0.143 158.282ms 1.418ms
DeepLog-9-3-64-12 0.077 1.000 0.143 158.282ms 1.583ms
DeepLog-9-4-32-17 0.077 1.000 0.143 159.380ms 2.229ms
DeepLog-8-3-64-9 0.077 1.000 0.143 151.216ms 1.659ms
DeepLog-8-2-32-11 0.077 1.000 0.143 127.653ms 3.620ms
DeepLog-9-2-64-11 0.077 1.000 0.143 146.191ms 1.515ms
DeepLog-10-3-32-19 0.077 1.000 0.143 136.619ms 2.308ms
DeepLog-8-2-64-16 0.077 1.000 0.143 137.269ms 1.491ms
DeepLog-9-4-32-20 0.077 1.000 0.143 159.380ms 2.261 ms
DeepLog-8-3-64-12 0.077 1.000 0.143 151.216ms 1.745ms
DeepLog-9-3-32-16 0.077 1.000 0.143 137.238ms 4.560 ms
DeepLog-8-1-32-16 0.077 1.000 0.143 116.696ms 1.196ms
DeepLog-9-3-64-11 0.077 1.000 0.143 158.282ms 1.417ms
DeepLog-9-4-32-19 0.077 1.000 0.143 159.380ms 2.212ms
DeepLog-8-3-32-11 0.077 1.000 0.143 137.352ms 1.653ms
DeepLog-7-2-128-10 0.077 1.000 0.143 159.838ms 1.533ms
DeepLog-10-3-32-20 0.077 1.000 0.143 136.619ms 2.360ms
DeepLog-7-2-128-9 0.077 1.000 0.143 159.838ms 1.528 ms
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DeepLog-9-1-256-10 0.077 1.000 0.143 159.246ms 1.122ms
DeepLog-9-2-64-10 0.077 1.000 0.143 146.191ms 1.523ms
DeepLog-9-3-64-13 0.077 1.000 0.143 158.282ms 1.601ms
DeepLog-8-3-64-11 0.077 1.000 0.143 151.216ms 1.730ms
DeepLog-9-3-32-15 0.077 1.000 0.143 137.238ms 4.676ms
DeepLog-8-3-64-10 0.077 1.000 0.143 151.216ms 1.687ms
DeepLog-9-1-256-12 0.077 1.000 0.143 159.246ms 2.873ms
DeepLog-9-1-256-11 0.077 1.000 0.143 159.246ms 2.883 ms
DeepLog-7-2-128-13 0.077 1.000 0.143 159.838ms 1.541ms
DeepLog-7-2-128-12 0.077 1.000 0.143 159.838ms 1.550ms
DeepLog-7-2-128-11 0.077 1.000 0.143 159.838ms 1.541ms
DeepLog-8-2-32-13 0.077 1.000 0.143 127.653ms 3.622ms
DeepLog-9-2-64-9 0.077 1.000 0.143 146.191ms 1.503ms
DeepLog-9-1-64-13 0.077 1.000 0.143 128.810ms 1.185ms
DeepLog-8-2-32-12 0.077 1.000 0.143 127.653ms 3.600 ms
DeepLog-9-1-256-13 0.077 1.000 0.143 159.246ms 2.862ms
DeepLog-9-3-32-17 0.077 1.000 0.143 137.238ms 4.624ms
DeepLog-9-1-128-12 0.077 1.000 0.143 132.636 ms 1.209 ms
DeepLog-8-1-256-12 0.078 1.000 0.144 166.658ms 1.212ms
DeepLog-8-2-32-15 0.078 1.000 0.144 127.653ms 3.572ms
DeepLog-9-3-32-18 0.078 1.000 0.144 137.238ms 4.700ms
DeepLog-9-1-32-10 0.078 1.000 0.144 124475ms 1.079ms
DeepLog-8-2-32-14 0.078 1.000 0.144 127.653ms 3.605ms
DeepLog-8-1-128-11 0.077 1.000 0.144 140.468ms 1.167 ms
DeepLog-9-3-64-14 0.077 1.000 0.144 158.282ms 1.605ms
DeepLog-9-1-32-14 0.078 1.000 0.144 124475ms 1.139ms
DeepLog-8-3-32-13 0.077 1.000 0.144 137.352ms 1.706 ms
DeepLog-8-4-32-16 0.078 1.000 0.144 161.176ms 1.999ms
DeepLog-9-2-32-10 0.078 1.000 0.144 135.313ms 1.468ms
DeepLog-9-2-32-12 0.078 1.000 0.144 135.313ms 1.507ms
DeepLog-9-1-32-9 0.078 1.000 0.144 124.475ms 1.027ms
DeepLog-9-2-32-13 0.078 1.000 0.144 135.313ms 1.516ms
DeepLog-8-1-32-17 0.078 1.000 0.144 116.696ms 1.213ms
DeepLog-9-1-64-14 0.078 1.000 0.144 128.810ms 1.240ms
DeepLog-9-1-32-11 0.078 1.000 0.144 124.475ms 1.107 ms
DeepLog-9-3-64-15 0.078 1.000 0.144 158.282ms 1.681ms

DeepLog-8-2-128-13 0.078 1.000 0.144 169.714ms 1.472ms
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DeepLog-9-2-32-11 0.078 1.000 0.144 135.313ms 1.469ms
DeepLog-9-3-32-20 0.078 1.000 0.144 137.238ms 4.687 ms
DeepLog-8-1-256-13 0.078 1.000 0.144 166.658ms 1.216ms
DeepLog-8-4-32-15 0.078 1.000 0.144 161.176ms 1.978ms
DeepLog-8-4-32-14 0.078 1.000 0.144 161.176ms 1.903ms
DeepLog-9-1-32-12 0.078 1.000 0.144 124475ms 1.129ms
DeepLog-8-1-64-15 0.078 1.000 0.144 120.598ms 1.183ms
DeepLog-9-3-32-19 0.078 1.000 0.144 137.238ms 4.693ms
DeepLog-8-2-128-12 0.078 1.000 0.144 169.714ms 1.471ms
DeepLog-9-2-64-12 0.077 1.000 0.144 146.191ms 1.534ms
DeepLog-9-2-64-13 0.078 1.000 0.144 146.191ms 1.537ms
DeepLog-8-1-128-10 0.077 1.000 0.144 140.468ms 1.147ms
DeepLog-9-1-32-8 0.077 1.000 0.144 124475ms 1.017ms
DeepLog-8-3-32-12 0.077 1.000 0.144 137.352ms 1.691ms
DeepLog-9-1-64-15 0.078 1.000 0.144 128.810ms 1.217ms
DeepLog-8-3-32-14 0.077 1.000 0.144 137.352ms 1.726ms
DeepLog-8-1-256-14 0.078 1.000 0.144 166.658ms 1.221ms
DeepLog-9-1-32-13 0.078 1.000 0.144 124.475ms 1.134ms
DeepLog-9-2-32-14 0.078 1.000 0.145 135.313ms 1.570ms
DeepLog-9-3-64-18 0.078 1.000 0.145 158.282ms 1.749ms
DeepLog-9-2-32-16 0.078 1.000 0.145 135.313ms 1.567 ms
DeepLog-9-4-64-14 0.078 1.000 0.145 170.110ms 5.361ms
DeepLog-8-1-128-14 0.078 1.000 0.145 140.468ms 1.161ms
DeepLog-9-3-64-17 0.078 1.000 0.145 158.282ms 1.734ms
DeepLog-9-3-64-19 0.078 1.000 0.145 158.282ms 1.757ms
DeepLog-8-1-64-18 0.078 1.000 0.145 120.598ms 1.192ms
DeepLog-8-1-64-17 0.078 1.000 0.145 120.598ms 1.190ms
DeepLog-8-1-128-12 0.078 1.000 0.145 140.468ms 1.165ms
DeepLog-8-1-64-16 0.078 1.000 0.145 120.598ms 1.186ms
DeepLog-9-1-256-16 0.078 1.000 0.145 159.246ms 3.014ms
DeepLog-8-2-64-17 0.078 1.000 0.145 137.269ms 1.535ms
DeepLog-8-3-32-15 0.078 1.000 0.145 137.352ms 1.744ms
DeepLog-9-2-32-15 0.078 1.000 0.145 135.313ms 1.569ms
DeepLog-8-2-64-18 0.078 1.000 0.145 137.269ms 1.559ms
DeepLog-8-4-64-12 0.078 1.000 0.145 176.597ms 2.027 ms
DeepLog-9-4-64-12 0.078 1.000 0.145 170.110ms 5.260 ms
DeepLog-9-1-256-15 0.078 1.000 0.145 159.246ms 2.979ms
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DeepLog-9-1-128-13 0.078 1.000 0.145 132.636 ms 1.243ms
DeepLog-9-4-64-13 0.078 1.000 0.145 170.110ms 5.394ms
DeepLog-9-3-64-16 0.078 1.000 0.145 158.282ms 1.750ms
DeepLog-9-1-256-14 0.078 1.000 0.145 159.246ms 2.895ms
DeepLog-9-1-256-18 0.078 1.000 0.145 159.246ms 3.276 ms
DeepLog-9-4-64-11 0.078 1.000 0.145 170.110ms 5.331ms
DeepLog-8-1-128-13 0.078 1.000 0.145 140.468ms 1.168 ms
DeepLog-9-1-64-16 0.078 1.000 0.145 128.810ms 1.237ms
DeepLog-9-1-256-17 0.078 1.000 0.145 159.246ms 3.008 ms
DeepLog-3-1-64-5 0.079 1.000 0.146 142.055ms 0.763ms
DeepLog-9-4-64-18 0.079 1.000 0.146 170.110ms 5.355ms
DeepLog-8-1-256-17 0.079 1.000 0.146 166.658ms 1.253ms
DeepLog-8-2-32-18 0.079 1.000 0.146 127.653ms 3.610ms
DeepLog-8-4-64-13 0.079 1.000 0.146 176.597ms 5.019ms
DeepLog-9-4-64-16 0.079 1.000 0.146 170.110ms 5.432ms
DeepLog-8-3-32-18 0.079 1.000 0.146 137.352ms 1.824ms
DeepLog-9-2-64-15 0.079 1.000 0.146 146.191ms 1.612ms
DeepLog-8-1-256-16 0.079 1.000 0.146 166.658ms 1.249ms
DeepLog-8-3-64-16 0.079 1.000 0.146 151.216ms 1.812ms
DeepLog-8-2-32-16 0.079 1.000 0.146 127.653ms 3.599ms
DeepLog-8-1-256-20 0.079 1.000 0.146 166.658ms 1.303ms
DeepLog-9-4-64-19 0.079 1.000 0.146 170.110ms 5.588ms
DeepLog-3-1-64-9 0.079 1.000 0.146 142.055ms 0.773ms
DeepLog-8-2-128-16 0.079 1.000 0.146 169.714ms 1.498 ms
DeepLog-8-1-256-19 0.079 1.000 0.146 166.658ms 1.271ms
DeepLog-9-1-32-15 0.079 1.000 0.146 124.475ms 1.172ms
DeepLog-3-1-32-5 0.079 1.000 0.146 121.034ms 0.775ms
DeepLog-9-2-64-14 0.079 1.000 0.146 146.191ms 1.620ms
DeepLog-8-2-32-19 0.079 1.000 0.146 127.653ms 3.602ms
DeepLog-3-1-64-4 0.079 1.000 0.146 142.055ms 0.756ms
DeepLog-3-3-64-4 0.079 1.000 0.146 158.154ms 1.000ms
DeepLog-8-3-64-15 0.079 1.000 0.146 151.216ms 1.799ms
DeepLog-8-3-64-17 0.079 1.000 0.146 151.216ms 1.836ms
DeepLog-8-1-64-19 0.079 1.000 0.146 120.598ms 1.210ms
DeepLog-3-1-32-9 0.079 1.000 0.146 121.034ms 0.790ms
DeepLog-3-1-64-6 0.079 1.000 0.146 142.055ms 0.761ms

DeepLog-8-3-32-17 0.079 1.000 0.146 137.352ms 1.829ms
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DeepLog-8-4-32-17 0.079 1.000 0.146 161.176ms 2.050ms
DeepLog-3-3-32-5 0.079 1.000 0.146 141.391ms 0.986ms
DeepLog-3-2-32-4 0.079 1.000 0.146 135.844ms 0.886ms
DeepLog-8-1-256-18 0.079 1.000 0.146 166.658ms 1.250 ms
DeepLog-3-3-64-5 0.079 1.000 0.146 158.154ms 1.010ms
DeepLog-8-1-256-15 0.079 1.000 0.146 166.658ms 1.240ms
DeepLog-8-3-64-14 0.079 1.000 0.146 151.216ms 1.791ms
DeepLog-9-1-32-16 0.079 1.000 0.146 124.475ms 1.192ms
DeepLog-3-3-64-3 0.079 1.000 0.146 158.154ms 0.997 ms
DeepLog-8-2-32-17 0.079 1.000 0.146 127.653ms 3.599 ms
DeepLog-9-2-32-18 0.079 1.000 0.146 135.313ms 1.577ms
DeepLog-9-4-64-17 0.079 1.000 0.146 170.110ms 5.309ms
DeepLog-3-3-64-6 0.079 1.000 0.146 158.154ms 1.010ms
DeepLog-3-1-32-7 0.079 1.000 0.146 121.034ms 0.781ms
DeepLog-3-1-32-10 0.079 1.000 0.146 121.034ms 0.797ms
DeepLog-8-2-128-17 0.079 1.000 0.146 169.714ms 1.498ms
DeepLog-3-1-32-6 0.079 1.000 0.146 121.034ms 0.774ms
DeepLog-3-2-32-6 0.079 1.000 0.146 135.844ms 0.891ms
DeepLog-8-2-128-14 0.079 1.000 0.146 169.714ms 1.501ms
DeepLog-3-1-64-7 0.079 1.000 0.146 142.055ms 0.760ms
DeepLog-3-2-32-5 0.079 1.000 0.146 135.844ms 0.891ms
DeepLog-3-3-32-4 0.079 1.000 0.146 141.391ms 0.995ms
DeepLog-3-3-32-7 0.079 1.000 0.146 141.391ms 1.009 ms
DeepLog-8-2-32-20 0.079 1.000 0.146 127.653ms 3.581ms
DeepLog-3-3-64-8 0.079 1.000 0.146 158.154ms 1.019ms
DeepLog-8-3-64-13 0.079 1.000 0.146 151.216ms 1.753ms
DeepLog-3-2-32-3 0.079 1.000 0.146 135.844ms 0.866 ms
DeepLog-3-1-64-3 0.079 1.000 0.146 142.055ms 0.742ms
DeepLog-9-2-32-17 0.078 1.000 0.146 135.313ms 1.579ms
DeepLog-3-1-32-8 0.079 1.000 0.146 121.034ms 0.787ms
DeepLog-3-1-32-3 0.079 1.000 0.146 121.034ms 0.757ms
DeepLog-9-4-64-20 0.079 1.000 0.146 170.110ms 5.605ms
DeepLog-3-3-64-9 0.079 1.000 0.146 158.154ms 1.023ms
DeepLog-3-3-32-6 0.079 1.000 0.146 141.391ms 1.003ms
DeepLog-3-1-64-8 0.079 1.000 0.146 142.055ms 0.775ms
DeepLog-8-3-32-16 0.079 1.000 0.146 137.352ms 1.826ms
DeepLog-8-4-64-14 0.079 1.000 0.146 176.597ms 5.032ms
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DeepLog-9-1-128-14 0.079 1.000 0.146 132.636 ms 1.254ms
DeepLog-8-4-32-18 0.079 1.000 0.146 161.176ms 2.081ms
DeepLog-8-2-128-15 0.079 1.000 0.146 169.714ms 1.495ms
DeepLog-3-3-64-7 0.079 1.000 0.146 158.154ms 1.017ms
DeepLog-9-1-64-17 0.079 1.000 0.146 128.810ms 1.266 ms
DeepLog-3-3-32-3 0.079 1.000 0.146 141.391ms 0.971ms
DeepLog-3-1-32-4 0.079 1.000 0.146 121.034ms 0.763ms
DeepLog-9-4-64-15 0.078 1.000 0.146 170.110ms 5.334ms
DeepLog-8-1-64-20 0.079 1.000 0.146 120.598ms 1.210ms
DeepLog-3-3-64-10 0.079 1.000 0.146 158.154ms 1.027ms
DeepLog-8-2-64-19 0.079 1.000 0.147 137.269ms 1.577ms
DeepLog-3-1-32-12 0.079 1.000 0.147 121.034ms 0.792ms
DeepLog-3-3-64-15 0.079 1.000 0.147 158.154ms 1.073ms
DeepLog-3-3-64-20 0.080 1.000 0.147 158.154ms 1.084ms
DeepLog-3-3-32-19 0.079 1.000 0.147 141.391ms 1.024ms
DeepLog-8-1-128-16 0.079 1.000 0.147 140.468ms 1.222ms
DeepLog-3-1-64-17 0.080 1.000 0.147 142.055ms 2.929ms
DeepLog-9-1-64-19 0.079 1.000 0.147 128.810ms 1.275ms
DeepLog-3-3-32-20 0.079 1.000 0.147 141.391ms 1.053ms
DeepLog-9-1-32-18 0.079 1.000 0.147 124.475ms 3.094 ms
DeepLog-8-4-32-19 0.079 1.000 0.147 161.176 ms 2.080ms
DeepLog-3-3-64-13 0.079 1.000 0.147 158.154ms 1.068 ms
DeepLog-3-3-32-17 0.079 1.000 0.147 141.391ms 1.049ms
DeepLog-8-1-32-19 0.079 1.000 0.147 116.696ms 1.269 ms
DeepLog-3-1-64-15 0.080 1.000 0.147 142.055ms 2.913ms
DeepLog-3-1-32-11 0.079 1.000 0.147 121.034ms 0.793ms
DeepLog-3-2-32-14 0.079 1.000 0.147 135.844ms 0.939ms
DeepLog-8-3-32-20 0.079 1.000 0.147 137.352ms 1.884ms
DeepLog-3-1-64-16 0.080 1.000 0.147 142.055ms 2.942ms
DeepLog-3-3-32-9 0.079 1.000 0.147 141.391ms 1.017ms
DeepLog-3-2-32-17 0.079 1.000 0.147 135.844ms 0.946ms
DeepLog-9-1-32-17 0.079 1.000 0.147 124475ms 3.166 ms
DeepLog-8-1-128-18 0.079 1.000 0.147 140.468ms 1.210ms
DeepLog-9-1-128-19 0.079 1.000 0.147 132.636 ms 1.253ms
DeepLog-3-2-32-18 0.079 1.000 0.147 135.844ms 0.956 ms
DeepLog-3-3-32-12 0.079 1.000 0.147 141.391ms 1.024ms
DeepLog-9-2-32-19 0.079 1.000 0.147 135.313ms 1.623ms
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DeepLog-9-1-32-20 0.080 1.000 0.147 124475ms 3.157ms
DeepLog-3-2-32-12 0.079 1.000 0.147 135.844ms 0.936ms
DeepLog-8-4-64-16 0.079 1.000 0.147 176.597ms 5.075ms
DeepLog-9-1-64-20 0.079 1.000 0.147 128.810ms 1.281ms
DeepLog-9-1-128-18 0.079 1.000 0.147 132.636ms 1.269 ms
DeepLog-3-3-64-14 0.079 1.000 0.147 158.154ms 1.076ms
DeepLog-3-1-32-15 0.079 1.000 0.147 121.034ms 0.802ms
DeepLog-3-3-64-11 0.079 1.000 0.147 158.154ms 1.073ms
DeepLog-3-1-64-11 0.079 1.000 0.147 142.055ms 0.823ms
DeepLog-8-3-64-18 0.079 1.000 0.147 151.216ms 1.819ms
DeepLog-3-3-32-10 0.079 1.000 0.147 141.391ms 1.024ms
DeepLog-9-1-256-19 0.080 1.000 0.147 159.246ms 3.680 ms
DeepLog-3-1-64-14 0.079 1.000 0.147 142.055ms 2.938ms
DeepLog-8-2-128-19 0.079 1.000 0.147 169.714ms 1.512ms
DeepLog-3-3-32-8 0.079 1.000 0.147 141.391ms 1.022ms
DeepLog-8-1-128-17 0.079 1.000 0.147 140.468ms 1.234ms
DeepLog-3-2-32-8 0.079 1.000 0.147 135.844ms 0.890ms
DeepLog-8-1-32-20 0.079 1.000 0.147 116.696ms 1.296ms
DeepLog-9-1-32-19 0.079 1.000 0.147 124475ms 3.125ms
DeepLog-8-3-32-19 0.079 1.000 0.147 137.352ms 1.840ms
DeepLog-8-4-32-20 0.079 1.000 0.147 161.176ms 2.125ms
DeepLog-3-3-32-15 0.079 1.000 0.147 141.391ms 1.036 ms
DeepLog-3-1-64-10 0.079 1.000 0.147 142.055ms 0.803ms
DeepLog-3-3-32-13 0.079 1.000 0.147 141.391ms 1.042ms
DeepLog-3-2-32-7 0.079 1.000 0.147 135.844ms 0.889ms
DeepLog-3-2-32-9 0.079 1.000 0.147 135.844ms 0.900ms
DeepLog-8-4-64-20 0.079 1.000 0.147 176.597ms 5.363ms
DeepLog-8-2-128-18 0.079 1.000 0.147 169.714ms 1.519ms
DeepLog-3-1-32-13 0.079 1.000 0.147 121.034ms 0.798 ms
DeepLog-3-3-64-12 0.079 1.000 0.147 158.154ms 1.079ms
DeepLog-9-1-128-16 0.079 1.000 0.147 132.636ms 1.273ms
DeepLog-9-1-64-18 0.079 1.000 0.147 128.810ms 1.241ms
DeepLog-3-3-64-19 0.080 1.000 0.147 158.154ms 1.087 ms
DeepLog-3-2-32-15 0.079 1.000 0.147 135.844ms 0.926 ms
DeepLog-9-1-128-17 0.079 1.000 0.147 132.636 ms 1.268ms
DeepLog-8-1-32-18 0.079 1.000 0.147 116.696ms 1.274ms
DeepLog-8-4-64-15 0.079 1.000 0.147 176.597ms 4.993ms
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DeepLog-3-3-32-16 0.079 1.000 0.147 141.391ms 1.048ms
DeepLog-3-2-32-10 0.079 1.000 0.147 135.844ms 0.906 ms
DeepLog-3-2-32-13 0.079 1.000 0.147 135.844ms 0.946ms
DeepLog-8-1-128-15 0.079 1.000 0.147 140.468ms 1.197ms
DeepLog-3-2-32-16 0.079 1.000 0.147 135.844ms 0.930ms
DeepLog-8-4-64-19 0.079 1.000 0.147 176.597ms 5.478 ms
DeepLog-3-1-32-16 0.079 1.000 0.147 121.034ms 0.809 ms
DeepLog-8-2-64-20 0.079 1.000 0.147 137.269ms 1.569 ms
DeepLog-3-2-32-11 0.079 1.000 0.147 135.844ms 0.915ms
DeepLog-3-3-32-18 0.079 1.000 0.147 141.391ms 1.022ms
DeepLog-3-3-64-17 0.080 1.000 0.147 158.154ms 1.055ms
DeepLog-8-3-64-19 0.079 1.000 0.147 151.216ms 1.812ms
DeepLog-8-4-64-17 0.079 1.000 0.147 176.597ms 5.043ms
DeepLog-3-3-32-11 0.079 1.000 0.147 141.391ms 1.015ms
DeepLog-3-1-32-20 0.080 1.000 0.147 121.034ms 0.812ms
DeepLog-9-1-128-20 0.079 1.000 0.147 132.636 ms 1.267 ms
DeepLog-3-1-64-13 0.079 1.000 0.147 142.055ms 2.981ms
DeepLog-8-3-64-20 0.079 1.000 0.147 151.216ms 1.830ms
DeepLog-3-1-32-17 0.079 1.000 0.147 121.034ms 0.806 ms
DeepLog-8-4-64-18 0.079 1.000 0.147 176.597ms 5.079ms
DeepLog-8-1-128-19 0.080 1.000 0.147 140.468ms 1.250ms
DeepLog-9-3-64-20 0.079 1.000 0.147 158.282ms 1.798ms
DeepLog-3-1-32-19 0.080 1.000 0.147 121.034ms 0.832ms
DeepLog-9-1-128-15 0.079 1.000 0.147 132.636 ms 1.267 ms
DeepLog-8-2-128-20 0.079 1.000 0.147 169.714ms 1.516ms
DeepLog-3-1-64-12 0.079 1.000 0.147 142.055ms 0.820ms
DeepLog-3-3-64-16 0.079 1.000 0.147 158.154ms 1.058ms
DeepLog-3-3-64-18 0.080 1.000 0.147 158.154ms 1.058 ms
DeepLog-3-1-32-18 0.080 1.000 0.147 121.034ms 0.825ms
DeepLog-3-3-32-14 0.079 1.000 0.147 141.391ms 1.035ms
DeepLog-3-1-32-14 0.079 1.000 0.147 121.034ms 0.801 ms
DeepLog-9-2-32-20 0.080 1.000 0.148 135.313ms 1.712ms
DeepLog-9-2-64-18 0.080 1.000 0.148 146.191ms 1.632ms
DeepLog-3-1-64-20 0.080 1.000 0.148 142.055ms 2.989 ms
DeepLog-3-1-64-18 0.080 1.000 0.148 142.055ms 3.005ms
DeepLog-9-2-64-16 0.080 1.000 0.148 146.191ms 1.640ms
DeepLog-9-2-64-19 0.080 1.000 0.148 146.191ms 1.657ms
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DeepLog-9-2-64-20 0.080 1.000 0.148 146.191ms 1.729ms
DeepLog-9-1-256-20 0.080 1.000 0.148 159.246ms 3.635ms
DeepLog-3-1-64-19 0.080 1.000 0.148 142.055ms 3.021ms
DeepLog-3-2-32-19 0.080 1.000 0.148 135.844ms 0.966 ms
DeepLog-9-2-64-17 0.080 1.000 0.148 146.191ms 1.624ms
DeepLog-3-2-32-20 0.080 1.000 0.148 135.844ms 0.967 ms
DeepLog-8-1-128-20 0.080 1.000 0.148 140.468ms 2.978ms
DeepLog-4-3-32-3 0.082 1.000 0.151 139.900ms 1.215ms
DeepLog-4-2-32-5 0.082 1.000 0.151 132.329ms 1.041ms
DeepLog-4-2-32-4 0.082 1.000 0.151 132.329ms 1.048ms
DeepLog-4-1-32-6 0.082 1.000 0.151 119.678 ms 1.004ms
DeepLog-4-3-32-5 0.082 1.000 0.151 139.900ms 1.204ms
DeepLog-4-1-64-4 0.082 1.000 0.151 128.681ms 0.721ms
DeepLog-4-2-32-6 0.082 1.000 0.151 132.329ms 1.162ms
DeepLog-4-3-32-4 0.082 1.000 0.151 139.900ms 1.202ms
DeepLog-4-2-32-8 0.082 1.000 0.151 132.329ms 1.167ms
DeepLog-4-2-32-3 0.082 1.000 0.151 132.329ms 0.827ms
DeepLog-4-1-32-3 0.082 1.000 0.151 119.678ms 0.719ms
DeepLog-4-1-64-3 0.082 1.000 0.151 128.681ms 0.711ms
DeepLog-4-1-64-6 0.082 1.000 0.151 128.681ms 0.849ms
DeepLog-4-1-32-4 0.082 1.000 0.151 119.678ms 0.884ms
DeepLog-4-1-64-5 0.082 1.000 0.151 128.681ms 0.727 ms
DeepLog-4-2-32-7 0.082 1.000 0.151 132.329ms 1.163ms
DeepLog-4-1-32-5 0.082 1.000 0.151 119.678ms 0.891ms
DeepLog-4-1-32-7 0.082 1.000 0.152 119.678ms 1.016 ms
DeepLog-7-4-64-5 0.083 1.000 0.154 178.839ms 1.507 ms
DeepLog-7-3-64-3 0.084 1.000 0.154 152.963ms 1.141ms
DeepLog-7-4-64-7 0.084 1.000 0.154 178.839ms 1.529ms
DeepLog-7-4-64-4 0.083 1.000 0.154 178.839ms 1.461ms
DeepLog-7-1-128-3 0.084 1.000 0.154 132.439ms 0.786 ms
DeepLog-7-4-64-3 0.083 1.000 0.154 178.839ms 1.265ms
DeepLog-7-4-64-6 0.084 1.000 0.154 178.839ms 1.524ms
DeepLog-7-1-256-3 0.084 1.000 0.154 162.946ms 0.806 ms
PCA-6-0.000010 0.084 1.000 0.154 0.004ms 0.051ms
PCA-6-0.000100 0.084 1.000 0.155 0.004ms 0.051ms
DeepLog-4-2-32-9 0.084 1.000 0.155 132.329ms 1.199ms

DeepLog-5-1-32-5 0.084 1.000 0.155 119.373ms 0.786ms
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DeepLog-7-5-32-7 0.084 1.000 0.155 171.960ms 1.771ms
DeepLog-5-3-32-4 0.084 1.000 0.155 141.431ms 0.955ms
DeepLog-7-5-32-6 0.084 1.000 0.155 171.960ms 1.758 ms
DeepLog-7-2-64-4 0.084 1.000 0.155 137.791ms 1.151ms
DeepLog-7-3-64-4 0.084 1.000 0.155 152.963ms 1.157ms
DeepLog-5-1-32-4 0.084 1.000 0.155 119.373ms 0.772ms
DeepLog-5-1-32-3 0.084 1.000 0.155 119.373ms 0.755ms
DeepLog-5-3-32-3 0.084 1.000 0.155 141.431ms 0.940ms
DeepLog-5-1-64-4 0.084 1.000 0.155 124.154ms 0.786ms
DeepLog-5-2-64-3 0.084 1.000 0.155 141.661ms 0.930ms
DeepLog-7-2-64-5 0.084 1.000 0.155 137.791ms 1.143ms
DeepLog-7-5-32-5 0.084 1.000 0.155 171.960ms 1.762ms
DeepLog-5-1-64-3 0.084 1.000 0.155 124.154ms 0.771ms
DeepLog-5-1-128-4 0.084 1.000 0.156 134.074ms 0.886ms
DeepLog-5-2-32-4 0.084 1.000 0.156 129.330ms 0.920ms
DeepLog-5-1-64-5 0.084 1.000 0.156 124.154ms 0.799 ms
DeepLog-5-2-32-5 0.085 1.000 0.156 129.330ms 1.040ms
DeepLog-5-2-64-8 0.085 1.000 0.156 141.661ms 1.084ms
DeepLog-5-2-64-9 0.085 1.000 0.156 141.661ms 1.146ms
DeepLog-5-1-128-6 0.085 1.000 0.156 134.074ms 0.895ms
DeepLog-5-3-32-7 0.085 1.000 0.156 141.431ms 1.102ms
DeepLog-5-2-64-5 0.084 1.000 0.156 141.661ms 0.957ms
DeepLog-5-3-32-5 0.084 1.000 0.156 141.431ms 0.962ms
DeepLog-5-3-32-8 0.085 1.000 0.156 141.431ms 1.144ms
DeepLog-5-1-128-5 0.085 1.000 0.156 134.074ms 0.889 ms
DeepLog-7-1-64-8 0.084 1.000 0.156 122.034ms 1.091ms
DeepLog-5-1-128-3 0.084 1.000 0.156 134.074ms 0.767 ms
DeepLog-5-1-64-7 0.085 1.000 0.156 124.154ms 0.897 ms
DeepLog-5-3-32-6 0.084 1.000 0.156 141.431ms 1.094ms
DeepLog-5-2-32-3 0.084 1.000 0.156 129.330ms 0.914ms
DeepLog-5-1-128-8 0.085 1.000 0.156 134.074ms 0.962ms
DeepLog-5-1-32-6 0.084 1.000 0.156 119.373ms 0.877 ms
DeepLog-5-1-128-7 0.085 1.000 0.156 134.074ms 0.931ms
DeepLog-5-1-64-6 0.085 1.000 0.156 124.154ms 0.895ms
DeepLog-5-2-64-7 0.084 1.000 0.156 141.661ms 1.082ms
DeepLog-5-2-64-4 0.084 1.000 0.156 141.661ms 0.941ms

DeepLog-5-2-64-6 0.084 1.000 0.156 141.661ms 0.957ms
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DeepLog-5-2-32-6 0.085 1.000 0.157 129.330ms 1.077 ms
DeepLog-5-1-128-10 0.085 1.000 0.157 134.074ms 0.968 ms
DeepLog-7-2-32-5 0.085 1.000 0.157 128.480ms 1.249ms
DeepLog-7-1-64-9 0.085 1.000 0.157 122.034ms 1.094ms
DeepLog-5-3-32-9 0.085 1.000 0.157 141.431ms 1.283ms
DeepLog-7-1-64-11 0.085 1.000 0.157 122.034ms 1.111ms
DeepLog-7-1-64-10 0.085 1.000 0.157 122.034ms 1.118ms
DeepLog-5-2-32-7 0.085 1.000 0.157 129.330ms 1.081ms
DeepLog-5-2-64-10 0.085 1.000 0.157 141.661ms 1.155ms
DeepLog-5-2-32-8 0.085 1.000 0.157 129.330ms 1.100 ms
DeepLog-7-2-64-6 0.085 1.000 0.157 137.791ms 1.295ms
DeepLog-7-2-32-4 0.085 1.000 0.157 128.480ms 1.058 ms
DeepLog-7-3-32-9 0.085 1.000 0.157 147.040ms 1.560 ms
DeepLog-7-4-64-8 0.085 1.000 0.157 178.839ms 1.749ms
DeepLog-7-2-32-3 0.085 1.000 0.157 128.480ms 1.039 ms
DeepLog-5-1-32-7 0.085 1.000 0.157 119.373ms 0.890ms
DeepLog-7-2-32-6 0.085 1.000 0.157 128.480ms 1.425ms
DeepLog-5-1-128-9 0.085 1.000 0.157 134.074ms 0.955ms
DeepLog-7-1-256-4 0.085 1.000 0.157 162.946ms 0.923ms
DeepLog-7-1-256-5 0.085 1.000 0.157 162.946ms 1.053ms
DeepLog-7-5-32-8 0.086 1.000 0.158 171.960ms 2.066 ms
DeepLog-7-5-32-9 0.086 1.000 0.159 171.960ms 2.339ms
DeepLog-4-1-64-7 0.086 1.000 0.159 128.681ms 0.861ms
DeepLog-4-3-32-7 0.086 1.000 0.159 139.900ms 1.225ms
DeepLog-4-3-32-8 0.086 1.000 0.159 139900ms 1.229ms
DeepLog-4-1-64-8 0.086 1.000 0.159 128.681ms 0.859 ms
DeepLog-4-1-32-9 0.087 1.000 0.159 119.678ms 1.051 ms
DeepLog-4-1-32-8 0.086 1.000 0.159 119.678ms 1.019ms
DeepLog-4-3-32-6 0.086 1.000 0.159 139900ms 1.221ms
DeepLog-7-4-32-20 0.087 1.000 0.160 160.527ms 2.136 ms
DeepLog-7-5-32-10 0.087 1.000 0.161 171.960ms 2.371ms
DeepLog-7-3-64-5 0.088 1.000 0.162 152.963ms 1.317ms
DeepLog-7-4-64-9 0.088 1.000 0.162 178.839ms 1.787ms
DeepLog-7-3-64-7 0.089 1.000 0.163 152.963ms 1.491ms
DeepLog-7-1-256-6 0.089 1.000 0.163 162.946ms 1.082ms
DeepLog-7-3-32-12 0.089 1.000 0.163 147.040ms 1.604 ms

DeepLog-4-3-32-9 0.089 1.000 0.163 139.900ms 1.308ms
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DeepLog-7-2-32-8 0.089 1.000 0.163 128.480ms 1.456ms
DeepLog-7-3-64-6 0.089 1.000 0.163 152.963ms 1.373ms
DeepLog-7-3-32-10 0.088 1.000 0.163 147.040ms 1.563ms
DeepLog-7-3-32-11 0.089 1.000 0.163 147.040ms 1.596 ms
DeepLog-7-2-32-7 0.089 1.000 0.163 128.480ms 1.451ms
DeepLog-7-4-64-11 0.089 1.000 0.163 178.839ms 1.803ms
DeepLog-7-1-32-11 0.089 1.000 0.163 117.337ms 1.197ms
DeepLog-4-2-32-12 0.089 1.000 0.163 132.329ms 1.213ms
DeepLog-7-1-256-7 0.089 1.000 0.163 162.946ms 1.106 ms
DeepLog-7-1-128-4 0.088 1.000 0.163 132.439ms 0.888ms
DeepLog-4-3-32-10 0.089 1.000 0.163 139.900ms 1.338ms
DeepLog-4-2-32-13 0.089 1.000 0.163 132.329ms 3.310ms
DeepLog-4-2-32-10 0.089 1.000 0.163 132.329ms 1.199ms
DeepLog-7-4-64-10 0.089 1.000 0.163 178.839ms 1.801ms
DeepLog-7-1-32-10 0.089 1.000 0.163 117.337ms 1.193ms
DeepLog-4-2-32-11 0.089 1.000 0.163 132.329ms 1.202ms
DeepLog-7-1-32-12 0.089 1.000 0.163 117.337ms 1.209ms
DeepLog-7-3-32-13 0.089 1.000 0.163 147.040ms 1.621ms
DeepLog-7-1-128-5 0.089 1.000 0.163 132.439ms 1.019ms
DeepLog-4-2-32-14 0.089 1.000 0.163 132.329ms 3.331ms
DeepLog-7-1-128-6 0.089 1.000 0.163 132.439ms 1.146ms
DeepLog-7-4-64-13 0.089 1.000 0.164 178.839ms 1.882ms
DeepLog-7-2-64-7 0.089 1.000 0.164 137.791ms 1.369ms
DeepLog-4-3-32-15 0.089 1.000 0.164 139.900ms 1.324ms
DeepLog-4-1-32-11 0.089 1.000 0.164 119.678ms 1.113ms
DeepLog-4-1-64-15 0.089 1.000 0.164 128.681ms 0.917ms
DeepLog-4-1-64-9 0.089 1.000 0.164 128.681ms 0.887ms
DeepLog-4-1-32-10 0.089 1.000 0.164 119.678ms 1.121ms
DeepLog-4-3-32-18 0.089 1.000 0.164 139900ms 1.361ms
DeepLog-4-2-32-18 0.089 1.000 0.164 132.329ms 3.352ms
DeepLog-7-3-64-9 0.090 1.000 0.164 152.963ms 1.693ms
DeepLog-7-3-64-8 0.089 1.000 0.164 152.963ms 1.679ms
DeepLog-4-1-64-12 0.089 1.000 0.164 128.681ms 0.892ms
DeepLog-4-3-32-20 0.089 1.000 0.164 139.900ms 3.730ms
DeepLog-4-3-32-11 0.089 1.000 0.164 139.900ms 1.327ms
DeepLog-4-2-32-17 0.089 1.000 0.164 132.329ms 3.328ms

DeepLog-4-3-32-14 0.089 1.000 0.164 139900ms 1.332ms
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DeepLog-4-1-32-12 0.089 1.000 0.164 119.678ms 1.114ms
DeepLog-4-1-64-11 0.089 1.000 0.164 128.681ms 0.885ms
DeepLog-4-1-64-14 0.089 1.000 0.164 128.681ms 0.893ms
DeepLog-4-3-32-16 0.089 1.000 0.164 139.900ms 1.337ms
DeepLog-7-2-32-9 0.089 1.000 0.164 128.480ms 1.516ms
DeepLog-4-2-32-15 0.089 1.000 0.164 132.329ms 3.269ms
DeepLog-4-1-32-15 0.090 1.000 0.164 119.678ms 2.847 ms
DeepLog-4-3-32-12 0.089 1.000 0.164 139.900ms 1.336ms
DeepLog-4-3-32-17 0.089 1.000 0.164 139.900ms 1.381ms
DeepLog-7-1-32-15 0.089 1.000 0.164 117.337ms 1.256ms
DeepLog-7-2-32-11 0.090 1.000 0.164 128.480ms 1.529ms
DeepLog-4-1-32-13 0.089 1.000 0.164 119.678 ms 1.114ms
DeepLog-7-1-32-13 0.089 1.000 0.164 117.337ms 1.197ms
DeepLog-4-1-64-10 0.089 1.000 0.164 128.681ms 0.891ms
DeepLog-4-2-32-19 0.089 1.000 0.164 132.329ms 3.314ms
DeepLog-4-1-64-16 0.090 1.000 0.164 128.681ms 0.928 ms
DeepLog-7-1-32-16 0.089 1.000 0.164 117.337ms 1.266 ms
DeepLog-7-1-32-14 0.089 1.000 0.164 117.337ms 1.256ms
DeepLog-4-1-32-16 0.090 1.000 0.164 119.678ms 2.795ms
DeepLog-4-3-32-19 0.089 1.000 0.164 139.900ms 3.763ms
DeepLog-7-4-64-12 0.089 1.000 0.164 178.839ms 1.865ms
DeepLog-4-1-32-14 0.090 1.000 0.164 119.678 ms 2.846ms
DeepLog-4-2-32-20 0.090 1.000 0.164 132.329ms 3.376ms
DeepLog-4-3-32-13 0.089 1.000 0.164 139.900ms 1.340ms
DeepLog-4-2-32-16 0.089 1.000 0.164 132.329ms 3.326ms
DeepLog-4-1-64-13 0.089 1.000 0.164 128.681ms 0.894ms
DeepLog-7-2-32-10 0.090 1.000 0.164 128.480ms 1.525ms
DeepLog-4-1-64-19 0.090 1.000 0.165 128.681ms 0.937ms
DeepLog-5-3-32-12 0.090 1.000 0.165 141.431ms 1.296ms
DeepLog-7-2-32-15 0.090 1.000 0.165 128.480ms 1.572ms
DeepLog-5-3-32-13 0.090 1.000 0.165 141.431ms 1.305ms
DeepLog-7-2-32-14 0.090 1.000 0.165 128.480ms 1.526ms
DeepLog-7-3-64-11 0.090 1.000 0.165 152.963ms 1.866 ms
DeepLog-5-1-32-8 0.090 1.000 0.165 119.373ms 0.891ms
DeepLog-7-2-32-16 0.090 1.000 0.165 128.480ms 1.608 ms
DeepLog-5-3-32-16 0.090 1.000 0.165 141.431ms 1.308ms
DeepLog-5-3-32-17 0.090 1.000 0.165 141.431ms 1.315ms
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DeepLog-5-3-32-10 0.090 1.000 0.165 141.431ms 1.294ms
DeepLog-5-1-64-9 0.090 1.000 0.165 124.154ms 0.957ms
DeepLog-5-3-32-14 0.090 1.000 0.165 141.431ms 1.299ms
DeepLog-5-1-32-12 0.090 1.000 0.165 119.373ms 0.900 ms
DeepLog-5-3-32-15 0.090 1.000 0.165 141.431ms 1.300ms
DeepLog-5-2-32-9 0.090 1.000 0.165 129.330ms 1.119ms
DeepLog-5-1-32-9 0.090 1.000 0.165 119.373ms 0.899ms
DeepLog-5-1-32-13 0.090 1.000 0.165 119.373ms 0.909 ms
DeepLog-7-3-64-10 0.090 1.000 0.165 152.963ms 1.841ms
DeepLog-7-3-64-12 0.090 1.000 0.165 152.963ms 1.901ms
DeepLog-7-4-64-16 0.090 1.000 0.165 178.839ms 2.122ms
DeepLog-5-1-128-11 0.090 1.000 0.165 134.074ms 0.974ms
DeepLog-5-1-32-11 0.090 1.000 0.165 119.373ms 0.904 ms
DeepLog-4-1-32-18 0.090 1.000 0.165 119.678 ms 3.109 ms
DeepLog-7-2-32-13 0.090 1.000 0.165 128.480ms 1.531ms
DeepLog-7-4-64-14 0.090 1.000 0.165 178.839ms 1.860ms
DeepLog-5-3-32-11 0.090 1.000 0.165 141.431ms 1.294ms
DeepLog-4-1-64-17 0.090 1.000 0.165 128.681ms 0.934ms
DeepLog-7-4-64-15 0.090 1.000 0.165 178.839ms 2.078ms
DeepLog-5-1-32-10 0.090 1.000 0.165 119.373ms 0.902ms
DeepLog-4-1-32-19 0.090 1.000 0.165 119.678ms 3.134ms
DeepLog-4-1-32-20 0.090 1.000 0.165 119.678 ms 3.109 ms
DeepLog-7-2-32-12 0.090 1.000 0.165 128.480ms 1.518ms
DeepLog-7-1-128-7 0.090 1.000 0.165 132.439ms 1.215ms
DeepLog-5-1-64-8 0.090 1.000 0.165 124.154ms 0.906 ms
DeepLog-4-1-64-18 0.090 1.000 0.165 128.681ms 0.940 ms
DeepLog-4-1-32-17 0.090 1.000 0.165 119.678ms 3.050 ms
DeepLog-7-1-256-8 0.090 1.000 0.165 162.946ms 1.120ms
DeepLog-4-1-64-20 0.090 1.000 0.165 128.681ms 0.942ms
DeepLog-5-2-32-12 0.090 1.000 0.166 129.330ms 1.168 ms
DeepLog-7-2-128-14 0.091 1.000 0.166 159.838ms 1.575ms
DeepLog-7-1-128-9 0.090 1.000 0.166 132.439ms 1.247ms
DeepLog-7-1-128-12 0.091 1.000 0.166 132.439ms 1.280ms
DeepLog-7-1-256-11 0.090 1.000 0.166 162.946ms 1.149ms
DeepLog-7-1-256-9 0.090 1.000 0.166 162.946ms 1.134ms
DeepLog-7-5-32-11 0.091 1.000 0.166 171.960ms 2.376ms

DeepLog-5-1-128-13 0.090 1.000 0.166 134.074ms 0.980 ms
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DeepLog-7-1-128-11 0.091 1.000 0.166 132.439ms 1.275ms
DeepLog-7-2-64-8 0.091 1.000 0.166 137.791ms 1.500ms
DeepLog-7-1-64-13 0.090 1.000 0.166 122.034ms 1.251ms
DeepLog-7-3-32-15 0.091 1.000 0.166 147.040ms 1.669ms
DeepLog-5-2-32-10 0.090 1.000 0.166 129.330ms 1.170ms
DeepLog-7-1-256-12 0.090 1.000 0.166 162.946ms 1.149ms
DeepLog-7-3-32-16 0.091 1.000 0.166 147.040ms 1.642ms
DeepLog-7-4-64-17 0.090 1.000 0.166 178.839ms 2.147ms
DeepLog-7-1-64-12 0.090 1.000 0.166 122.034ms 1.226 ms
DeepLog-7-1-128-8 0.090 1.000 0.166 132.439ms 1.226ms
DeepLog-7-2-32-18 0.091 1.000 0.166 128.480ms 1.591ms
DeepLog-7-1-256-14 0.091 1.000 0.166 162.946ms 1.153ms
DeepLog-5-3-32-18 0.090 1.000 0.166 141.431ms 1.375ms
DeepLog-7-1-256-10 0.090 1.000 0.166 162.946ms 1.132ms
DeepLog-7-2-64-9 0.091 1.000 0.166 137.791ms 1.506 ms
DeepLog-7-1-64-15 0.091 1.000 0.166 122.034ms 1.264ms
DeepLog-7-3-32-14 0.091 1.000 0.166 147.040ms 1.645ms
DeepLog-7-1-128-10 0.091 1.000 0.166 132.439ms 1.275ms
DeepLog-5-2-32-11 0.090 1.000 0.166 129.330ms 1.165ms
DeepLog-7-4-64-18 0.091 1.000 0.166 178.839ms 2.209 ms
DeepLog-5-2-32-13 0.090 1.000 0.166 129.330ms 1.185ms
DeepLog-7-1-64-14 0.091 1.000 0.166 122.034ms 1.268ms
DeepLog-5-1-128-12 0.090 1.000 0.166 134.074ms 0.971ms
DeepLog-7-2-32-17 0.090 1.000 0.166 128.480ms 1.585ms
DeepLog-7-1-256-13 0.091 1.000 0.166 162.946ms 1.144ms
DeepLog-7-2-128-16 0.091 1.000 0.167 159.838ms 1.599 ms
DeepLog-7-5-32-13 0.091 1.000 0.167 171.960ms 2.516ms
DeepLog-7-2-128-15 0.091 1.000 0.167 159.838ms 1.557ms
DeepLog-7-3-32-18 0.091 1.000 0.167 147.040ms 1.638ms
DeepLog-7-3-32-19 0.091 1.000 0.167 147.040ms 1.688ms
DeepLog-7-5-32-12 0.091 1.000 0.167 171.960ms 2.416ms
DeepLog-7-1-128-14 0.091 1.000 0.167 132.439ms 1.288ms
DeepLog-7-1-32-17 0.091 1.000 0.167 117.337ms 1.282ms
DeepLog-7-2-128-17 0.091 1.000 0.167 159.838ms 1.613ms
DeepLog-7-1-128-13 0.091 1.000 0.167 132.439ms 1.282ms
DeepLog-7-2-64-11 0.091 1.000 0.167 137.791ms 3.666 ms
DeepLog-7-2-64-10 0.091 1.000 0.167 137.791ms 3.569 ms
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DeepLog-7-3-32-17 0.091 1.000 0.167 147.040ms 1.638ms
DeepLog-7-2-64-12 0.092 1.000 0.168 137.791ms 3.668 ms
DeepLog-7-2-64-15 0.092 1.000 0.168 137.791ms 3.634ms
DeepLog-7-1-256-15 0.092 1.000 0.168 162.946ms 1.200ms
DeepLog-7-4-64-19 0.092 1.000 0.168 178.839ms 2.225ms
DeepLog-7-2-32-20 0.092 1.000 0.168 128.480ms 1.682ms
DeepLog-7-2-32-19 0.092 1.000 0.168 128.480ms 1.635ms
DeepLog-7-2-64-13 0.092 1.000 0.168 137.791ms 3.700 ms
DeepLog-7-4-64-20 0.092 1.000 0.168 178.839ms 2.251ms
DeepLog-7-2-64-14 0.092 1.000 0.168 137.791ms 3.730ms
DeepLog-7-2-64-16 0.092 1.000 0.168 137.791ms 3.658 ms
DeepLog-7-1-256-17 0.093 1.000 0.169 162.946ms 1.204ms
DeepLog-7-1-32-18 0.092 1.000 0.169 117.337ms 1.353ms
DeepLog-7-2-64-17 0.092 1.000 0.169 137.791ms 3.687 ms
DeepLog-7-3-64-13 0.092 1.000 0.169 152963ms 1.927ms
DeepLog-7-1-256-16 0.092 1.000 0.169 162.946ms 1.196ms
DeepLog-7-2-128-18 0.092 1.000 0.169 159.838ms 3.763 ms
DeepLog-7-1-64-16 0.092 1.000 0.169 122.034ms 1.296ms
DeepLog-7-2-64-18 0.092 1.000 0.169 137.791ms 3.722ms
DeepLog-7-2-64-19 0.092 1.000 0.169 137.791ms 3.795ms
DeepLog-7-2-128-19 0.092 1.000 0.169 159.838ms 3.761ms
DeepLog-7-2-64-20 0.092 1.000 0.169 137.791ms 3.757ms
DeepLog-7-3-32-20 0.093 1.000 0.170 147.040ms 1.817ms
DeepLog-7-5-32-15 0.093 1.000 0.170 171.960ms 2.551ms
DeepLog-7-1-128-15 0.093 1.000 0.170 132.439ms 1.350ms
DeepLog-7-1-64-19 0.093 1.000 0.170 122.034ms 3.064 ms
DeepLog-7-1-32-20 0.093 1.000 0.170 117.337ms 1.383ms
DeepLog-7-1-64-18 0.093 1.000 0.170 122.034ms 3.038ms
DeepLog-7-1-256-18 0.093 1.000 0.170 162.946ms 1.235ms
DeepLog-7-1-128-17 0.093 1.000 0.170 132.439ms 1.362ms
DeepLog-7-5-32-16 0.093 1.000 0.170 171.960ms 2.497 ms
DeepLog-7-1-256-19 0.093 1.000 0.170 162.946ms 1.266 ms
DeepLog-7-1-32-19 0.093 1.000 0.170 117.337ms 1.372ms
DeepLog-7-1-64-20 0.093 1.000 0.170 122.034ms 3.062ms
DeepLog-7-3-64-14 0.093 1.000 0.170 152.963ms 1.936ms
DeepLog-7-5-32-14 0.093 1.000 0.170 171.960ms 2.551ms

DeepLog-7-3-64-15 0.093 1.000 0.170 152963ms 1.934ms
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DeepLog-7-1-128-16 0.093 1.000 0.170 132.439ms 1.355ms
DeepLog-7-1-64-17 0.093 1.000 0.170 122.034ms 3.027ms
DeepLog-6-3-32-3 0.093 1.000 0.171 138.385ms 1.045ms
DeepLog-7-3-64-20 0.094 1.000 0.171 152.963ms 1.998 ms
DeepLog-7-5-32-20 0.094 1.000 0.171 171.960ms 2.575ms
DeepLog-6-2-64-3 0.093 1.000 0.171 138.691ms 0.823ms
DeepLog-7-1-256-20 0.093 1.000 0.171 162.946ms 1.267 ms
DeepLog-7-3-64-19 0.094 1.000 0.171 152.963ms 2.000 ms
DeepLog-7-5-32-18 0.093 1.000 0.171 171.960ms 2.558 ms
DeepLog-6-1-32-5 0.094 1.000 0.171 117.614ms 0.788ms
DeepLog-7-3-64-16 0.093 1.000 0.171 152.963ms 1.934ms
DeepLog-6-3-32-4 0.094 1.000 0.171 138.385ms 1.197ms
DeepLog-6-1-64-3 0.094 1.000 0.171 122.782ms 0.672ms
DeepLog-7-3-64-17 0.093 1.000 0.171 152963ms 1.980ms
DeepLog-7-5-32-17 0.093 1.000 0.171 171.960ms 2.553 ms
DeepLog-6-2-64-5 0.093 1.000 0.171 138.691ms 0.922ms
DeepLog-7-1-128-19 0.093 1.000 0.171 132439ms 3.241ms
DeepLog-6-3-64-4 0.094 1.000 0.171 152.999ms 1.013ms
DeepLog-6-1-128-4 0.094 1.000 0.171 133.033ms 0.694ms
DeepLog-7-5-32-19 0.094 1.000 0.171 171.960ms 2.579ms
DeepLog-7-1-64-21 0.094 1.000 0.171 122.034ms 3.090ms
DeepLog-6-3-64-3 0.093 1.000 0.171 152.999ms 0.929ms
DeepLog-6-1-64-4 0.094 1.000 0.171 122.782ms 0.749ms
DeepLog-7-3-64-18 0.093 1.000 0.171 152.963ms 1.983ms
DeepLog-6-3-32-5 0.094 1.000 0.171 138.385ms 1.224ms
DeepLog-6-1-32-4 0.094 1.000 0.171 117.614ms 0.785ms
DeepLog-6-1-32-3 0.093 1.000 0.171 117.614ms 0.987ms
DeepLog-6-2-64-4 0.093 1.000 0.171 138.691ms 0.917ms
DeepLog-6-1-256-3 0.093 1.000 0.171 154.270ms 0.654ms
DeepLog-7-1-128-20 0.094 1.000 0.171 132.439ms 3.230ms
DeepLog-6-1-128-3 0.093 1.000 0.171 133.033ms 0.667 ms
DeepLog-7-1-128-18 0.093 1.000 0.171 132.439ms 3.272ms
DeepLog-6-2-32-3 0.093 1.000 0.171 129.500ms 0.787 ms
DeepLog-7-2-128-20 0.094 1.000 0.171 159.838ms 3.820ms
DeepLog-6-3-32-7 0.094 1.000 0.172 138.385ms 1.246ms
DeepLog-6-3-32-6 0.094 1.000 0.172 138.385ms 1.246ms
DeepLog-7-1-64-25 0.094 1.000 0.172 122.034ms 3.077ms
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DeepLog-7-1-64-23 0.094 1.000 0.172 122.034ms 3.088 ms
DeepLog-6-3-32-8 0.094 1.000 0.172 138.385ms 1.269ms
DeepLog-7-1-64-26 0.094 1.000 0.172 122.034ms 3.079ms
DeepLog-6-2-128-4 0.094 1.000 0.172 157.070ms 0.867 ms
DeepLog-6-3-64-5 0.094 1.000 0.172 152.999ms 1.198ms
DeepLog-6-2-128-3 0.094 1.000 0.172 157.070ms 0.839 ms
DeepLog-7-1-64-24 0.094 1.000 0.172 122.034ms 3.136 ms
DeepLog-7-1-64-22 0.094 1.000 0.172 122.034ms 3.098ms
DeepLog-6-2-128-5 0.094 1.000 0.172 157.070ms 0.980 ms
DeepLog-5-2-32-14 0.094 1.000 0.173 129.330ms 1.408 ms
DeepLog-5-2-32-18 0.095 1.000 0.173 129.330ms 1.427ms
DeepLog-7-1-64-28 0.095 1.000 0.173 122.034ms 3.079ms
DeepLog-7-1-64-27 0.094 1.000 0.173 122.034ms 3.075ms
DeepLog-5-2-32-17 0.095 1.000 0.173 129.330ms 1.417ms
DeepLog-5-2-32-15 0.095 1.000 0.173 129.330ms 1.437ms
DeepLog-5-2-32-16 0.095 1.000 0.173 129.330ms 1.436 ms
DeepLog-7-1-64-29 0.095 1.000 0.174 122.034ms 3.086 ms
DeepLog-5-3-32-19 0.096 1.000 0.175 141.431ms 1.752ms
DeepLog-6-3-32-9 0.096 1.000 0.175 138.385ms 1.345ms
DeepLog-5-3-32-20 0.096 1.000 0.175 141.431ms 1.738ms
DeepLog-7-1-64-30 0.098 1.000 0.178 122.034ms 4.432ms
DeepLog-6-3-32-10 0.098 1.000 0.179 138.385ms 1.638ms
DeepLog-6-3-32-11 0.099 1.000 0.180 138.385ms 1.646ms
DeepLog-6-3-32-12 0.099 1.000 0.180 138.385ms 4.549 ms
DeepLog-6-3-32-13 0.103 1.000 0.187 138.385ms 4.546ms
DeepLog-7-1-64-31 0.104 1.000 0.188 122.034ms 4.778ms
DeepLog-6-3-32-14 0.105 1.000 0.191 138.385ms 4.639ms
DeepLog-6-3-32-16 0.106 1.000 0.191 138.385ms 4.655ms
DeepLog-6-3-32-18 0.106 1.000 0.191 138.385ms 4.717ms
DeepLog-6-3-32-17 0.106 1.000 0.191 138.385ms 4.708 ms
DeepLog-6-3-32-19 0.106 1.000 0.191 138.385ms 4.782ms
DeepLog-5-2-64-11 0.105 1.000 0.191 141.661ms 1.390ms
DeepLog-6-3-32-15 0.105 1.000 0.191 138.385ms 4.639ms
DeepLog-5-2-64-12 0.105 1.000 0.191 141.661ms 1.396ms
DeepLog-7-1-64-32 0.108 1.000 0.195 122.034ms 4.866 ms
DeepLog-7-1-64-33 0.108 1.000 0.195 122.034ms 4.857ms

DeepLog-7-1-64-34 0.109 1.000 0.196 122.034ms 4.983ms
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DeepLog-7-1-64-35 0.109 1.000 0.197 122.034ms 4.990ms
DeepLog-7-1-64-36 0.112 1.000 0.201 122.034ms 5.422ms
DeepLog-7-1-64-38 0.113 1.000 0.202 122.034ms 5.477ms
DeepLog-6-1-256-4 0.113 1.000 0.202 154.270ms 0.730ms
DeepLog-7-1-64-37 0.112 1.000 0.202 122.034ms 5.386ms
DeepLog-6-2-64-6 0.113 1.000 0.203 138.691ms 0.999 ms
DeepLog-6-2-64-8 0.113 1.000 0.203 138.691ms 1.021ms
DeepLog-5-1-32-14 0.113 1.000 0.203 119.373ms 1.099ms
DeepLog-6-1-256-5 0.113 1.000 0.203 154.270ms 0.753ms
DeepLog-6-1-32-6 0.113 1.000 0.203 117.614ms 0.886ms
DeepLog-5-1-32-15 0.113 1.000 0.203 119.373ms 1.102ms
DeepLog-5-1-64-10 0.113 1.000 0.203 124.154ms 1.140ms
DeepLog-6-1-64-5 0.113 1.000 0.203 122.782ms 0.840ms
DeepLog-6-2-64-7 0.113 1.000 0.203 138.691ms 1.012ms
DeepLog-5-2-64-13 0.113 1.000 0.203 141.661ms 1.389ms
DeepLog-5-1-64-11 0.113 1.000 0.203 124.154ms 1.141ms
DeepLog-5-1-32-17 0.114 1.000 0.204 119.373ms 1.122ms
DeepLog-5-1-32-18 0.114 1.000 0.204 119.373ms 1.126ms
DeepLog-5-2-64-16 0.114 1.000 0.204 141.661ms 1.388ms
DeepLog-6-1-32-7 0.114 1.000 0.204 117.614ms 0.893ms
DeepLog-5-1-32-16 0.114 1.000 0.204 119.373ms 1.115ms
DeepLog-6-1-128-7 0.114 1.000 0.204 133.033ms 0.914ms
DeepLog-6-1-256-6 0.113 1.000 0.204 154.270ms 0.876 ms
DeepLog-6-1-32-8 0.114 1.000 0.204 117.614ms 0.921ms
DeepLog-5-1-64-13 0.113 1.000 0.204 124.154ms 1.153ms
DeepLog-6-1-128-6 0.113 1.000 0.204 133.033ms 0.785ms
DeepLog-6-1-256-7 0.114 1.000 0.204 154.270ms 0.885ms
DeepLog-5-1-128-14 0.114 1.000 0.204 134.074ms 1.172ms
DeepLog-6-3-64-6 0.113 1.000 0.204 152.999ms 1.228ms
DeepLog-5-1-64-14 0.114 1.000 0.204 124.154ms 1.214ms
DeepLog-6-1-64-7 0.114 1.000 0.204 122.782ms 1.005ms
DeepLog-5-2-64-14 0.114 1.000 0.204 141.661ms 1.401ms
DeepLog-6-1-64-6 0.113 1.000 0.204 122.782ms 0.972ms
DeepLog-5-2-64-15 0.114 1.000 0.204 141.661ms 1.377ms
DeepLog-5-1-64-12 0.113 1.000 0.204 124.154ms 1.129ms
DeepLog-6-1-128-5 0.113 1.000 0.204 133.033ms 0.761ms
DeepLog-5-2-64-17 0.114 1.000 0.204 141.661ms 1.414ms
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DeepLog-6-3-64-7 0.114 1.000 0.205 152.999ms 1.274ms
DeepLog-5-2-64-18 0.114 1.000 0.205 141.661ms 1.418ms
DeepLog-5-1-128-17 0.114 1.000 0.205 134.074ms 1.210ms
DeepLog-6-1-128-9 0.114 1.000 0.205 133.033ms 0.931ms
DeepLog-5-1-128-15 0.114 1.000 0.205 134.074ms 1.185ms
DeepLog-5-2-64-19 0.114 1.000 0.205 141.661ms 1.421ms
DeepLog-5-1-64-18 0.115 1.000 0.205 124.154ms 1.249ms
DeepLog-5-1-32-19 0.114 1.000 0.205 119.373ms 1.127ms
DeepLog-6-1-64-9 0.114 1.000 0.205 122.782ms 1.037 ms
DeepLog-6-2-128-6 0.114 1.000 0.205 157.070ms 1.090ms
DeepLog-6-1-128-8 0.114 1.000 0.205 133.033ms 0.915ms
DeepLog-5-1-128-18 0.115 1.000 0.205 134.074ms 1.225ms
DeepLog-5-1-32-20 0.114 1.000 0.205 119.373ms 1.121ms
DeepLog-5-1-64-17 0.114 1.000 0.205 124.154ms 1.234ms
DeepLog-5-1-128-16 0.114 1.000 0.205 134.074ms 1.191ms
DeepLog-6-1-256-8 0.114 1.000 0.205 154.270ms 0.876 ms
DeepLog-6-1-32-9 0.114 1.000 0.205 117.614ms 0.923ms
DeepLog-6-2-128-7 0.114 1.000 0.205 157.070ms 1.105ms
DeepLog-5-1-64-15 0.114 1.000 0.205 124.154ms 1.228ms
DeepLog-6-3-64-9 0.114 1.000 0.205 152.999ms 1.308ms
DeepLog-6-1-64-8 0.114 1.000 0.205 122.782ms 1.018ms
DeepLog-6-1-256-9 0.114 1.000 0.205 154.270ms 0.923ms
DeepLog-5-1-64-16 0.114 1.000 0.205 124.154ms 1.242ms
DeepLog-6-3-64-8 0.114 1.000 0.205 152.999ms 1.281ms
DeepLog-6-1-256-11 0.115 1.000 0.206 154.270ms 0.950 ms
DeepLog-6-1-32-16 0.115 1.000 0.206 117.614ms 0.970 ms
DeepLog-5-2-32-20 0.115 1.000 0.206 129.330ms 1.448ms
DeepLog-6-1-32-14 0.115 1.000 0.206 117.614ms 0.970ms
DeepLog-6-1-128-11 0.115 1.000 0.206 133.033ms 3.017ms
DeepLog-6-1-32-13 0.115 1.000 0.206 117.614ms 0.962ms
DeepLog-5-2-64-20 0.115 1.000 0.206 141.661ms 1.444ms
DeepLog-5-1-128-20 0.115 1.000 0.206 134.074ms 1.227 ms
DeepLog-6-1-256-10 0.115 1.000 0.206 154.270ms 0.946 ms
DeepLog-6-1-256-12 0.115 1.000 0.206 154.270ms 0.965 ms
DeepLog-6-3-64-11 0.115 1.000 0.206 152.999ms 1.326ms
DeepLog-6-1-32-10 0.115 1.000 0.206 117.614ms 0.936 ms

DeepLog-5-1-128-19 0.115 1.000 0.206 134.074ms 1.205ms
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DeepLog-5-2-32-19 0.115 1.000 0.206 129.330ms 1.442ms
DeepLog-5-1-64-19 0.115 1.000 0.206 124.154ms 1.248ms
DeepLog-6-3-64-14 0.115 1.000 0.206 152.999ms 1.358 ms
DeepLog-6-1-32-12 0.115 1.000 0.206 117.614ms 0.956 ms
DeepLog-6-2-32-4 0.115 1.000 0.206 129.500ms 1.072ms
DeepLog-6-1-128-10 0.115 1.000 0.206 133.033ms 0.948ms
DeepLog-6-3-64-13 0.115 1.000 0.206 152.999ms 1.343ms
DeepLog-6-1-32-17 0.115 1.000 0.206 117.614ms 0.965ms
DeepLog-6-2-32-5 0.115 1.000 0.206 129.500ms 1.121ms
DeepLog-6-3-64-10 0.115 1.000 0.206 152.999ms 1.329ms
DeepLog-6-1-32-11 0.115 1.000 0.206 117.614ms 0.941ms
DeepLog-5-1-64-20 0.115 1.000 0.206 124.154ms 1.254ms
DeepLog-6-3-64-12 0.115 1.000 0.206 152.999ms 1.342ms
DeepLog-6-1-32-15 0.115 1.000 0.206 117.614ms 0.973ms
DeepLog-6-1-128-18 0.116 1.000 0.207 133.033ms 2.985ms
DeepLog-6-1-128-13 0.115 1.000 0.207 133.033ms 3.017ms
DeepLog-6-2-32-6 0.116 1.000 0.207 129.500ms 1.269 ms
DeepLog-6-3-64-15 0.115 1.000 0.207 152.999ms 1.369 ms
DeepLog-6-1-32-18 0.115 1.000 0.207 117.614ms 0.971ms
DeepLog-6-1-128-12 0.115 1.000 0.207 133.033ms 3.001 ms
DeepLog-6-1-128-15 0.115 1.000 0.207 133.033ms 2.957ms
DeepLog-6-1-256-13 0.116 1.000 0.207 154.270ms 3.046 ms
DeepLog-6-1-256-14 0.116 1.000 0.207 154.270ms 3.042ms
DeepLog-6-1-128-14 0.115 1.000 0.207 133.033ms 3.048 ms
DeepLog-6-1-128-17 0.116 1.000 0.207 133.033ms 2.995ms
DeepLog-6-1-128-16 0.116 1.000 0.207 133.033ms 2.977 ms
DeepLog-6-1-256-15 0.116 1.000 0.208 154.270ms 3.074 ms
DeepLog-6-1-256-18 0.116 1.000 0.208 154.270ms 3.019 ms
DeepLog-6-1-128-20 0.116 1.000 0.208 133.033ms 3.062ms
DeepLog-6-1-256-19 0.116 1.000 0.208 154.270ms 2.998 ms
DeepLog-6-1-256-20 0.116 1.000 0.208 154.270ms 3.022ms
DeepLog-6-1-256-16 0.116 1.000 0.208 154.270ms 2.997 ms
DeepLog-6-2-32-7 0.116 1.000 0.208 129.500ms 1.323ms
DeepLog-6-2-128-8 0.116 1.000 0.208 157.070ms 1.112ms
DeepLog-6-1-256-17 0.116 1.000 0.208 154.270ms 3.013ms
DeepLog-6-1-128-19 0.116 1.000 0.208 133.033ms 3.046 ms
DeepLog-6-2-128-10 0.117 1.000 0.209 157.070ms 1.192ms
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DeepLog-6-2-128-9 0.117 1.000 0.209 157.070ms 1.159ms
DeepLog-6-1-64-10 0.117 1.000 0.209 122.782ms 1.153ms
DeepLog-6-2-128-13 0.118 1.000 0.210 157.070ms 1.222ms
DeepLog-6-2-128-12 0.117 1.000 0.210 157.070ms 1.205ms
DeepLog-6-2-128-11 0.117 1.000 0.210 157.070ms 1.199 ms
DeepLog-6-2-128-19 0.118 1.000 0.211 157.070ms 1.265ms
DeepLog-6-2-128-17 0.118 1.000 0.211 157.070ms 1.259 ms
DeepLog-6-2-128-18 0.118 1.000 0.211 157.070ms 1.266 ms
DeepLog-6-2-128-20 0.118 1.000 0.211 157.070ms 1.268 ms
DeepLog-6-2-128-14 0.118 1.000 0.211 157.070ms 1.238ms
DeepLog-6-2-128-15 0.118 1.000 0.211 157.070ms 1.242ms
DeepLog-6-2-128-16 0.118 1.000 0.211 157.070ms 1.251ms
DeepLog-6-2-32-8 0.119 1.000 0.212 129.500ms 1.344 ms
DeepLog-6-1-64-11 0.120 1.000 0.213 122.782ms 1.189ms
DeepLog-6-1-64-12 0.120 1.000 0.214 122.782ms 1.203ms
DeepLog-6-1-64-13 0.120 1.000 0.214 122.782ms 1.199 ms
DeepLog-6-1-64-14 0.120 1.000 0.215 122.782ms 3.253ms
DeepLog-6-1-64-15 0.120 1.000 0.215 122.782ms 3.261ms
DeepLog-6-2-64-10 0.122 1.000 0.217 138.691ms 1.279ms
DeepLog-6-2-64-9 0.122 1.000 0.217 138.691ms 1.296 ms
DeepLog-6-2-64-12 0.123 1.000 0.218 138.691ms 1.318ms
DeepLog-6-2-64-11 0.122 1.000 0.218 138.691ms 1.323ms
DeepLog-6-1-64-16 0.123 1.000 0.220 122.782ms 3.251ms
DeepLog-6-2-32-11 0.126 1.000 0.223 129.500ms 1.392ms
DeepLog-6-2-32-10 0.125 1.000 0.223 129.500ms 1.361ms
DeepLog-6-2-64-13 0.126 1.000 0.223 138.691ms 1.384ms
DeepLog-6-2-32-9 0.125 1.000 0.223 129.500ms 1.348ms
DeepLog-6-2-32-12 0.126 1.000 0.224 129.500ms 1.438 ms
DeepLog-6-1-32-19 0.127 1.000 0.225 117.614ms 1.222ms
DeepLog-6-2-64-14 0.127 1.000 0.225 138.691ms 1.376ms
DeepLog-6-2-64-15 0.127 1.000 0.225 138.691ms 1.400ms
DeepLog-6-1-32-20 0.127 1.000 0.225 117.614ms 1.213ms
DeepLog-6-3-64-16 0.127 1.000 0.225 152.999ms 1.714ms
DeepLog-6-2-64-17 0.127 1.000 0.226 138.691ms 1.414ms
DeepLog-6-3-64-17 0.127 1.000 0.226 152.999ms 1.703ms
DeepLog-6-2-64-16 0.127 1.000 0.226 138.691ms 1.405ms

DeepLog-6-3-64-18 0.127 1.000 0.226 152.999ms 1.723ms



A.2 ANOMALOUS LOG MESSAGES DETECTOR | 175

METHOD PREC. RECALL F1 tirain tpredict

DeepLog-6-3-64-19 0.127 1.000 0.226 152.999ms 1.730ms
DeepLog-6-3-64-20 0.128 1.000 0.227 152.999ms 1.775ms
DeepLog-6-2-32-13 0.128 1.000 0.227 129.500ms 1.490ms
DeepLog-6-2-32-14 0.128 1.000 0.227 129.500ms 1.478ms
DeepLog-6-2-64-20 0.130 1.000 0.230 138.691ms 1.523ms
DeepLog-6-2-64-18 0.130 1.000 0.230 138.691ms 1.523ms
DeepLog-6-2-64-19 0.130 1.000 0.230 138.691ms 1.514ms
DeepLog-6-2-32-15 0.130 1.000 0.231 129.500ms 1.501ms
DeepLog-6-1-64-17 0.131 1.000 0.231 122.782ms 3.249ms
DeepLog-6-2-32-16 0.131 1.000 0.231 129.500ms 1.515ms
DeepLog-6-3-32-20 0.131 1.000 0.231 138.385ms 4.853ms
DeepLog-6-1-64-19 0.131 1.000 0.232 122.782ms 3.334ms
DeepLog-6-1-64-18 0.131 1.000 0.232 122.782ms 3.268 ms
DeepLog-6-2-32-20 0.131 1.000 0.232 129.500ms 1.572ms
DeepLog-6-1-64-20 0.131 1.000 0.232 122.782ms 3.321ms
DeepLog-6-2-32-19 0.131 1.000 0.232 129.500ms 1.547 ms
DeepLog-6-2-32-18 0.131 1.000 0.232 129.500ms 1.524ms
DeepLog-6-2-32-17 0.131 1.000 0.232 129.500ms 1.490ms
PCA-6-0.000500 0.250 1.000 0.400 0.004ms 0.051ms
PCA-6-0.001000 0.280 1.000 0.437 0.004ms 0.051ms
LogCluster-0.4-0.1 0.314 1.000 0.478 0.788ms 0.711ms
PCA-18-0.000010 0.338 1.000 0.505 0.004ms 0.051ms
PCA-16-0.000010 0.344 1.000 0.512 0.004ms 0.051ms
PCA-17-0.000010 0.345 1.000 0.513 0.004ms 0.051ms
PCA-15-0.000010 0.351 1.000 0.520 0.004ms 0.051ms
PCA-18-0.000100 0.351 1.000 0.520 0.004ms 0.051ms
PCA-6-0.003000 0.354 1.000 0.522 0.004ms 0.051ms
PCA-17-0.000100 0.355 1.000 0.524 0.004ms 0.051ms
PCA-18-0.000500 0.360 1.000 0.529 0.004ms 0.051ms
PCA-16-0.000100 0.361 1.000 0.530 0.004ms 0.051ms
PCA-15-0.000100 0.362 1.000 0.532 0.004ms 0.051ms
PCA-18-0.001000 0.364 1.000 0.534 0.004ms 0.051ms
PCA-17-0.000500 0.366 1.000 0.536 0.004ms 0.051ms
PCA-6-0.005000 0.371 1.000 0.542 0.004ms 0.051ms
PCA-17-0.001000 0.372 1.000 0.542 0.004ms 0.051ms
PCA-16-0.000500 0.373 1.000 0.543 0.004ms 0.051ms
PCA-10-0.000010 0.377 1.000 0.548 0.004ms 0.051ms
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PCA-18-0.003000 0.378 1.000 0.549 0.004ms 0.051ms
Invariants Mining-0.96-0.2  0.387 1.000 0.558 8.652ms  0.002ms
Invariants Mining-0.96-0.3 0.387 1.000 0.558 8.733ms 0.002ms
Invariants Mining-0.96-0.4 ~ 0.387 1.000 0.558 8.723ms  0.002ms
Invariants Mining-0.96-0.5 0.387 1.000 0.558 8.734ms 0.002ms
Invariants Mining-0.96-0.6 0.387 1.000 0.558 8.721ms 0.002ms
Invariants Mining-0.96-0.7 ~ 0.387 1.000 0.558 8.730ms  0.002ms
Invariants Mining-0.96-0.8 ~ 0.387 1.000 0.558 8.717ms  0.002ms
Invariants Mining-0.96-0.9 0.387 1.000 0.558 8.753ms 0.002ms
Invariants Mining-0.96-0.1 0.388 1.000 0.559 8.664ms 0.002ms
PCA-16-0.001000 0.388 1.000 0.559 0.004ms 0.051ms
PCA-6-0.010000 0.389 1.000 0.560 0.004ms 0.050ms
PCA-18-0.005000 0.389 1.000 0.561 0.004ms 0.051ms
PCA-15-0.000500 0.395 1.000 0.566 0.004ms 0.051ms
PCA-17-0.003000 0.395 1.000 0.567 0.004ms 0.051ms
PCA-18-0.010000 0.402 1.000 0.573 0.004ms 0.051ms
PCA-15-0.001000 0.402 1.000 0.574 0.004ms 0.051ms
PCA-17-0.005000 0.403 1.000 0.575 0.004ms 0.051ms
PCA-16-0.003000 0.403 1.000 0.575 0.004ms 0.051ms
PCA-16-0.005000 0.408 1.000 0.580 0.004ms 0.051ms
PCA-17-0.010000 0.409 1.000 0.580 0.004ms 0.051ms
PCA-10-0.000100 0412 1.000 0.584 0.004ms 0.051ms
PCA-18-0.050000 0.420 1.000 0.591 0.004ms 0.051ms
PCA-15-0.003000 0.421 1.000 0.593 0.004ms 0.051ms
PCA-16-0.010000 0.426 1.000 0.597 0.004ms 0.051ms
PCA-15-0.005000 0.427 1.000 0.599 0.004ms 0.051ms
PCA-18-0.080000 0.434 1.000 0.606 0.004ms 0.051ms
PCA-10-0.000500 0.436 1.000 0.607 0.004ms 0.051ms
PCA-17-0.050000 0.441 1.000 0.612 0.004ms 0.051ms
PCA-15-0.010000 0.441 1.000 0.612 0.004ms 0.051ms
PCA-10-0.001000 0.447 1.000 0.618 0.004ms 0.051ms
PCA-6-0.050000 0.450 1.000 0.621 0.004ms 0.051ms
PCA-17-0.080000 0.452 1.000 0.622 0.004ms 0.050ms
PCA-16-0.050000 0.456 1.000 0.627 0.004ms 0.051ms
PCA-6-0.080000 0.463 1.000 0.633 0.004ms 0.051ms
PCA-16-0.080000 0.467 1.000 0.637 0.004ms 0.051ms
PCA-15-0.050000 0.478 1.000 0.647 0.004ms 0.051ms
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PCA-10-0.003000 0.478 1.000 0.647 0.004ms 0.051ms
PCA-10-0.005000 0.484 1.000 0.652 0.004ms 0.051ms
Invariants Mining-0.97-0.1 0.488 1.000 0.656 8.685ms 0.002ms
Invariants Mining-0.97-0.2 0.488 1.000 0.656 8.695ms 0.002ms
Invariants Mining-0.97-0.3 0.488 1.000 0.656 8.694ms 0.002ms
Invariants Mining-0.97-0.4 0.488 1.000 0.656 8.709ms 0.002ms
Invariants Mining-0.97-0.5 0.488 1.000 0.656 8.741ms 0.002ms
Invariants Mining-0.97-0.6 0.488 1.000 0.656 8.759ms 0.002ms
Invariants Mining-0.97-0.7 0.488 1.000 0.656 8.744ms 0.002ms
Invariants Mining-0.97-0.8 0.488 1.000 0.656 8.817ms 0.002ms
Invariants Mining-0.97-0.9 0.488 1.000 0.656 8.772ms 0.002ms
Invariants Mining-0.98-0.1 0.488 1.000 0.656 8.656ms  0.002ms
Invariants Mining-0.98-0.2  0.488 1.000 0.656 8.739ms  0.002ms
Invariants Mining-0.98-0.3 0.488 1.000 0.656 8.743ms 0.002ms
Invariants Mining-0.98-0.4 0.488 1.000 0.656 8.749ms 0.002ms
Invariants Mining-0.98-0.5 0.488 1.000 0.656 8.746ms  0.002ms
Invariants Mining-0.98-0.6 ~ 0.488 1.000 0.656 8.748ms  0.002ms
Invariants Mining-0.98-0.7  0.488 1.000 0.656 8.805ms 0.002ms
Invariants Mining-0.98-0.8 0.488 1.000 0.656 8.796ms 0.002ms
Invariants Mining-0.98-0.9 0.488 1.000 0.656 8.789ms 0.002ms
PCA-10-0.010000 0.495 1.000 0.662 0.004ms 0.051ms
PCA-15-0.080000 0.512 1.000 0.677 0.004ms 0.051ms
PCA-10-0.050000 0.552 1.000 0.711 0.004ms 0.051ms
PCA-10-0.080000 0.562 1.000 0.720 0.004ms 0.051ms
Invariants Mining-0.99-0.4 0.587 1.000 0.740 9.836 ms 0.002ms
Invariants Mining-0.99-0.5 0.587 1.000 0.740 9.836 ms 0.002ms
Invariants Mining-0.99-0.6 0.587 1.000 0.740 9.837ms 0.002ms
Invariants Mining-0.99-0.7 0.587 1.000 0.740 9.870ms 0.002ms
Invariants Mining-0.99-0.8 0.587 1.000 0.740 9.848ms 0.002ms
Invariants Mining-0.99-0.9 0.587 1.000 0.740 9.842ms 0.002ms
Invariants Mining-0.99-0.1 0.604 1.000 0.753 9.793ms 0.002ms
Invariants Mining-0.99-0.2 0.604 1.000 0.753 9.803ms 0.002ms
Invariants Mining-0.99-0.3 0.604 1.000 0.753 9.819ms 0.002ms
PCA-5-0.080000 0.639 0.999 0.779 0.004ms 0.051ms
PCA-5-0.050000 0.648 0.999 0.786 0.004ms 0.051ms
PCA-4-0.080000 0.663 0.999 0.797 0.004ms 0.050 ms
PCA-12-0.080000 0.708 1.000 0.829 0.004ms 0.051ms
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LogCluster-0.3-0.1 0.720 1.000 0.837 0.990ms 0.976 ms
PCA-12-0.050000 0.723 1.000 0.839 0.004ms 0.051ms
PCA-13-0.080000 0.727 1.000 0.842 0.004ms 0.050ms
PCA-13-0.050000 0.736 1.000 0.848 0.004ms 0.051ms
PCA-11-0.080000 0.738 1.000 0.849 0.004ms 0.051ms
PCA-11-0.050000 0.752 1.000 0.859 0.004ms 0.050 ms
PCA-12-0.010000 0.758 1.000 0.862 0.004ms 0.051ms
PCA-13-0.010000 0.764 1.000 0.866 0.004ms 0.050ms
PCA-12-0.005000 0.765 1.000 0.867 0.004ms 0.050 ms
PCA-12-0.003000 0.769 1.000 0.870 0.004ms 0.051ms
PCA-14-0.080000 0.771 1.000 0.871 0.004ms 0.051 ms
PCA-13-0.005000 0.779 1.000 0.876 0.004ms 0.051ms
PCA-14-0.050000 0.780 1.000 0.877 0.004ms 0.051ms
PCA-11-0.010000 0.783 1.000 0.878 0.004ms 0.051ms
PCA-12-0.001000 0.788 1.000 0.882 0.004ms 0.051ms
PCA-11-0.005000 0.791 1.000 0.883 0.004ms 0.051ms
PCA-13-0.003000 0.793 1.000 0.885 0.004ms 0.051ms
PCA-12-0.000500 0.796 1.000 0.886 0.004ms 0.051ms
PCA-11-0.003000 0.798 1.000 0.888 0.004ms 0.051ms
PCA-13-0.001000 0.804 1.000 0.891 0.004ms 0.051ms
PCA-12-0.000100 0.808 1.000 0.894 0.004ms 0.051ms
PCA-11-0.001000 0.808 1.000 0.894 0.004ms 0.051ms
PCA-14-0.010000 0.810 1.000 0.895 0.004ms 0.050ms
PCA-9-0.080000 0.812 1.000 0.896 0.004ms 0.051ms
PCA-11-0.000500 0.814 1.000 0.897 0.004ms 0.051ms
PCA-13-0.000500 0.814 1.000 0.897 0.004ms 0.051ms
PCA-14-0.005000 0.824 1.000 0.904 0.004ms 0.050ms
PCA-12-0.000010 0.825 1.000 0.904 0.004ms 0.050 ms
PCA-9-0.050000 0.827 1.000 0.905 0.006ms 0.050ms
PCA-14-0.003000 0.828 1.000 0.906 0.004ms 0.051ms
PCA-4-0.050000 0.830 0.999 0.907 0.004ms 0.051ms
PCA-13-0.000100 0.831 1.000 0.908 0.004ms 0.051ms
PCA-11-0.000100 0.832 1.000 0.908 0.004ms 0.051ms
PCA-14-0.001000 0.838 1.000 0.912 0.004ms 0.050ms
PCA-8-0.080000 0.838 1.000 0.912 0.004ms 0.051ms
PCA-11-0.000010 0.843 1.000 0.915 0.004ms 0.051ms
PCA-14-0.000500 0.843 1.000 0.915 0.004ms 0.051ms
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PCA-5-0.010000 0.845 0.999 0916 0.004ms 0.051ms
PCA-13-0.000010 0.848 1.000 0.918 0.004ms 0.050 ms
PCA-9-0.010000 0.850 1.000 0.919 0.004ms 0.051ms
PCA-8-0.050000 0.851 1.000 0.920 0.004ms 0.050ms
PCA-7-0.080000 0.855 1.000 0.922 0.004ms 0.051ms
LogCluster-0.4-0.2 0.856 1.000 0.922 0.789ms 0.713ms
PCA-9-0.005000 0.857 1.000 0.923 0.004ms 0.051ms
PCA-9-0.003000 0.860 1.000 0.924 0.004ms 0.051ms
PCA-7-0.050000 0.865 1.000 0.928 0.004ms 0.051ms
PCA-14-0.000100 0.866 1.000 0.928 0.004ms 0.050 ms
PCA-5-0.005000 0.869 0.999 0.930 0.004ms 0.051ms
PCA-9-0.001000 0.871 1.000 0.931 0.004ms 0.050 ms
PCA-8-0.010000 0.871 1.000 0.931 0.004ms 0.051ms
Invariants Mining-0.995-0.5  0.874 1.000 0.933 10.258ms 0.002ms
Invariants Mining-0.995-0.6  0.874 1.000 0.933 10.285ms 0.002ms
Invariants Mining-0.995-0.7  0.874 1.000 0.933 10.264ms 0.002ms
Invariants Mining-0.995-0.8  0.874 1.000 0.933 10.285ms 0.002ms
Invariants Mining-0.995-0.9  0.874 1.000 0.933 10.261ms 0.002ms
PCA-14-0.000010 0.877 1.000 0.934 0.004ms 0.051ms
PCA-4-0.010000 0.879 0.999 0.935 0.004ms 0.051ms
PCA-5-0.003000 0.880 0.999 0.936 0.004ms 0.050 ms
PCA-9-0.000500 0.882 1.000 0.937 0.004ms 0.051ms
LogCluster-0.2-0.1 0.882 1.000 0.937 1.569ms 1.812ms
PCA-8-0.005000 0.883 1.000 0.938 0.004ms 0.050 ms
Invariants Mining-0.995-0.3  0.885 1.000 0.939 10.224ms 0.002ms
Invariants Mining-0.995-0.4  0.885 1.000 0939 10.251ms 0.002ms
PCA-4-0.005000 0.886 0.999 0.939 0.004ms 0.051ms
PCA-4-0.003000 0.891 0.999 0.942 0.004ms 0.050 ms
PCA-5-0.001000 0.893 0.999 0.943 0.006ms 0.050ms
PCA-8-0.003000 0.896 1.000 0.945 0.004ms 0.051ms
PCA-7-0.010000 0.901 1.000 0.948 0.004ms 0.051ms
PCA-5-0.000500 0.901 0.999 0.948 0.004ms 0.050 ms
PCA-4-0.001000 0.902 0.999 0.948 0.004ms 0.051ms
PCA-4-0.000500 0.908 0.999 0.951 0.004ms 0.050ms
PCA-9-0.000100 0.908 1.000 0.952 0.004ms 0.050 ms
PCA-7-0.005000 0.908 1.000 0.952 0.004ms 0.051ms
PCA-8-0.001000 0.911 1.000 0.954 0.004ms 0.050ms
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PCA-0-0.005000 0.943 0.966 0.954 0.004ms 0.050ms
PCA-1-0.005000 0.943 0.966 0.954 0.004ms 0.050ms
PCA-0-0.010000 0.942 0.969 0.955 0.004ms 0.050ms
PCA-1-0.010000 0.942 0.969 0.955 0.004ms 0.050ms
PCA-5-0.000100 0.916 0.999 0.956 0.004ms 0.051ms
PCA-7-0.003000 0.916 1.000 0.956 0.005ms 0.050 ms
PCA-4-0.000100 0.919 0.999 0.957 0.004ms 0.050ms
PCA-0-0.080000 0.937 0.979 0.957 0.004ms 0.051ms
PCA-1-0.080000 0.937 0.979 0.957 0.004ms 0.050ms
PCA-0-0.050000 0.938 0.978 0.958 0.004ms 0.051ms
PCA-1-0.050000 0.938 0.978 0.958 0.004ms 0.051ms
PCA-8-0.000500 0.920 1.000 0.958 0.004ms 0.050ms
LogCluster-0.3-0.2 0.921 1.000 0.959 0.990ms 0.987 ms
PCA-7-0.001000 0.923 1.000 0.960 0.004ms 0.051ms
PCA-9-0.000010 0.924 1.000 0.960 0.004ms 0.050ms
PCA-7-0.000500 0.925 1.000 0.961 0.004ms 0.051ms
PCA-0-0.000010 0.984 0944 0.963 0.004ms 0.051ms
PCA-1-0.000010 0.984 0944 0.963 0.004ms 0.051ms
PCA-8-0.000100 0.929 1.000 0.963 0.004ms 0.051ms
Invariants Mining-0.995-0.1  0.929 1.000 0963 10.238ms 0.002ms
Invariants Mining-0.995-0.2  0.929 1.000 0.963 10.211ms 0.002ms
PCA-4-0.000010 0.931 0.999 0.964 0.004ms 0.051ms
PCA-5-0.000010 0.932 0.999 0.964 0.004ms 0.050ms
PCA-7-0.000100 0.932 1.000 0.965 0.004ms 0.051ms
PCA-0-0.000100 0.982 0.951 0.966 0.004ms 0.050 ms
PCA-1-0.000100 0.982 0.951 0.966 0.004ms 0.050ms
PCA-0-0.003000 0.969 0.964 0.966 0.004ms 0.050ms
PCA-1-0.003000 0.969 0.964 0.966 0.004ms 0.051ms
LogCluster-0.1-0.1 0.937 1.000 0.968 2.583ms 3.388ms
PCA-0-0.000500 0.980 0.957 0.968 0.004ms 0.051ms
PCA-1-0.000500 0.980 0.957 0.968 0.004ms 0.051ms
PCA-7-0.000010 0.939 1.000 0.968 0.004ms 0.050 ms
PCA-8-0.000010 0.939 1.000 0.968 0.004ms 0.050ms
PCA-0-0.001000 0.979 0.960 0.969 0.004ms 0.050ms
PCA-1-0.001000 0.979 0.960 0.969 0.004ms 0.050ms
PCA-3-0.080000 0.946 0.997 0.971 0.004ms 0.051ms
PCA-2-0.080000 0.951 0.995 0.972 0.004ms 0.051ms
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PCA-3-0.050000 0.950 0.99 0.973 0.004ms 0.050ms
PCA-2-0.050000 0.954 0.994 0.973 0.004ms 0.050 ms
PCA-2-0.010000 0.959 0.992 0.975 0.004ms 0.050ms
PCA-2-0.003000 0.962 0.990 0.976 0.004ms 0.050ms
PCA-2-0.005000 0.961 0991 0.976 0.004ms 0.051ms
PCA-2-0.001000 0.964 0.989 0.976 0.004ms 0.050 ms
PCA-2-0.000500 0.968 0.988 0.978 0.004ms 0.051ms
PCA-2-0.000010 0.972 0.985 0.978 0.004ms 0.050ms
PCA-2-0.000100 0.971 0.987 0.979 0.004ms 0.050ms
PCA-3-0.010000 0.965 0.995 0.980 0.004ms 0.050 ms
PCA-3-0.005000 0.968 0.994 0.981 0.004ms 0.051ms
PCA-3-0.003000 0.969 0.994 0.981 0.004ms 0.051ms
PCA-3-0.001000 0.971 0.993 0.982 0.004 ms 0.050 ms
PCA-3-0.000500 0.972 0.992 0.982 0.005ms 0.050 ms
Invariants Mining-0.999-0.1  0.965 1.000 0982 12.762ms 0.002ms
Invariants Mining-0.999-0.2  0.965 1.000 0.982 12972ms 0.002ms
Invariants Mining-0.999-0.3  0.965 1.000 0.982 13.020ms 0.002ms
Invariants Mining-0.999-0.4  0.965 1.000 0.982 12984ms 0.002ms
Invariants Mining-0.999-0.5  0.965 1.000 0.982 13.024ms 0.002ms
Invariants Mining-0.999-0.6 ~ 0.965 1.000 0.982 13.273ms 0.003ms
Invariants Mining-0.999-0.7  0.965 1.000 0.982 13.268ms 0.002ms
Invariants Mining-0.999-0.8  0.965 1.000 0982  13.258ms 0.002ms
Invariants Mining-0.999-0.9  0.965 1.000 0.982 13.271ms 0.002ms
PCA-3-0.000100 0.975 0.991 0.983 0.004ms 0.050 ms
LogCluster-0.4-0.3 0.967 1.000 0.983 0.791ms 0.713ms
PCA-3-0.000010 0.978 0.989 0.983 0.004ms 0.050ms
LogCluster-0.2-0.2 0.973 1.000 0.986 1.550ms 1.806 ms
LogCluster-0.1-0.2 0.980 1.000 0.990 2.593ms 3.394ms
LogCluster-0.3-0.3 0.984 1.000 0.992 0.982ms 0.981ms
LogCluster-0.4-0.4 0.988 1.000 0.994 0.784ms 0.712ms
Invariants Mining-1.0-0.1 0.989 1.000 0994 15.094ms 0.001ms
Invariants Mining-1.0-0.2 0.989 1.000 0.994 15.095ms 0.001 ms
Invariants Mining-1.0-0.3 0.989 1.000 0994 15.099ms 0.001 ms
Invariants Mining-1.0-0.4 0.989 1.000 0994 15.097ms 0.001 ms
Invariants Mining-1.0-0.5 0.989 1.000 0994 15262ms 0.001ms
Invariants Mining-1.0-0.6 0.989 1.000 0994 15.269ms 0.002ms
Invariants Mining-1.0-0.7 0.989 1.000 0.994 15306 ms 0.002ms
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Invariants Mining-1.0-0.8 0.989 1.000 0994 152656ms 0.001ms
Invariants Mining-1.0-0.9 0.989 1.000 0994 15296ms 0.001ms
LogCluster-0.2-0.3 0.989 1.000 0.995 1.558ms 1.811ms
LogCluster-0.1-0.3 0.990 1.000 0.995 2.581ms 3.396ms
LogCluster-0.3-0.4 0.990 1.000 0.995 0.989ms 0.981ms
LogCluster-0.1-0.4 0.992 1.000 0.996 2.582ms 3.381ms
LogCluster-0.2-0.4 0.992 1.000 0.996 1.556 ms 1.806 ms

Table A.4: Performance of different novelty detection methods and hyper-
parameter combinations for detecting anomalous logins. t;,;, and
t predict are per data point.

A.3 ANOMALOUS JOBS DETECTOR

In this Section, we present the results we obtained during hyper-
parameter optimisation of the candidate models for the anomalous
login detector. The naming of the methods reflects the hyper-parameter

combination tested:
e IsolationForest-{t}

o LOF-{distance metric}

o OCSVM-{kernel function}-{y}-{v}

o OCSVM-SGD-{kernel function}-{y}-{v}

Table A.5 contains the number of true/false positives/negatives;

Table A.6 contains the derived metrics and efficiency.

METHOD TP FP FP N

OCSVM-sigm.-0.1-0.4 30893 104122 157355 8133
OCSVM-SGD-sigm.-0.2-0.4 29525 97684 163793 9501
OCSVM-sigm.-0.3-0.4 30925 104009 157468 8101
OCSVM-sigm.-0.4-0.4 30921 103906 157571 8105
OCSVM-sigm.-0.2-0.4 30885 103702 157775 8141
OCSVM-sigm.-auto-0.4 31377 104083 157394 7649
OCSVM-sigm.-scale-0.4 31392 104015 157462 7634
OCSVM-SGD-sigm.-0.3-0.4 29739 96429 165048 9287
OCSVM-lin.-scale-0.4 31861 104035 157442 7165
OCSVM-lin.-auto-0.4 31861 104035 157442 7165
OCSVM-lin.-0.1-0.4 31861 104035 157442 7165
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TP

FP

TN

FN

OCSVM-lin.-0.2-0.4
OCSVM-lin.-0.3-0.4
OCSVM-lin.-0.4-0.4
OCSVM-SGD-sigm.-0.1-0.4
OCSVM-poly-scale-0.4
OCSVM-poly-0.3-0.4
OCSVM-poly-auto-0.4
OCSVM-poly-0.1-0.4
OCSVM-poly-0.4-0.4
OCSVM-poly-0.2-0.4
OCSVM-SGD-lin.-0.1-0.4
OCSVM-SGD-lin.-0.2-0.4
OCSVM-5GD-lin.-0.3-0.4
OCSVM-5GD-lin.-0.4-0.4
OCSVM-SGD-sigm.-0.4-0.4
OCSVM-SGD-poly-0.1-0.4
OCSVM-rbf-auto-o0.4
OCSVM-SGD-poly-0.2-0.4
OCSVM-poly-auto-0.3
OCSVM-SGD-poly-0.3-0.4
OCSVM-sigm.-0.3-0.3
OCSVM-sigm.-0.2-0.3
OCSVM-sigm.-0.4-0.3
OCSVM-sigm.-0.1-0.3
OCSVM-sigm.-auto-0.3
OCSVM-rbf-scale-0.4
OCSVM-sigm.-scale-0.3
OCSVM-rbf-0.4-0.4
OCSVM-rbf-0.3-0.4
OCSVM-rbf-0.2-0.4
OCSVM-rbf-0.1-0.4
OCSVM-lin.-scale-0.3
OCSVM-lin.-auto-0.3
OCSVM-lin.-0.1-0.3
OCSVM-lin.-0.2-0.3
OCSVM-lin.-0.3-0.3
OCSVM-lin.-0.4-0.3

31861
31861
31861
29767
32743
32733
32733
32734
32733
32734
31728
31728
31728
31728
30354
33661
36067
33587
32679
33531
30643
30663
30640
30844
30963
38129
31329
38816
38791
38791
38775
31510
31510
31510
31510
31510
31510

104035
104035
104035
92901
104952
104491
104452
104455
104443
104417
97593
97593
97593
97593
90989
97494
105533
94518
88116
89906
78384
78401
78270
78466
78483
105377
78860
105829
105713
105516
105450
78366
78366
78366
78366
78366
78366

157442
157442
157442
168576
156525
156986
157025
157022
157034
157060
163884
163884
163884
163884
170488
163983
155944
166959
173361
171571
183093
183076
183207
183011
182994
156100
182617
155648
155764
155961
156027
183111
183111
183111
183111
183111
183111

7165
7165
7165
9259
6283
6293
6293
6292
6293
6292
7298
7298
7298
7298
8672
5365
2959
5439
6347
5495
8383
8363
8386
8182
8063

897
7697

210

235

235

251
7516
7516
7516
7516
7516
7516
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METHOD TP FP TN FN

OCSVM-SGD-poly-0.4-0.4 33470 84964 176513 5556

OCSVM-poly-0.1-0.3 32678 79672 181805 6348
OCSVM-poly-scale-0.3 32678 78617 182860 6348
OCSVM-poly-0.2-0.3 32679 78410 183067 6347
OCSVM-poly-0.4-0.3 32678 78379 183098 6348
OCSVM-poly-0.3-0.3 32679 78339 183138 6347

OCSVM-SGD-lin.-0.1-0.3 31468 70607 190870 7558
OCSVM-SGD-lin.-0.2-0.3 31468 70607 190870 7558
OCSVM-SGD-lin.-0.3-0.3 31468 70607 190870 7558
OCSVM-5GD-lin.-0.4-0.3 31468 70607 190870 7558
OCSVM-SGD-sigm.-0.3-0.3 29400 62831 198646 9626
OCSVM-SGD-sigm.-0.2-0.3 29326 62412 199065 9700
OCSVM-SGD-rbf-0.4-0.4 38711 93113 168364 315
OCSVM-SGD-sigm.-0.4-0.3 30148 63426 198051 8878
OCSVM-SGD-rbf-0.3-0.4 38713 91608 169869 313
OCSVM-rbf-auto-0.3 36025 79429 182048 3001
OCSVM-SGD-poly-0.1-0.3 33586 69844 191633 5440
OCSVM-SGD-poly-0.2-0.3 33544 69043 192434 5482
OCSVM-SGD-rbf-0.2-0.4 38747 84386 177091 279

OCSVM-rbf-scale-0.3 37513 79285 182192 1513
OCSVM-SGD-poly-0.3-0.3 33465 65715 195762 5561
OCSVM-rbf-0.1-0.3 38326 79516 181961 700
OCSVM-rbf-0.4-0.3 38769 79751 181726 257
OCSVM-rbf-0.3-0.3 38746 79589 181888 280
OCSVM-rbf-0.2-0.3 38712 79452 182025 314

OCSVM-SGD-sigm.-0.1-0.3 29674 51331 210146 9352
OCSVM-SGD-poly-0.4-0.3 33413 61300 200177 5613

OCSVM-sigm.-0.2-0.2 30603 52423 209054 8423
OCSVM-sigm.-0.3-0.2 30550 52183 209294 8476
OCSVM-sigm.-0.1-0.2 30727 52672 208805 8299
OCSVM-sigm.-0.4-0.2 30516 52041 209436 8510

OCSVM-sigm.-auto-o0.2 30874 52598 208879 8152
OCSVM-sigm.-scale-0.2 31206 52792 208685 7820

OCSVM-lin.-scale-0.2 31455 52312 209165 7571
OCSVM-lin.-auto-0.2 31455 52312 209165 7571
OCSVM-lin.-0.1-0.2 31455 52312 209165 7571

OCSVM-lin.-0.2-0.2 31455 52312 209165 7571
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TP
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TN

FN

OCSVM-lin.-0.3-0.2
OCSVM-lin.-0.4-0.2
OCSVM-poly-scale-o0.2
OCSVM-SGD-rbf-0.1-0.4
OCSVM-poly-0.2-0.2
OCSVM-poly-0.3-0.2
OCSVM-poly-0.4-0.2
OCSVM-poly-auto-o0.2
OCSVM-SGD-rbf-0.4-0.3
OCSVM-poly-0.1-0.2
OCSVM-SGD-lin.-0.1-0.2
OCSVM-SGD-lin.-0.2-0.2
OCSVM-5GD-lin.-0.3-0.2
OCSVM-5GD-lin.-0.4-0.2
OCSVM-SGD-rbf-0.3-0.3
OCSVM-poly-auto-o.1
OCSVM-rbf-auto-o.2
OCSVM-SGD-rbf-0.2-0.3
OCSVM-rbf-scale-0.2
OCSVM-SGD-poly-0.2-0.2
OCSVM-SGD-sigm.-0.4-0.2
OCSVM-rbf-0.1-0.2
OCSVM-rbf-0.4-0.2
OCSVM-SGD-poly-0.1-0.2
OCSVM-rbf-0.3-0.2
OCSVM-rbf-0.2-0.2
OCSVM-SGD-poly-0.3-0.2
OCSVM-5GD-poly-0.4-0.2
OCSVM-SGD-sigm.-0.3-0.2
OCSVM-sigm.-0.3-0.1
OCSVM-sigm.-0.4-0.1
OCSVM-sigm.-0.2-0.1
OCSVM-sigm.-0.1-0.1
OCSVM-sigm.-auto-0.1
OCSVM-sigm.-scale-0.1
OCSVM-lin.-scale-o.1
OCSVM-lin.-auto-o0.1

31455
31455
32635
38710
32618
32619
32618
32618
38650
32619
31378
31378
31378
31378
38637
32628
35950
38571
37202
33493
30025
38260
38732
33538
38704
38609
33413
33297
29306
30385
30374
30382
30458
30650
31023
31401
31401

52312
52312
53218
69755
52247
52121
52112
51902
66624
48650
44364
44364
44364
44364
62320
44771
53266
56776
53194
42386
33717
53207
54095
41505
53902
53515
39131
37467
27155
26131
25972
25967
26100
26232
26280
26151
26151

209165
209165
208259
191722
209230
209356
209365
209575
194853
212827
217113
217113
217113
217113
199157
216706
208211
204701
208283
219091
227760
208270
207382
219972
207575
207962
222346
224010
234322
235346
235505
235510
235377
235245
235197
235326
235326

7571
7571
6391

316
6408
6407
6408
6408

376
6407
7648
7648
7648
7648

389
6398
3076

455
1824
5533
9001

766

294
5488

322

417
5613
5729
9720
8641
8652
8644
8568
8376
8003
7625
7625
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METHOD TP FP TN FN
OCSVM-lin.-0.1-0.1 31401 26151 235326 7625
OCSVM-lin.-0.2-0.1 31401 26151 235326 7625
OCSVM-lin.-0.3-0.1 31401 26151 235326 7625
OCSVM-lin.-0.4-0.1 31401 26151 235326 7625

OCSVM-SGD-sigm.-0.2-0.2 29130 21162 240315 9896
OCSVM-SGD-rbf-0.1-0.3 38208 39765 221712 818

OCSVM-poly-scale-o.1 32581 28074 233403 6445
OCSVM-poly-0.1-0.1 32576 27062 234415 6450
OCSVM-poly-0.2-0.1 32576 26015 235462 6450
OCSVM-poly-0.3-0.1 32577 26012 235465 6449
OCSVM-poly-0.4-0.1 32576 25987 235490 6450
iForest-20 37392 34922 226555 1634
iForest-30 37145 32298 229179 1881
LOF-cosine 76640 68412 454805 2031
iForest-50 37176 32223 229254 1850
OCSVM-rbf-scale-0.1 34231 26577 234900 4795
LOF-correlation 76648 68073 455144 2023
OCSVM-SGD-rbf-0.4-0.2 38031 33702 227775 995
iForest-10 37145 31738 229739 1881
iForest-100 37458 31257 230220 1568

OCSVM-SGD-lin.-0.1-0.1 31241 18965 242512 7785
OCSVM-SGD-lin.-0.2-0.1 31241 18965 242512 7785
OCSVM-SGD-lin.-0.3-0.1 31241 18965 242512 7785
OCSVM-SGD-lin.-0.4-0.1 31241 18965 242512 7785
OCSVM-rbf-auto-o0.1 35854 27108 234369 3172
OCSVM-SGD-sigm.-0.1-0.2 29345 13391 248086 9681
OCSVM-SGD-rbf-0.3-0.2 37983 27676 233801 1043

OCSVM-rbf-0.4-0.1 38686 28349 233128 340
OCSVM-rbf-o0.1-0.1 38182 27316 234161 844
OCSVM-rbf-0.3-0.1 38629 28005 233472 397
OCSVM-rbf-0.2-0.1 38563 27493 233984 463

OCSVM-SGD-poly-0.4-0.1 32608 16193 245284 6418
OCSVM-SGD-poly-0.3-0.1 32872 16271 245206 6154
OCSVM-SGD-poly-0.2-0.1 33279 14361 247116 5747
OCSVM-SGD-rbf-0.2-0.2 37979 21684 239793 1047
OCSVM-SGD-sigm.-0.3-0.1 28277 5855 255622 10749
OCSVM-SGD-sigm.-0.2-0.1 28602 5941 255536 10424
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TP

FP

TN

FN

OCSVM-SGD-rbf-0.1-0.2
OCSVM-SGD-poly-o0.1-0.1
OCSVM-5GD-sigm.-0.4-0.1
OCSVM-SGD-sigm.-0.1-0.1
LOF-minkowski
LOF-chebyshev
LOF-braycurtis
OCSVM-SGD-rbf-0.1-0.1
OCSVM-SGD-rbf-0.4-0.1
OCSVM-SGD-rbf-0.3-0.1
OCSVM-SGD-rbf-0.2-0.1

37961
33377
29338
29171
71068
71405
76530
37279
37311
37270
37266

19731
10355
4349
3319
20818
20274
19958
8951
8845
8781
8581

241746
251122
257128
258158
502399
502943
503259
252526
252632
252696
252896

1065
5649
9688
9855
7603
7266
2141
1747
1715
1756
1760

Table A.5: Number of true/false positive/negative predictions detecting

anomalous jobs using various hyper-parameter combinations.

METHOD PREC. RECALL F1 tirain tpredict

OCSVM-sigm.-0.1-0.4 0.229 0.792 0.355 1.632ms 0.184ms
OCSVM-SGD-sigm.-0.2-0.4  0.232 0.757 0.355 0.003ms 0.000 ms
OCSVM-sigm.-0.3-0.4 0.229 0.792 0.356 1.692ms 0.194ms
OCSVM-sigm.-0.4-0.4 0.229 0.792 0.356 1.692ms 0.194ms
OCSVM-sigm.-0.2-0.4 0.229 0.791 0.356 1.682ms 0.192ms
OCSVM-sigm.-auto-0.4 0.232 0.804 0.360 1.624ms 0.181ms
OCSVM-sigm.-scale-0.4 0.232 0.804 0.360 2.164ms 0.264ms
OCSVM-SGD-sigm.-0.3-0.4  0.236 0.762 0.360 0.003ms 0.000ms
OCSVM-lin.-scale-0.4 0.234 0.816 0.364 0.846ms 0.084ms
OCSVM-lin.-auto-0.4 0.234 0.816 0.364 0.848ms 0.084ms
OCSVM-lin.-0.1-0.4 0.234 0.816 0.364 0.847ms 0.084ms
OCSVM-lin.-0.2-0.4 0.234 0.816 0.364 0.848ms 0.084ms
OCSVM-lin.-0.3-0.4 0.234 0.816 0.364 0.892ms 0.086 ms
OCSVM-lin.-0.4-0.4 0.234 0.816 0.364 0.847ms 0.084ms
OCSVM-SGD-sigm.-0.1-0.4  0.243 0.763 0.368 0.003ms 0.000ms
OCSVM-poly-scale-0.4 0.238 0.839 0.371 1.006ms 0.101 ms
OCSVM-poly-0.3-0.4 0.239 0.839 0.371 1.007ms 0.101ms
OCSVM-poly-auto-0.4 0.239 0.839 0.372 1.006ms 0.101 ms
OCSVM-poly-0.1-0.4 0.239 0.839 0.372 1.006ms 0.101 ms
OCSVM-poly-0.4-0.4 0.239 0.839 0.372 1.006ms 0.101ms
OCSVM-poly-0.2-0.4 0.239 0.839 0.372 1.007ms 0.101ms
OCSVM-SGD-lin.-0.1-0.4 0.245 0.813 0.377 0.002ms 0.000 ms
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METHOD PREC. RECALL F1 torain tpredict

OCSVM-SGD-lin.-0.2-0.4 0.245 0.813 0.377 0.002ms 0.000ms
OCSVM-SGD-lin.-0.3-0.4 0.245 0.813 0.377 0.002ms 0.000 ms
OCSVM-5GD-lin.-0.4-0.4 0.245 0.813 0.377 0.002ms 0.000ms
OCSVM-SGD-sigm.-0.4-0.4  0.250 0.778 0.379 0.003ms 0.000ms
OCSVM-SGD-poly-0.1-0.4 0257  0.863 0.396 0.005ms 0.001ms
OCSVM-rbf-auto-0.4 0.255 0924 0399 1.454ms 0.223ms
OCSVM-SGD-poly-0.2-0.4  0.262 0.861 0.402 0.006ms 0.001 ms
OCSVM-poly-auto-0.3 0.271 0.837 0.409 0.753ms 0.076 ms
OCSVM-SGD-poly-0.3-0.4  0.272 0.859 0.413 0.005ms 0.001 ms
OCSVM-sigm.-0.3-0.3 0.281 0.785 0414 1.277ms 0.145ms
OCSVM-sigm.-0.2-0.3 0.281 0.786 0414 1.270ms 0.144ms
OCSVM-sigm.-0.4-0.3 0.281 0.785 0414 1.275ms 0.146ms
OCSVM-sigm.-0.1-0.3 0.282 0.790 0416 1.240ms 0.138ms
OCSVM-sigm.-auto-0.3 0.283 0.793 0417 1216ms 0.136 ms
OCSVM-rbf-scale-0.4 0.266 0977 0418 1.345ms 0.221ms
OCSVM-sigm.-scale-0.3 0.284 0.803 0.420 1.655ms 0.197ms
OCSVM-rbf-0.4-0.4 0.268 0.995 0423 1.356ms 0.220ms
OCSVM-rbf-0.3-0.4 0.268 0994 0423 1.362ms 0.221ms
OCSVM-rbf-0.2-0.4 0.269 0.994 0423 1.368ms 0.221ms
OCSVM-rbf-0.1-0.4 0.269 0994 0423 1.400ms 0.221ms
OCSVM-lin.-scale-0.3 0.287 0.807 0.423 0.630ms 0.063ms
OCSVM-lin.-auto-0.3 0.287  0.807 0.423 0.629ms 0.063ms
OCSVM-lin.-0.1-0.3 0.287 0.807 0.423 0.632ms 0.063ms
OCSVM-lin.-0.2-0.3 0.287  0.807 0.423 0.631ms 0.063ms
OCSVM-lin.-0.3-0.3 0.287  0.807 0.423 0.632ms 0.076 ms
OCSVM-lin.-0.4-0.3 0.287  0.807 0.423 0.631ms 0.063ms
OCSVM-SGD-poly-0.4-0.4  0.283 0.858 0.425 0.004ms 0.001 ms
OCSVM-poly-0.1-0.3 0.291 0.837 0432 0.752ms 0.076 ms
OCSVM-poly-scale-0.3 0.294 0.837 0435 0.754ms 0.076 ms
OCSVM-poly-0.2-0.3 0.294 0.837 0.435 0.753ms 0.076 ms
OCSVM-poly-0.4-0.3 0.294 0.837 0435 0.754ms 0.076 ms
OCSVM-poly-0.3-0.3 0.294 0.837 0436 0.754ms 0.076 ms
OCSVM-SGD-lin.-0.1-0.3 0.308 0.806 0.446 0.002ms 0.000ms
OCSVM-SGD-lin.-0.2-0.3 0.308 0.806 0.446 0.002ms 0.000ms
OCSVM-SGD-lin.-0.3-0.3 0.308 0.806 0.446 0.002ms 0.000ms
OCSVM-SGD-lin.-0.4-0.3 0.308 0.806 0.446 0.002ms 0.000ms
OCSVM-SGD-sigm.-0.3-0.3  0.319 0.753 0.448 0.003ms 0.000ms
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METHOD PREC. RECALL F1 terain tpredict

OCSVM-SGD-sigm.-0.2-0.3  0.320 0.751 0.449 0.003ms 0.000ms
OCSVM-SGD-rbf-0.4-0.4 0.294 0.992 0453 0.002ms 0.000ms
OCSVM-SGD-sigm.-0.4-0.3  0.322 0.773 0.455 0.003ms 0.000ms
OCSVM-SGD-rbf-0.3-0.4 0.297  0.992 0457 0.002ms 0.000ms
OCSVM-rbf-auto-0.3 0.312 0923 0466 1.061ms 0.168ms
OCSVM-SGD-poly-0.1-0.3  0.325 0.861 0.472 0.0065ms 0.001 ms
OCSVM-SGD-poly-0.2-0.3  0.327  0.860 0.474 0.005ms 0.001ms
OCSVM-SGD-rbf-0.2-0.4 0.315 0.993 0.478 0.002ms 0.000ms
OCSVM-rbf-scale-0.3 0.321 0961 0481 0.984ms 0.166ms
OCSVM-SGD-poly-0.3-0.3  0.337 0.858 0.484 0.006ms 0.001 ms
OCSVM-rbf-0.1-0.3 0.325 0982 0489 1.024ms 0.166ms
OCSVM-rbf-0.4-0.3 0327 0993 0492 0994ms 0.166 ms
OCSVM-rbf-0.3-0.3 0.327 0.993 0492 0.995ms 0.165ms
OCSVM-rbf-0.2-0.3 0.328 0992 0493 1.00lms 0.166ms
OCSVM-SGD-sigm.-0.1-0.3  0.366 0.760 0.494 0.003ms 0.000ms
OCSVM-SGD-poly-0.4-0.3  0.353 0.856 0.500 0.004ms 0.001 ms
OCSVM-sigm.-0.2-0.2 0.369 0.784 0501 0.848ms 0.096ms
OCSVM-sigm.-0.3-0.2 0.369 0.783 0.502 0.850ms 0.097 ms
OCSVM-sigm.-0.1-0.2 0.368 0.787 0.502 0.827ms 0.092ms
OCSVM-sigm.-0.4-0.2 0.370 0.782 0.502 0.847ms 0.097 ms
OCSVM-sigm.-auto-o0.2 0.370 0.791 0504 0.814ms 0.090ms
OCSVM-sigm.-scale-0.2 0.372 0.800 0.507 1.112ms 0.132ms
OCSVM-lin.-scale-0.2 0.376 0.806 0.512 0.416ms 0.042ms
OCSVM-lin.-auto-o0.2 0.376 0.806 0512 0.414ms 0.042ms
OCSVM-lin.-0.1-0.2 0.376 0.806 0.512 0.414ms 0.042ms
OCSVM-lin.-0.2-0.2 0.376 0.806 0.512 0.415ms 0.042ms
OCSVM-lin.-0.3-0.2 0.376 0.806 0.512 0.415ms 0.042ms
OCSVM-lin.-0.4-0.2 0.376 0.806 0.512 0.415ms 0.042ms
OCSVM-poly-scale-0.2 0.380 0.836 0.523 0.502ms 0.051ms
OCSVM-SGD-rbf-0.1-0.4 0.357 0992 0.525 0.002ms 0.000ms
OCSVM-poly-0.2-0.2 0.384 0.836 0.527 0.503ms 0.050 ms
OCSVM-poly-0.3-0.2 0.385 0.836 0.527 0.503ms 0.051ms
OCSVM-poly-0.4-0.2 0.385 0.836 0.527 0.504ms 0.051ms
OCSVM-poly-auto-o0.2 0.386 0.836 0.528 0.503ms 0.051ms
OCSVM-SGD-rbf-0.4-0.3 0367 0990 0.536 0.002ms 0.000ms
OCSVM-poly-0.1-0.2 0.401 0.836 0.542 0.504ms 0.050 ms
OCSVM-SGD-lin.-0.1-0.2 0.414 0.804 0.547 0.002ms 0.000ms
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OCSVM-SGD-lin.-0.2-0.2 0.414 0.804 0.547 0.002ms 0.000ms
OCSVM-SGD-lin.-0.3-0.2 0.414 0.804 0.547 0.002ms 0.000ms
OCSVM-5GD-lin.-0.4-0.2 0.414 0.804 0.547 0.002ms 0.000ms
OCSVM-5GD-rbf-0.3-0.3 0.383 0.990 0.552 0.002ms 0.000ms
OCSVM-poly-auto-o.1 0.422 0.836 0.560 0.245ms 0.025ms
OCSVM-rbf-auto-o0.2 0.403 0921 0561 0.682ms 0.111ms
OCSVM-5GD-rbf-0.2-0.3 0.405 0.988 0.574 0.002ms 0.000ms
OCSVM-rbf-scale-0.2 0.412 0953 0.575 0.631ms 0.111ms
OCSVM-SGD-poly-0.2-0.2  0.441 0.858 0.583 0.005ms 0.001 ms
OCSVM-SGD-sigm.-0.4-0.2  0.471 0.769 0.584 0.003ms 0.000 ms
OCSVM-rbf-0.1-0.2 0.418 0.980 0.586 0.658ms 0.111ms
OCSVM-rbf-0.4-0.2 0417 0992 0588 0.637ms 0.111ms
OCSVM-SGD-poly-0.1-0.2  0.447 0.859 0.588 0.006ms 0.001ms
OCSVM-rbf-0.3-0.2 0.418 0992 0588 0.639ms 0.111ms
OCSVM-rbf-0.2-0.2 0.419 0.989 0.589 0.644ms 0.111ms
OCSVM-SGD-poly-0.3-0.2  0.461 0.856 0.599 0.004ms 0.001 ms
OCSVM-SGD-poly-0.4-0.2  0.471 0.853 0.607 0.004ms 0.001 ms
OCSVM-SGD-sigm.-0.3-0.2  0.519 0.751 0.614 0.003ms 0.000 ms
OCSVM-sigm.-0.3-0.1 0.538 0.779 0.636 0.418ms 0.049ms
OCSVM-sigm.-0.4-0.1 0.539 0.778 0.637 0.414ms 0.049 ms
OCSVM-sigm.-0.2-0.1 0.539 0.779 0.637 0.415ms 0.048ms
OCSVM-sigm.-0.1-0.1 0.539 0.780 0.637 0.408ms 0.046 ms
OCSVM-sigm.-auto-0.1 0.539 0.785 0.639 0.406ms 0.045ms
OCSVM-sigm.-scale-0.1 0.541 0.795 0.644 0.552ms 0.066 ms
OCSVM-lin.-scale-0.1 0.546 0.805 0.650 0.198ms 0.021ms
OCSVM-lin.-auto-o0.1 0.546 0.805 0.650 0.198ms 0.021ms
OCSVM-lin.-0.1-0.1 0.546 0.805 0.650 0.199ms 0.021ms
OCSVM-lin.-0.2-0.1 0.546 0.805 0.650 0.198ms 0.021ms
OCSVM-lin.-0.3-0.1 0.546 0.805 0.650 0.198ms 0.021ms
OCSVM-Ilin.-0.4-0.1 0.546 0.805 0.650 0.198ms 0.021ms
OCSVM-SGD-sigm.-0.2-0.2  0.579 0.746 0.652 0.003ms 0.000 ms
OCSVM-5GD-rbf-0.1-0.3 0.490 0.979 0.653 0.002ms 0.000ms
OCSVM-poly-scale-o0.1 0.537 0.835 0.654 0.246ms 0.025ms
OCSVM-poly-0.1-0.1 0.546 0.835 0.660 0.245ms 0.025ms
OCSVM-poly-0.2-0.1 0.556 0.835 0.667 0.245ms 0.025ms
OCSVM-poly-0.3-0.1 0.556 0.835 0.667 0.247ms 0.025ms
OCSVM-poly-0.4-0.1 0.556 0.835 0.668 0.246ms 0.025ms



191

METHOD PREC. RECALL F1 terain tpredict

iForest-20 0.517 0958 0.672 0.005ms 0.002ms
iForest-30 0.535 0952 0.685 0.007ms 0.002ms
LOEF-cosine 0.528 0974 0.685 0.820ms 0.545ms
iForest-50 0.536 0953 0.686 0.012ms 0.004 ms
OCSVM-rbf-scale-o0.1 0.563 0.877 0.686 0.300ms 0.057 ms
LOEF-correlation 0.530 0974 0.686 0.967ms 0.645ms
OCSVM-SGD-rbf-0.4-0.2 0.530 0975 0.687 0.002ms 0.000 ms
iForest-10 0.539 0952 0.688 0.003ms 0.001 ms
iForest-100 0.545 0960 0.695 0.023ms 0.007 ms
OCSVM-5SGD-lin.-0.1-0.1 0.622 0.801 0.700 0.023ms 0.000 ms
OCSVM-SGD-lin.-0.2-0.1 0.622 0.801 0.700 0.003ms 0.000 ms
OCSVM-SGD-lin.-0.3-0.1 0.622 0.801 0.700 0.003ms 0.000 ms
OCSVM-SGD-lin.-0.4-0.1 0.622 0.801 0.700 0.003ms 0.000 ms
OCSVM-rbf-auto-o.1 0.569 0919 0.703 0.326ms 0.056 ms
OCSVM-SGD-sigm.-0.1-0.2  0.687 0.752 0.718 0.003ms 0.000 ms
OCSVM-SGD-rbf-0.3-0.2 0.578 0973 0.726 0.002ms 0.000 ms
OCSVM-rbf-0.4-0.1 0.577 0991 0.730 0.304ms 0.056ms
OCSVM-rbf-0.1-0.1 0.583 0978 0.731 0.315ms 0.055ms
OCSVM-rbf-0.3-0.1 0.580 0990 0.731 0.303ms 0.056 ms
OCSVM-rbf-0.2-0.1 0.584 0988 0.734 0.306ms 0.056ms
OCSVM-SGD-poly-0.4-0.1  0.668 0.836 0.743 0.006ms 0.001 ms
OCSVM-SGD-poly-0.3-0.1 0.669 0.842 0.746 0.005ms 0.001 ms
OCSVM-SGD-poly-0.2-0.1 0.699 0.853 0.768 0.004ms 0.001 ms
OCSVM-SGD-rbf-0.2-0.2 0.637 0973 0.770 0.002ms 0.000 ms
OCSVM-SGD-sigm.-0.3-0.1  0.828 0.725 0.773 0.003ms 0.000 ms
OCSVM-SGD-sigm.-0.2-0.1  0.828 0.733 0.778 0.002ms 0.000 ms
OCSVM-SGD-rbf-0.1-0.2 0.658 0973 0.785 0.002ms 0.000 ms
OCSVM-SGD-poly-0.1-0.1  0.763 0.855 0.807 0.005ms 0.001 ms
OCSVM-SGD-sigm.-0.4-0.1  0.871 0.752 0.807 0.002ms 0.000 ms
OCSVM-SGD-sigm.-0.1-0.1  0.898 0.747 0.816 0.002ms 0.000 ms
LOF-minkowski 0.773 0903 0.833 0.126ms 0.082ms
LOF-chebyshev 0.779 0908 0.838 0.734ms 0.488ms
LOF-braycurtis 0.793 0973 0.874 1.010ms 0.666ms
OCSVM-SGD-rbf-0.1-0.1 0.806 0955 0.875 0.002ms 0.000 ms
OCSVM-SGD-rbf-0.4-0.1 0.808 0956 0.876 0.002ms 0.000 ms
OCSVM-SGD-rbf-0.3-0.1 0.809 0955 0.876 0.002ms 0.000 ms
OCSVM-SGD-rbf-0.2-0.1 0.813 0.955 0.878 0.002ms 0.000 ms
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Table A.6: Performance of different novelty detection methods and hyper-
parameter combinations for detecting anomalous jobs. t;,;,, and
tpredict are per data point.



B ANOMALY SCORES

The anomaly score p;(s) denotes the degree of anomaly of the initial
login of a user session s. We determine the p;(s) as laid out in Sec-
tion 4.4.1 using a OCSVM-SGD. This OCSVM-5GD calculates a login’s
signed distance to a hyperplane separating normal and anomalous
logins. Figure B.1 shows the signed distance of logins d(s) plotted
against the resulting anomaly score pi(s). We sampled 20 normal
logins from the user sessions collected on our test system and 20
anomalous logins we generated randomly.

0.8 5

p(s) x Normal Logins
x Anomalous Logins

-05 -04 -03 —-02 -01 01 02 03 04 05
Figure B.1: A random sample of normal/anomalous logins. The plot shows

the logins’ signed distance to the separating hyperplane and the
resulting anomaly score.
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